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You Fail in SE If You Make Those Mistakes
Yehia Mamdouh



The Famous Who Am | Today?!

* Penetration Tester Specialist and Security Researcher @ DTS-Solution — 8+ years in VAPT - Physical &
Social Engineering Assessments )

* Author of XSSYA-V-1,2 and BetWorm

* Keynote-Speaker (Qubit 2016 — DefCamp 2016 — Middle East Security Summit)

* | mainly focus on Social engineer and Physical Assessments

Yehia-@dts-solution.com
@Yehialmamdouh

Careers with the
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We Know!!

WHATLIT IS AN ERROR

LAYERS'......

LUSERS LOSE THE
MIND

Our nervous system was designed for being attacked
or attacking Animals Only - but now we are nervous
all time because - we feel dangerous all the time




What This Talk about?

Definitions & Facts

SE Mistakes

Break In Mistakes
Reporting Mistakes
Story Time

Mitigation Gaps



Disclaimer

[0] I am Not:
Philosopher or phycologist but | do lot of Research

[0] My Talk Based on:
Science — Personal Experience and my examples

[0] This presentation is for Informational and educational purpose only




Definitions & Facts

* Psychological Manipulation of people behavior = in order to gain information
* Social Engineer being used from the existence of humans

* Now Days Social Engineer combined with Technology & have methodologies

* Human Minds has Gaps by default

* An intelligent person can be ignorant.- A stupid person can be knowledgeable.

* |s there something called Stupid ?



SE Mistakes - Reconnaissance

Employees

Company

Social Media




SE Mistakes - Reconnaissance

Before We start Reconnaissance:

* We should identify Organization type — Sector
* Create scenarios first or do reconnaissance first ?

While we do Reconnaissance:

* knowledge of a company lingo, corporate structure

* Society affect social engineer
* Stop your EGO
* Continue using OSNIT

ITS THE NEW
MANAGEMENT
STRUCTURE, THE
WORKER'S THE

ONE AT THE
BOTTOM..




SE Mistakes - Preparations
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SE Mistakes - Preparations
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SE Mistakes - Preparations

Social Networks: Facebook — twitter — Instagram — LinkedIn .

* A Fake .... LinkedIn profile !!

Sabrina Alsayab

Head Of Business Consulting at LPC Consulting Services

Send InMail
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SE Mistakes - Preparations

Social Networks: Facebook — twitter — Instagram — LinkedIn ..etc.
Before you create legitimate profile you Must:

* Study the character (Man or Woman)

* Read about the new job (Everything)

* Avoid Random — (Add — Accept) friends !
* Watch every detail

* Have Schizophrenia !

* Keep Alive




Experience
5. Human Resources Recruiter
O 1 terprises

Human Resource Administrator

HR Assistant

Education

American University of Beirut

($AUB -

SE Mistakes - Preparations

Social Networks: Facebook — twitter — Instagram — LinkedIn ..etc.
* Think like End-User have basic awareness for social media threats

_|_

Timeline

+ Describe who you are

@@ Human Resources Recruiter (HR Recruiter) at
fssssesests T

ga Former Human Resources Administrator at
BML Istisharat

= Studied Business Administration at American
University of Beirut (AUB)

# Livesin Dubai, United Arab Emirates

From Beirut, Lebanon

About Friends 15¢

Update Info

More ~

Photos

# Status [8] PhotoVideo '™ Life Event

2

ired ldeaSpot's photo

g Lisa Mark share
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SE Mistakes - Preparations

If don’t how to lie then learn How to Lie?

* Keep it Short and To the Point
* Keep it Reasonable

* Keep Calm

* Don't wait for interrogation

* Know your target

* Watch your Body Language

* Finally Practice



Break In - Mistakes

Vishing Mistakes

* Always Watch the Tone changes
* Never end the conversation after getting the key information.
* A Little Chat before you say goodbye

* Don’t call number that already exposed to Public




Break In - Mistakes

We Know what human behaviors we target

* Social Engineer Target: (Trust — Helpfulness — False Assumptions — Curiosity — Fear — Ignorance — Sympathy)
* We know Social Engineers target What — We target who?

* We can not use Fear towards higher positions (Managers — CEO)

* As per psychology Woman’s are more vulnerable to Helpfulness more than men

* As per psychology Woman’s are more Sympathy than men (Niedenthal, Kruth-Gruber 2006) — (Baron-Cohen &
Wheelwright, 2004)

* Confirmed Hypothesis: men and women give their opposite gender a higher Trust rating than the same gender.
Institute of psychology 2016 - Chinese Academy of Sciences

* Don’t put borders around Helpfulness - Give Hope !



Break In - Mistakes

Before You Break In:

* Be careful of what you are wearing

* Remove all signs that can identify you!

* Before you know about people know yourself

* Practice on your Pretext

* Colors can very powerful (Subconscious Impact)

Energy, Passion, Action, Confidence, Self-esteem,
Ambition and Extraversion, Emotional
Determination Strength, Friendliness.

Physical comfort, food,

Glamour, security,
emotional safety,
efficiency, substance

warmth, security, sensuality,
passion, abundance, fun.

Harmony, balance,

refreshment, universal
love, peace

Physical tranquility,
nurture, warmth,
femininity, love, sexuality

Communication, Trust,
efficiency, serenity, logic,
coolness, reflection, calm

Hygiene, sterility, clarity,
purity, cleanness,
simplicity, efficiency.




Break In - Mistakes

After You Break In:

* Observation not only (Clothes - Uniform type - Body type - Gender/Age — Ethnicity
- Manners/Discipline Physical Markings — Smell — Teeth — Hands — Interaction -
Pictures ) (Observe the Security layers)

* Attacking old woman not the same as you attack a young man

* Don't run away from the Security Guard



Reporting - Mistakes

* Clear Scenarios
* Attach more NON technical POC
* Don’t Mention Names - Faces

* Rise Business Risk







Story Time

Target: Retail Company

1- Tailgating will not be effective (Open Place - Store Rooms are monitored by CCTV and
controlled by employees

2- Steal sensitive documents or equipment's not effective (Sensors on the Entry — Many
CCTV — Many Employees

The only Way is to be Legitimate and Authorized



NAKE YOur DUsine

Story Time
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Letter of Authorization

Subject: Letter of Authorization Point of sale system [ERP] Check

SR = zuthorized Yehia Mamdouh to conduct a point of sale
system [ERP] check within its Headquarters office which is in Dubai. The
checking is planned to be completed within 1 week starting from =
Aug-2017 and it covers the following sites:
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Branch Manager: S fully aware of this checking and approach
which Yehia Mamdouh to complete the point of sale system checking,

so assist him with any help he needs.

_ Yahia Mamdoul
SIGMNATURE: SIGMATURE:
)_{_._,,.""H — j i ;' :
v
- .
WM E HAME: ¥ehia Mamidouwh
L Al L EMAIL: itEalphauae. com

DATE: S paTE: A



Story Time

Results

wWd D

"Raahanw/a
A AN R0 L]

r = A e o W

; .




Story Time

Results

WEQwikCilver Point Of Sale =10 x|

Configure  Program  VWiew  Test Help  Exit

| take POC by That !!!!111I1

Saturday, September 16, 2017

N

Batch: Prg: Gift - Program_Default Transld: 1

Copyright A 2007-2011 QwikCilver Salutions Private Limited. All nghts reserved.
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Mitigation Gaps

That what they have told you!!

* Basic Layer: Security Policy : No information is useless - information value is different from one
to another

* Learning Layer: Security Awareness:
Friends are not friends: Social engineer he/she don’t need to be your friend !
Passwords are Personal: passwords can be exposed by several ways

Uniforms are cheap: Social Engineer can be normal person !

* Do not click on malicious links
* Do not install malicious software




Mitigation Gaps

* Users will not make any rational choices

* Punish and Reward is not working anymore

* Don’t fire any employee

* It’s boring I know = Review Standards and Policies
* Acknowledge them about latest incidents




Mitigation Gaps

Forget about reminders & Emails — Show to them real threats

Department




Mitigation Gaps

Phishing

Credentials

Exploit

Request



Mitigation Gaps

Method to Help You Decide If Someone's Lying

* Many effective ways to detect lies but only if you practice these skills
* No lie detection magic bullet

* There are many (False positive and False negatives)

Best Way to Detect Lies (As per Psychologytoday)
1- Begin ask a series of innocuous Questions and watch eye movement patterns

2- Start to ask the real questions that the person may or may not want to answer truthfully

(Dale Hartley 2017)



Mitigation Gaps

Security Awareness!

@ Junk E-Mail [61]
L4 Sentitems (1

|

PASSWORDS?

[USE S-N-L]

«

SYMBOLS, LETTERS & NUMBERS 'DON'T USE
TO CREATE PASSWORDS St ot aaee [\)6';8(!)2"6“5:
I LLLBHERR ’
MIXIT UP
DON'T USE —
THE SAME Don't use keyboard patterns:
PASSWORDS| QWERTY

or sequential numbers:

12345

Follow Work Policy!|



Mitigation Gaps

Security Awareness!
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Security Awareness Tip:Beware of Malware!?

T Security Team
Sent: Wednesday., March 25, 2015 9:11 AmMm
To:

You installed what?>?!




Mitigation Gaps
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(Urgent Message) "Security Alert”: Targeted phishing/email attack cam paign onYllh
IT Security Team
This message was sent with High importance.

Sent: Sunday. November 29, 201S 8:45 AM
To: 3 - ALL EMPLOYEES (Head Office):

At achm e Nt

Based on a report received from The ® attached.

Kindly Note that a group known as “Team C.L.I.M.A . T.” is targeting the Oil and Energy Companies with targeted phishing email with pictu
of destroyed landscapes. The group published a target list on the public internet including YR~ d other oil companies around the worl

Oops! You clicked on a phishing email.

Remember these three ‘Rules To Stay Safe Online’

v~

- Stop. Look, Think!
- Use that delete key

- Do | spot a Red Flag?
- Verify suspicious emalil with the
sender via a different medium

- “When in doubt throw it out”. There area

You are advised to do the following:

1 Ensure that your security team is alerted in case of any suspicious mail is received.
2 Monitor your emails for anomalies or suspicious behavior
3. Ensure that awareness is raised by being vigilant and informing all employees of the following:

Avoid clicking on links in e-mails, especially any which are requesting your username and password

Do not open any email message from an unknown source.

Be wary of any unexpected e-mail attachments or links, even from people you know.

Avoid access to none business browsing categories and social networking.

Do not open attachment of certain extensions such as .exe .pac .vbs and password protected compressed files.

You can contact your security team on Ssiissiitiimmmeo: call them on Ext: Saniiymiiii



Mitigation Gaps

s WOULD\YOU RATHER HAVE ETERNALGOMPLETE

: ANDUTTER CONTENTMENT OR BEER®*
But this happen:

We send a convincing Phishing Mail

WHRTKIND OF
BEERD

memegenerator.net




Mitigation Gaps

But This Happened
=




Mitigation Gaps

(¥ [

Email Address OU Hame

88% Access from Desktop
13 % Access from Mobile

HSE - Site Dep.

Budget & Cost Finance Division

Control Dep.

94% explorer — 44% Chrome — 7% Safari -
3%Firefox — 1% Opera

Human Capital & Services Division

Recuit. & Emp. Relations Dep.

Marketing Division

Regional Sales Dep.

Procurment Division

Decl

Purchasing Dep.

Hi ———

Thanks for accepting my request, it's my honor to
have you in my professional networks!

Procurement Support Dep.

— o 1
I B
A

Best Regards Corporate Development Dep.
Lisa Mark

Finance Division

Finance Div.

. You are welcome Lisa. The pleasure is all mine.

Human Capital & Sesvices Division

General Services Dep.




Mitigation Gaps

Access to one of Power Plants Regulation Login Page

.




Mitigation Gaps

The Pa anoid 1s never entirely mistaken
Sigmund Freud

3
¥
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Mitigation Gaps

It’s for you

Your Job is not only break in organization or hack into
networks

“Create a touchable moments for who are vulnerable”







