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CERT-RO reports on cybersecurity
we are not safe online

the YoY evolution 

of total number of 

security alerts

2015 top 5 security alerts by incidents2015 top 5 affected systems
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design process – Business Internet Security
think, build, test, run, test 

opportunity study

market assessment

friendly user trials 

with multiple vendors

define requirements

RFQ process ended

infra and set-up POs

infrastructure set-up

build and run processes

technical trainings 

joint national events 

with ORO enterprise 

customers 

Microsoft Summit

bug bounty program 

during DefCamp#6

fine tune the config 

migration of legacy 

customers 

(pre)sales trainings 

H1 2014 H2 2014 H1 2015 H2 2015 H1 2016

SOC in place

FortiPrivateCloud 

customization 

GO commercially 

on 4th April

recurrent pen testing

develop, fine tunning

bug bounty
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most blocked categories

back to school 
education, September - October 

cyber security risk awareness
and customer reaction



5

cyber security risk awareness
and customer reaction 

public services sector, 7 days stats most blocked categories

health care, October stats

Netcore. Netis. Devices. Hardcoded. Password. 

Security. Bypass

Adobe. Acrobat. PostScript. Font. Memory. Corruption

DLink. Devices. Unauthenticated. Remote. Command. 

Execution

ASUS. Router. infosvr. UDP. Broadcast. Command. 

Execution
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recurring pen test
for security assurance

– a successful cyber attack involves different steps: reconnaissance, 

footprinting, gaining access, maintaining access and erasing the 

logs

– present conventional tools of the industry only have a reactive 

nature, they only respond when the attack has already been 

conducted

– Orange approach aims to respond before the attack turns into a 

real threat

– all successful attacks are conducted by real human hackers – why 

let only a machine fight against a real human’s mind?
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ethical hacking and cyber intelligence
for a safer online experience 

Europe Cyber Security 

Challenge

Orange bug bounty 

program
real time threat map

http://www.cybersecuritychallenge.ro

https://bis-threatmap.orange.ro
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https://bis-threatmap.orange.ro

developed in partnership with BIT SENTINEL 
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Companies with Security Incidents detected - Last 24 HoursIntrusion Attempts - Last 24 Hours

Companies with Security Incidents detected - Last 30 Days
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Orange App2Own Bug Bounty program
for a safer online environment

Orange promotes Bug Bounty initiatives in order to test and 

improve the accuracy of the cybersecurity solutions developed 

to protect the Internet access for organizations. 

Orange is the only telecommunication operator from Romania 

that supports vulnerabilities identification and responsible 

disclosure.

Orange Bug Bounty challenge will continue

http://def.camp   
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bug bounty in the world 
modern security is hacker-powered

https://hackerone.com

Top Companies work with Hackers
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guidelines to follow
for a winning competition

– start : October 31st

– register

– info about the target 

– bypass the security to reach the target 

– send asap the exploit report 

– if validated the rank will be updated 

– stop : November 11th
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rules of game 
for a responsible disclosure

– points based on the vulnerability risk you managed to exploit

– play only as an individual, the rule of first to report the same bypass   

– dashboard page with assets you have permission to attack

– cheating or destroying challenges is not allowed

– (D)DOS is not accepted

– trying to ignore the rules above will get you banned

– innovative methods will get you extra points
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infrastructure set-up
ready for commercial switch on 



18

various difficulty levels
to challenge and be challenged 

– Oct 31st – Nov 6th: online contest, with some security features 

deactivated (low sec profile)

– Nov 7th – Nov 9th: online contest, with most security features 

activated (high sec profile)

– Nov 10th, from 9:00 – to Nov 10th, 19:00: on site contest, with some 

security features deactivated (low sec profile)

– Nov 11th, from 9:00 – to Nov 11th, 16:00: on site contest, with most 

security features activated (high sec profile) 
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low sec profile 
to emulate real life situation
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high sec profile 
to emulate real life situation
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contest draft statistics 
until 10th Nov, 18:00

– 58 registered people

– 8 participants scored 

– 68 received reports

– 48 validated reports 

– 3,143 granted points

Congratulations

for all successful 

bypass attempts !!!

low sec profile : 40% scoring

high sec profile : 100% scoring
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more funny stats

10 countries
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detected attacks
FortiWeb [10th Nov, 18:00] 

high sec profile

low sec profile
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detected attacks 
FortiGate [10th Nov, 18:00] 

high sec profile

low sec profile
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DefCamp Day 1 security incidents
detected by BIS infra 

143 GB 

on 1st day  

Congrats !!! Congrats ☺ !!!
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Orange Bug Bounty: 

Ransomware challenge
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– target: one large corporation’s HR department 

– HR department receives CVs or other docs, but they 

will click on any attachment [pdf, doc, xls, ... ]

– the challenge is to encrypt “important_file.xls” and ask 

for ransom

– extra points if you can encrypt the file with preventive 

measures implemented from at least one solution

– even more extra points for data exfiltration

Ransomware challenge
to continue the bug bounty
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– according to security level there will be more than one mailbox, each with 

increasing levels of protection/difficulty

– each participant can chose which mailbox to target, or can target all of them

– once the file is encrypted you receive points based on the time elapsed

– if you manage to bypass one or more of the protections you receive extra 

points (min 2 sandboxing solutions will be used)

– if you manage to communicate the contents of the file you receive even more 

extra points

Ransomware challenge
to continue the bug bounty
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– 2 weeks for online challenge [13th – 25th Feb 2017], 1 day for award 

ceremony during Innovation Labs hackathon in Bucharest [4th – 5th

March 2017]

– follow DefCamp and Innovation Labs sites for more details

Ransomware challenge
to continue the bug bounty
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takeaways
that might be useful

– security audits and penetration tests as a business as usual 

processes

– Orange is looking for start-ups, local innovators and public data 

sets providers to help extend the smart cities ecosystem

– security through open innovation and data sharing

– Orange is looking for real time RO security logs to update the threat 

map and rise the awareness on cyber security risks 

always look for the quality of the TEAM behind
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Orange Bug Bounty challenges will continue with 

Ransomware challenge

http://def.camp

https://bis-threatmap.orange.ro

join us in Innovation Labs 2017 

http://www.innovationlabs.ro
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Thanks.
We are here for you.
We’re listening.


