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Hackers?
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#d2hvYWl1p

> Not certified ethical hacker

> Security consultant at Viris d.o.o.
> 3 times at DefCamp: 2012, 2013 and now
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Lets connect the dots...

> insert into elasticsearch (E)
logstash (L) kibana (K) values

> select * from Wi-fi packets;
> create view

> where Bigdata = strange
patterns

> -- Ideas;
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ELK stack
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Big Data

. Big data is a broad term for data sets so large or complex that
traditional data processing applications are inadequate. Challenges
include analysis, capture, data curation, search, sharing, storage,
transfer, visualization, and information privacy ~ Wikipedia 2015

. Information privacy

& Danijel Grah Retweeted
Edward Snowden (@ Snowden - Nov 2
* Are your readers having trouble understanding the term "metadata"?
Replace it with "activity records.” That's what they are. #clarity

L .Y 23 44K W ATK  wee

g Edward Snowden
= Once.

Marc Scott

| wonder how many times you have to retweet @Snowden to end up on a list.
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Smart People Prefer Curly
Fries

And other inseights gleaned from analyzing e o °

your social m

1a accounts. 29« 161 58

By Jennifer Golbeck




Big Data

A\ THE ANCIENT “LION
. OF NIMRUD" WENT
: MISSING FROM THIS
— CITY'S NATIONAL
MUSEUM IN 2003
(ALONG WITH A LOT
... OF OTHER STUFF)
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CH 5 ][ Elapsed: 12 s ][ 2015-11-10 20:08
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Wi-Fi and Big Data

> Rec = {October 6th — October 19th}
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ELK stack for hackers




Let‘s do some hands on

> python wrapper, airodump-ng
patch, ]JSON, elasticsearch,
conf.d, logstash, kibana,
templates, indexing, full-text
search, security, shield, 9200,
logstash-forwarder, ... 7777
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Elasticsearch

> Elasticsearch is a search server based on Lucene. It
provides a distributed, multitenant-capable full-text
search engine with a HTTP web interface and schema-free
JSON documents ~ Wikipedia

> Elasticsearch is a distributed, scalable, real-time search
and analytics engine ~ elastic.co

> Document oriented (stores entire objects or documents)
> JSON was picked as serialization format for documents

> Talking to Elasticsearch
» RESTful API with ]JSON over HTTP

» Various client APIs.
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Elasticsearch

> Open source and free

> Security??7?

> Features like Watcher, Shield are changeable

for $S$S

o% SHODAN

#%, Exploits o, Maps & Download Results

Romania

TOP CITIES

9200/ _cat/indices?v

status index pri rep docs.count docs.deleted store.size pri.store.size
open  sfm 1 @ ] 728b 728b
open  megaspace 35 57 63.8kb 63.8kb
open  iclley 82 ] 228.9kb 11@.5kb
open  mybac 133 9 497 .7kb

TOP OPERATING SYSTEMS
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P elasticsearch (o}

ll Create Report

Showing results 1 - 8 of 32

188.241.146.62

Appnor MSP SA
Added on 2015-11-07 00:24:25 GMT

Bl Romania
Details

89.38.250.80
Sc Clax Telecom Sri
Added 15-11-05 06
11 Romania

Details

HTTP/1.1 288 OK
Content-T: ication/jsen; charset=UTF-8
Content-Length

“cluster_name” : “elasticsearch”,

"1.6.8",
3acdddedfE9524echaldde 38 28chs5bbbas

1.1 288 0K
ntent-T: tion/json; charset=UTF-8

o4,
Skunge the Laxidazian Troll™,
uster_name” : "elasticsearch”,

ild_hash® : "622839121e53e5F528b5FF8728fdbd3dbeb:
"buil...



Kibana

> Hiding complex searches

> The power of visualization

POST /elasticsearch/_msearch?timeout=0&ignore_unavallable=true&preference=1434351152506 HTTP/1.1
Host: 1592.168.81.128

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:22.0) Gecko/20100101 Firefox/22.0 Iceweasel/22.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/json;charset=utf-8

Referer: http://152.168.81.128/

Content-Length: 786

Autheorization: Basic ZWxrYWRtaW46LUzBuY24wR2VzbDA=

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

{"index":"logstash-*","search_type":"count","ignore_unavailable":true}
{"query":{"filtered":{"query":{"query_string":{"query":"wlan_type:\"CL\"","analyze_wildcard":true}},"
filter":{"bool":{"must":[{"range" :{"@timestamp":{"gte" : 1420066800000, " Lte" : 1451602799995} } } ], "must_no
t":[1}}}},"size":0,"aggs" :{"2":{"terms" : {"field" :"ESSID.raw", "size":10,"order" :{"1":"desc"}}, "aggs" : {
"1":{"cardinality":{"fi1eld" :"ESSID.raw"}},"3":{"terms":{"fi1eld" :"BSSID.raw","size":10,"order":{"1":"d
esc"}},"aggs":{"1":{"cardinality" :{"field" :"ESSID.raw"}},"4":{"terms" : {"f1eld" :"StationMAC.raw", "size
":10,"order":{"1":"desc"}},"aggs":{"1":{"cardinality":{"field" :"ESSID. raw"}},"s":{"terms" : {"f1eld" :"M
anufacturer.raw","size":10,"order":{"1":"desc"}},"aggs":{"1":{"cardinality":{"field":"ESSID.raw"}}1}}}
111111
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imput
file {
path == "Jopt/wifidata/ "

start_position == "beginning"

type == "wifi"
i

t

filter {
if [typel== "wifi" {

mutate {

split == [ "ProbedEssiDs", ", "]

¥
jzon o
SoUrce == messads
¥
¥
F
output o

elasticsearch {
template == "Jopt/logstash/templates/wifi"
template_nams == "wifi"
hosts == Localhost
index == "wifi-S{+dd. MMV}

stdout { codec == rubydebug }
F

at/vi:-'i-..s[tﬂ #Q %)

"message”
CHEOT, Mot

1 .
"version" =

"Etimestamp"”
"host"

"path”

Mype

"BESIOM
"FirstTimeSeen"
"LastTimeSeen”
"channel"
"max_speed"
"Privacy"
"Cipher"
"Luthentication”
"Power"
"#heacons"

"EIV

"LAKIP"
"I0-Tength”
"ESSI0"
"wlan_type"
"timestamp"

PEEEID M

npe

"2015-11-07T15%:24:53.7142",

Malit,

== "opt witidata R -2

= "yifi",
= "T4:1i7:ER
= "Z0lS-1L-02

= "ip,

== M L44EE ] ZEGE"

_ B R =
hentication "o "MET ",




What®s your favorite?
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General overview
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& x

Legend &

Max #probes 23

Top 1 akg-oki-3em McDonald's_Prakiicomp,Nojzemr Volanbusz, TP-

PrgbedESSIDs e LINK_85EB06 WifiZone, KekPont Telekom zski_A BekasmegyerDonPepe, Flora WIERA, TP-Link_bejarat zski-
- 02 gateway okayarena,Bezsoek HM-Alapitvany Tesco_Free HMJ-Alapitvany Varjud4distvan kiado kocsma, Kova-go

Top 20 E
StationMAC.raw  “4A42D78:66:0D



Probes to locations
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Russia
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Just Kidding

> Visualization (Penetration Testing,
Security Audits)

> SIEM for Wi-Fi

> Evil, evil Intelligence Gathering
> Warstalking

> Tracking down stolen phones

> Adding traffic records of open networks
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@MlilanGabor

T @alm8i
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