


Introduction and Facts




Classification of Honeypots as per Design

Ill extensive
functionality.




Honeybots need to be well configured

otherwise they can pose a risk to your network




Why We Need Honeybots?

attack cases.
ous payloads.

> around us but we barley notice!




If you mess with my stuff, | will mess with you

while | am sleeping because | am too lazy!
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can get it all.

e and control it.




Detect and Attack at the Network Level

untarily change his attack
ack to a web application attack
he turns into a clueless a victim.
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Detect and Attack at the Application Level

% TV fingerprinted and exploited
natical e middle of his attempts to
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| can’t believe that you’re trying to pull this off




How to logically pull this off?
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Now since we know how it should be done

let me introduce to you




What is dynamicDetect?

y on the fly.
d coordinates.
spot every single weakness.
/' malicious user’s machine.




How dynamicDetect Works?

The best way to deliver a malicious payload is over an encrypted channel and we don’t
even have to worry about raising any suspicions because Alice is the one who initiated it
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Alice thinks that she's fully anonymous till she gets forwarded to a web page and out of the sudden,
her machine isn't hers anymore after being fully deanonymized and got her identity exposed!



Theories are easy and talk is cheap, show us

and let’s break this technically




