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why are we doing this 
looking to increase awareness

Orange promotes Bug Bounty initiatives in order to test 

and improve the accuracy of its cybersecurity solutions

developed to protect the Internet access for companies. 

Orange is the first telecommunication operator from 

Romania that supports vulnerabilities identification and 

responsible disclosure.
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main points to follow
for a winning competition

– start : November 1st

– register

– info about the target 

– bypass the security to reach the target 

– send asap the exploit report 

– if validated the rank will be updated 

– stop : November 14th
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rules of game 
for a responsible disclosure

– points based on the vulnerability risk you managed to exploit

– play only as an individual, the rule of first to report the same bypass   

– dashboard page with assets you have permission to attack

– cheating or destroying challenges is not allowed

– (D)DOS is not accepted

– trying to ignore the rules above will get you banned

– innovative methods will get you extra points
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infrastructure set-up
to emulate real life situation

Target Web Server

FortiGate 500D [v5.2.3, build670]

FortiWeb 400C [v5.37,build0478 150618]

FortiAnalyzer VM [v5.2.4, build0738 150923]
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security features activated
to emulate real life situation

FortiGate

– Antivirus

– Application Control

– Web Filtering

– IPS

FortiWeb

– default signatures

– no fine tunning, no XML protection 

– no http protocol validation, no 

parameter validation
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detected attacks 
FortiWeb
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detected attacks 
FortiGate
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contest statistics
confirming Pareto principle

– 95 registered people

– 15 participants scored 

– 112 received reports

– 71 validated reports 

– 11,995 total points
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international audience 
and local sessions distribution
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Wall of Fame 
and ranking

Dan Pobereznicenco

Catalin Irimie

Ionut Cernica

Congratulations

for all successful 

bypass attempts !!!
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Thanks.
We are here for you.
We’re listening.


