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Motivation

Agenda

Existing solutions

intents.fuzzinozer

Software Open Source Technology Center  Visit us at 01.org






http://01.org/

Research

Intent Fuzzer: Crafting Intents of Death - crashes in native code for top apps

DroidFuzzer: Fuzzing the Android Apps with Intent-Filter Tag

(e
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http://www.cs.utah.edu/~regehr/papers/p1-sasnauskas.pdf
http://dl.acm.org/citation.cfm?id=2536881

Existing solutions

intent_fuzzing - https://github.com/cbthomas/drozer

DroidFuzzer - not public
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https://github.com/cbthomas/drozer

iIntent_fuzzing - design

Software

createsniffer.py
populate ContentSniffer
AndroidManifest.xml

with intent-filers from all
packages

ContentSniffer.apkj——— >

IntentReceiver.java

receives intents and
populates database with
intent info

Data

Generation
Phase

Database
with intent
parameters

only Broadcast Intents
are interesting for us...

\

Running

Phase drozer

IntentFuzzer module
/ intent_fuzzer.py

query ContentSniffer

ContentProvider Send messages to the

mutator with testing option

Send reply to IntentFuzzer module

after testing the component

IntentMutator.apk

Start activities and send

broadcasts
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A little bit of theory...

! Static i | Dynamic i
C— Component i i i
! APP Extraction , Empty | Fuzzed i
! < 3 Intent i\ Intents | (@ Data Intents | |ntent :
i < Generation 5 i Fuzzing Execution ;
: @ Static Analysis : E !

__________________________________________________________________

......................................................................................................................................................................................................

éIntent intent = new Intent(Intent.ACTION_SEND) ;

. intent.setType ("text/plain") ;
Eintent.putExtra(android.content.Intent.EXTRA;TEXT, “Hello!") ;
 startActivity (intent) ;

......................................................................................................................................................................................................
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drozer

drozer Agent

& ® @ cristina@cristina-OptiPlex-7010: ~/Documents/fuzzer-module

cristina@cristina-OptiPlex-7010:~/Documents/fuzzer-module$ drozer console connec

d rD -: e r t INV133601437 --server localhost:31415

«.0.. sFao
- T . ..nd
ro..idsnemesisand..pr
.otectorandroidsneme.
.,5isandprotectorandroids+.
..nemesisandprotectorandroidsn:.
.emesisandprotectorandroidsnemes..
..lsandp,..,rotectorandro,..,idsnem.
.isisandp..rotectorandroid..snemisis.
,andprotectorandroidsnemisisandprotec.
.torandroidsnemesisandprotectorandroid.
.snemisisandprotectorandroidsnemesisan:
Started embedded server on port 31415. .dprotectorandroidsnemesisandprotector.

drozer Console (v2.3.4)

Embedded Server ®

31415

(intel)
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drozer - setup

'$ adb forward tcp:31415 tcp:31415

§$ drozer console connect

édz> module repository enable /path/to/your/repository
;dz> 1s

édz> help <name of the module>

édz> run <name of the module>

......................................................................................................................................................................................................

(e
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Intents.

...................................

fuzzinozer — source code (sample)

class Fuzzinozer (Module,common.PackageManager) :

name = "fuzzinozer"

author = "Popescu Cristina Stefania"
date = "2015-10-08"

license = "3 clause BSD"

path = ["intents"]

def add arguments(self, parser):

parser.
parser.
parser.
parser.
parser.
parser.
parser.
parser.
parser.
parser.
parser.
parser.

add _argument ("--package name", help="specify name of package to test ")

add argument("--test_all", action='store_ true', help="test all packages")

add _argument ("--broadcast_intent", action='store_ true', help="send ...")

add argument ("--fuzzing intent", action='store true', help="send intent...")
add argument ("--complete test", action='store_ true', help="test with...")

add argument ("--select fuzz parameters", help="give the parameters ...")

add _argument ("--save_state",action='store true', help="save the running ...")
add argument("--reload", help="reload the running state parameters in ...")
add argument ("--run_seed", help="select the seed file you want to run")

add argument ("--device", help="used only for automated tests")
add argument ("--template fuzz parameters number", help="give the ...") ,
add_argument ("--dos_attack", help="give the number of intents you want to send")
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iIntents.fuzzinozer — design

/?ooo\
- N
- = _
w d r D é e r ——|intents.fuzzinozer
A /
A 4
< A / - R
Collect
information
N .
A 4 A h 4 A 4 v
Send implicit and Send broadcast Replay: seed files S%r;csi;r&tzlr]‘ts Start DoS attack
explicit intents intents or last state templates against am
{ > Security < J

Report
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iIntents.fuzzinozer — options

{run intents.fuzzinozer }

A

f . N ~template_fuzz_ -select_fuzz_ . .
k--broadcast_lntentw [ --fuzzing_intent ] [parameters_number] ’ parameters I [ complete_test } | run_seed } { dos_attack
{ i ;
v | ‘ -save_state I [ -reload_state I
[ --package_name ]OR[ ~test_all }
v :
[ log(s) ]msms'{ seed file(s) J
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intents.fuzzinozer — running examples

Edz> run intents.fuzzinozer --fuzzing intent --package name
. com.google.android.gms --template fuzz parameters number 6

Edz> run intents.fuzzinozer --complete test —--package name
' com.google.android.gms

édz> run intents.fuzzinozer --run_ seed
Eseedfile_com.google.android.gms_NullPointerException.txt

Edz> run intents.fuzzinozer --broadcast intent
. ——package name com.google.android.gms

' $ drozer console connect -c
' “run intents.fuzzinozer —-broadcast intent -test all”
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Results

javaNullPointerException >ecurityException

javaClassNotFoundException

DoS attack lllegalStateException

ClassCastException

NumberFormatException

ClassCastException
lllegalArgumentException
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https://github.com/fuzzing
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