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Do                Bots 
dream of 

Electric Toys?
• Behavior-based Web Protection



© 2016 PerimeterX™ - Proprietary

PRESENTATION RULES
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PRESENTATION RULES
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Building a Profile
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HOW TO BUILD A TINDER PROFILE
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HOW TO BUILD A TINDER PROFILE
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Professional 
Profile Photo
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A Photo with 
an Animal
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Sports or a 
Hobby
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At Work or 
Official
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Silly or Creative
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Silly or Creative
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Copenhagen
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AMAZING WOMEN
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GETTING MATCHES
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THE MESSAGE
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I’M POPULAR!
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COINCIDENCE?

I THINK NOT!
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PROFILE ANALYSIS

57	  Bots	  Detected	  
• 29	  Places	  of	  Education	  	  
• 26	  Places	  of	  Work	  
• 11	  Professions

21
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PROFESSION
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   9 PR & Communications 
   9 Flight Attendant 
   7 Interior Designer 
   6 Speech Language Pathologist 
   6 Personal Trainer 
   5 Model (person) 
   4 Nursemaid 
   4 Model (people) 
   3 Speech-Language Pathologist 
   3 Physical Therapist (PT) 
   1 Interior Design Professor
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PLACE OF EDUCATION
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5 Metropolitan University College, Copenhagen 
4 Royal Academy of Music, Aarhus/Aalborg 
4 Roskilde University 
4 Business Academy Aarhus 
3 VIA University College, Campus Aarhus C, Pædagoguddannelsen 
3 University College Zealand, Sorø 
3 Pharmakon-Danish College of Pharmacy Practice, Hillerød 
3 KaosPilots Aarhus,  
   International School of New Business Design & Social Innovation 
2 West Jutland University College, Esbjerg 
2 Technical University of Denmark, Kongens Longby 
2 Rhythmic Music Conservatory, Copenhagen 
2 Philosophy, University of Aarhus. Journalism,  
   Danish School of Media and Journalism 
2 IBA; International Business Academy, Kolding ‘10 
2 Copenhagen University College of Engineering

2 Aarhus School of Architecture 
1 royal veterinary and agricultural university frederiksberg denmark 
1 four stars communications trading enterprise 
1 University of Southern Denmark, Odense 
1 University of Reims, Champagne-Ardenne 
1 University of Copenhagen Faculty of Health and Medical Sciences 
1 University College South Denmark, Esbjerg 
1 University College Lillebaelt, Vejle 
1 Sygeplejerskeuddannelsen på Campus Roskilde -  
   University College Sjælland 
1 International Business School of Scandinavia, Søborg 
1 IT University of Copenhagen, Copenhagen 
1 Copenhagen Business School, Frederiksberg 
1 Aarhus University 
1 Aarhus School of Business, Aarhus 
1 Aalborg Universitet
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PLACE OF EDUCATION
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PLACE OF WORK

25

6 BMA Models 
4 NHS Pediatric Speech and Language Therapist 
4 Anita Rosato Interior Design 
3 Thomas Cook Airlines UK 
3 The Wellington Hospital 
3 Platinum PR Agency 
3 Four Communications 
2 World Confederation for Physical Therapy (WCPT) 
2 Victoria Pigott Personal Training Services, South London 
2 Victoria Pigott Personal Training Services, South East London 
2 Varkey Charitable Foundation 
2 Speech and Language Therapy Service 
2 London Institute of Personal Training 
2 London Executive Aviation 
2 King’s College Hospital NHS Foundation Trust 
2 Halo Designs interiors 
2 B3 Designers 
2 Atlantic Airlines 
1 Virgin Atlantic Airlines 
1 Traduzioni, interprete in Live… 
1 Thomas Cook Airlines 
1 The UK’s NO.1 London Based-Sports/Model & Actors Casting Agency 
1 St George’s Hospital 
1 Freelance and Agency Based Model 
1 Four Communications Group in the Gulf 
1 Chesterfield Royal Hospital NHS Trust 
1 Agency Based Model
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PLACE OF WORK
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PLACE OF WORK
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STOLEN IDENTITIES
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STOLEN IDENTITIES
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STOLEN IDENTITIES
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Denver
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THE DIRECT APPROACH
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<html> 
<head><title>Bitly</title></head> 
<body><a href="http://rxdyzu.mobmedia.xyz/
7c02aeeb-64f4-4127-a90a-638f3611a3ee?
t=1475345597.6">moved here</a></body>
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CHATTY BOTS
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CHATTY BOTS
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Tracking 
the 

Infrastructure
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REMINDER: THE MESSAGE
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FOLLOW THE DOMAIN
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FOLLOW THE IP
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DOMAIN REGISTRATION
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Domain Name: MEETDUTCH.COM 
Registrar: GODADDY.COM, LLC 
Sponsoring Registrar IANA ID: 146 
Whois Server: whois.godaddy.com 
Referral URL: http://www.godaddy.com 
Name Server: NS53.DOMAINCONTROL.COM 
Name Server: NS54.DOMAINCONTROL.COM 
Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited 
Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited 
Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 
Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited 
Updated Date: 01-mar-2016 
Creation Date: 01-mar-2016 
Expiration Date: 01-mar-2017

Registry Registrant ID: Not Available From Registry 
Registrant Name: Registration Private 
Registrant Organization: Domains By Proxy, LLC 
Registrant Street: DomainsByProxy.com 
Registrant Street: 14747 N Northsight Blvd Suite 111, PMB 309 
Registrant City: Scottsdale 
Registrant State/Province: Arizona 
Registrant Postal Code: 85260 
Registrant Country: US 
Registrant Phone: +1.4806242599 
Registrant Phone Ext: 
Registrant Fax: +1.4806242598 
Registrant Fax Ext: 
Registrant Email: meetdutch.com@domainsbyproxy.com

mailto:meetdutch.com@domainsbyproxy.com
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7 of 61 domains 
are different

brickblocksnbodies.com	  
teenbuz.se	  
danishgirl.dk	  
girlsbuzz.be	  
planculs.be	  
meetgirls.at	  
meetgirls.es
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brickblocksnbodies.com
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Domain Name: BRICKBLOCKSNBODIES.COM 
Registrar: ENOM, INC. 
Sponsoring Registrar IANA ID: 48 
Whois Server: whois.enom.com 
Referral URL: http://www.enom.com 
Name Server: NS-1428.AWSDNS-50.ORG 
Name Server: NS-1749.AWSDNS-26.CO.UK 
Name Server: NS-297.AWSDNS-37.COM 
Name Server: NS-542.AWSDNS-03.NET 
Status: clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited 
Updated Date: 14-nov-2015 
Creation Date: 25-apr-2015 
Expiration Date: 25-apr-2016

Registry Registrant ID:  
Registrant Name: WHOISGUARD PROTECTED 
Registrant Organization: WHOISGUARD, INC. 
Registrant Street: P.O. BOX 0823-03411 
Registrant City: PANAMA 
Registrant State/Province: PANAMA 
Registrant Postal Code: 00000 
Registrant Country: PA 
Registrant Phone: +507.8365503 
Registrant Phone Ext:  
Registrant Fax: +51.17057182 
Registrant Fax Ext: 
Registrant Email: 
72780EAD54164593B15D7DC978C364E0.PROTECT@WHOISGUARD.COM



© 2016 PerimeterX™ - Proprietary

teenbuz.se
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Dates           Created on 2016-02-08 - Expires on 2017-02-08    
IP Address      139.162.158.40 - 45 other sites hosted on this server    
IP Location     Germany - Hessen - Frankfurt Am Main - Linode Llc 
ASN             Germany AS63949 LINODE-AP Linode, LLC, US (registered Feb 16, 2015) 
Whois History   7 records have been archived since 2016-02-09    
Whois Server    whois.iis.se

state:            active 
domain:           teenbuz.se 
holder:           VUSLGH6012-60140 
admin-c:          - 
tech-c:           - 
billing-c:        - 
created:          2016-02-08 
modified:         - 
expires:          2017-02-08 
nserver:          ns54.domaincontrol.com 
nserver:          ns53.domaincontrol.com 
dnssec:           unsigned delegation 
status:           ok 
registrar:        1 Api GmbH 
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And Then…
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danishgirl.dk
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Domain:               danishgirl.dk 
DNS:                  danishgirl.dk 
Registered:           2016-01-28 
Expires:              2017-01-31 
Registration period:  1 year 
VID:                  no 
Dnssec:               Unsigned delegation 
Status:               Active

Registrant 
Handle:               ES9243-DK 
Name:                 Edouard SZERKOV 
Address:              123 chemin des alouettes 
Postalcode:           12003 
City:                 Marseille 
Country:              FR 
Phone:                +33 723457825
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meetgirls.at
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domain:         meetgirls.at 
registrant:     ES10960707-NICAT 
admin-c:        ES10960709-NICAT 
tech-c:         ES10960708-NICAT 
nserver:        ns81.domaincontrol.com 
nserver:        ns82.domaincontrol.com 
changed:        20160803 00:45:58 
source:         AT-DOM

personname:     Edouard SZERKOV 
organization:    
street address: 123 chemin des alouettes 
postal code:    12003 
city:           Marseille 
country:        France 
phone:          +33723457825 
e-mail:         greg752@gmail.com 
nic-hdl:        ES10960707-NICAT 
changed:        20160803 00:45:46 
source:         AT-DOM
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meetgirls.es
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REGISTRANT DATA 
Domain name meetgirls.es 
state            Activated 
Identifier D1176E-ESNIC-F5 
Registrant Edouard SZERKOV 
Register Date 07-03-2016 
Expiration Date 07-03-2017 
Registrar KEY-SYSTEMS

ADMINISTRATIVE CONTACT PERSON 

Identifier       D1176F-ESNIC-F5 
Name             Edouard SZERKOV 
Email            greg752@gmail.com 
  
TECHNICAL CONTACT PERSON 

Identifier       D11770-ESNIC-F5 
Name             Edouard SZERKOV 
Email            greg752@gmail.com
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girlsbuzz.be
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DOMAIN 

Name          girlsbuzz.be 
Status        REGISTERED 
Registered    March 02, 2016 11:06 PM CET 
Last update   March 02, 2016 11:06 PM CET 

REGISTRANT 

Name         girlsbuzz.be 
Language     English 
Email        greg752@gmail.com

ONSITE CONTACTS 

Name         Edouard SZERKOV 
Language     English 
Address      123 chemin des alouettes 
             12003 Marseille 
             France 
Phone        +33.723457825 
Fax          +33.1111111 
Email        greg752@gmail.com
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planculs.be
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DOMAIN 

Name          planculs.be 
Status        REGISTERED 
Registered    January 22, 2016 0:52 AM CET 
Last update   January 22, 2016 9:12 PM CET 

REGISTRANT 

Name         planculs.be 
Language     English 
Email        greg752@gmail.com

ONSITE CONTACTS 

Name         Edouard SZERKOV 
Language     English 
Address      123 chemin des alouettes 
             12003 Marseille 
             France 
Phone        +33.723457825 
Fax          +33.1111111 
Email        greg752@gmail.com
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CONNECTING THE DOTS
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CONNECTING THE DOTS

54



© 2016 PerimeterX™ - Proprietary

Domain Name: DAILYSEXX.COM 
Registry Domain ID: 1916846625_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Update Date: 2015-04-13T23:33:32Z 
Creation Date: 2015-04-05T21:44:56Z 
Registrar Registration Expiration Date: 2017-04-05T21:44:56Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited 
Domain Status: clientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited 
Domain Status: clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited 

dailysexx.com
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Registry Registrant ID:  
Registrant Name: Registration Private 
Registrant Organization: Domains By Proxy, LLC 
Registrant Street: DomainsByProxy.com 
Registrant Street: 14747 N Northsight Blvd Suite 111, PMB 309 
Registrant City: Scottsdale 
Registrant State/Province: Arizona 
Registrant Postal Code: 85260 
Registrant Country: US 
Registrant Phone: +1.4806242599 
Registrant Phone Ext: 
Registrant Fax: +1.4806242598 
Registrant Fax Ext: 
Registrant Email: DAILYSEXX.COM@domainsbyproxy.com 
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WHO IS GREG752@GMAIL.COM?
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contact:     Mathieu Durand 
address:     10, chemin des alouettes 
address:     13200 Marseille 
address:     PACA 
country:     FR 
phone:       +33 7 23 45 78 25 
e-mail:      greg752@gmail.com 
registrar:   KEY-SYSTEMS GmbH 
changed:     08/03/2015  
anonymous:   NO 
obsoleted:   NO 
eligstatus:  ok 
eligdate:    08/03/2015 22:49:13 
source:      FRNIC
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Other 
Platforms
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FACEBOOK
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FACEBOOK
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RESEARCH
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How Hard is it?
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IT’S NOT.
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BOT EVOLUTION
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Gen 4 Bots 
Hijacked Browsers, Fake Extensions

Gen 3 Bots 
Javascript, Cookies, Engine Automation, 
PhantomJS

Gen 2 Bots 
No Javascript, Cookies

Gen 1 Bots 
No Javascript, No Cookies

	  



© 2016 PerimeterX™ - Proprietary 71

THE OUTCOME…
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DATING SITE AUTOMATION
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• Behavior-based Web Protection

Thank you!

Inbar Raz 
@inbarraz 

inbar@perimeterx.com


