oo tinder so7s

Drre/nry ur

ELELIFTIGC TUND-:




PRESENTATION RULES

R [

RESTRICTED

Il L
L \o.@/ s

UNDER 17 REQUIRES ACCOMPANYING
PARENT OR ADULT GUARDIAN

VIOLENCE, GRISLY IMAGES, LANGUAGE,
SOME NUDITY AND SEXUALITY
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PRESENTATION RULES
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at this time
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Building a Profile

© 2016 PerimeterX™ - Proprietary



HOW TO BUILD A TINDER PROFILE

EXPLORER
AMan's
Scientific Research

Technology

m B . -SCIENCE
8 Tips to Craft the Perfect Tinder Profile, Based on

THOUGHT CATALOG | = | HOMEPAGE POPULAR REEL WRITERS BOOKS

THE BLOG

Guys, Ste 8 Tinder Profile TIDS From A Woman

By N.M. Hughes 48 Comments [|™

vpuaweu
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HOW TO BUILD A TINDER PROFILE

— BUSINESS INSIDER

Tinder CEO Sean Rad describes the perfect profile photo
to get you the most matches

LaraO'Reilly & w

® Apr. 20,2016,10:30AM A 53,069 O 4
_—— R N VN o
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ee000 Pelephone & 21:40

Edit Info

Professional
Profile Photo
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Edit Info

A Photo with

00 Pelephone ¥

Ima

an An

m

Proprietary
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ee000 Pelephone = 21:40

Edit Info

Sports or a
Hobby
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00000 Pelephone F 21:40

Edit Info

At Work or
Official

© 2016 PerimeterX™ - Proprietary A



e Pelephone = 21:40

Edit Info

Silly or Creative
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Ll Pelephone = 21:40

Edit Info

Silly or Creative
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Copenhagen
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AMAZING WOMEN

Tania, 23
Fight Attendant at Thomas Cook Aklines UK

royal veternary and agricultural university
fredenksberg denmark

3340 kilometers away

Designer - Copenhagen

IR ——
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Lona, 26
PR & Communications at Fouwr Communications

Copenhagen University College of Engineering
3M0 kilometers away

Pluggar | Lund. Alskar att skratta,

Talia, 26

Model (people) at Freelance and Agency Based
Model

Roskilde University
30 kilometers away

Bor och jobbar | Kopenhamn

M

Bettye, 21

Speech Language Pathologist at King's College
Hospital NMS Foundation Trust

Royal Acadeny of Music, Aarhus/Aalborg
3346 kilometers away

Kort om mig)Bor | Svendborg. Arbejder som
blomsterdekorator. Fritid familie, venner
hindbold og lidt fodbold. Ingen barn og
ryger ikke,




GETTING MATCHES

.. Poprone 4G w3 “YTom -~ Pusiagr o 213 A

. v

Hey, jeg er lige kommet ud af et
slemt opbrud med min kaereste,

‘ og jeg vil germe glemme det. Jeg

2 2 2 O iz Vs
Tuesday, May 10 @ . » ' g i er totalt sex athaengig, og jeg vil
¥ \ virkelig gerne, prove noget nyt

o S Kylie Paula Dottie Edith med en fremmet (det er hvad
) som taender mig mest). Hvis du

er fristet, S8 venter jeg pa dig 1)
l?, hitp//meetdutch com/KF48 °)

Congratulations! You have a new match

o Tinder

Congratulations! You have a new match

o Tinder ¢

Congratulations! You have a new match

o Tinder

Congratulations! You have a new match

Adrianne, 21

M
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THE MESSAGE

<

ee0c0 Pelephone 7 21:37 @ 75 >
@;, Adrianne 00
OU MATCHED WITH ADRIANNE ON 5/10/16

Hej, jeg er lige kommet ud af et
slemt opbrud med min keereste,
og jeg vil gerne glemme det. Jeg
er totalt sex afhaengig, og jeg vil
virkelig gerne, prove noget nyt
med en fremmet (det er hvad
som taender mig mest). Hvis du
er frlstet sa venter jeg pa dig :)

<

ee000 Pelephone & 21:37 @7 >
ﬁi, Adrianne °0e
OU MATCHED WITH ADRIANNE ON 5/10/16

Hey, | just got out of a bad
break-up with my boyfriend, and

| want to forget it. | am totally a
sex addict, and | would really like
to try something new with a
stranger (that's what that turns
me on the most). If you are
tempted, | will be waiting for you :)

ﬁi’ Ll ﬁi’ http://meetdutch.com/KF48 :)

e —— ————tammssEmmONT TR Tt G——_—
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I’'M POPULAR!

o Pelmpbore ¥ Fan LA |
.‘< ‘&m e
: *®  Polmphores ¥ EER L |
: .‘< .M“ e
L] : o Pelmphore ¥ F7 e -
& ¢ O sere
. ot 1o : o Pelmghore ¥ a7 Ty -
0
o : :( 'L-du e
‘ 2w ‘
: : Mej, jog o lige kommet ud af et
. [ b slomt opbrud med min kmreste,
o O jeg vil gerne glermme det. Jeg
o totalt sax afhangig, og jog w
; virkelig gerne, prove neget myt
pﬂ med on frermenet (det or hvad
Som taender mig meat). Hvis du

' o fristet, sh venter jog pd dig )
' hitp//megtdutch comLyR0 )

© 2016 PerimeterX™ - Proprie!ry 4

Hej, jog o lige kommet ud af et
slomt opbrud med min kmreste,
0 jog vil gorne glormme det. Jeg
o totalt sax afhangig, og jog w

HREII3EF

s0m taender mig meat). Hvis du
“ or frstet, s venter jog pd dig 3
hitp/imeatdutch comiARs <)

- 2D 4G ‘eon -
( ‘ Brigette T
e 2D 45 ‘eon -
“( QCWN e
: o I 45 ‘eon -
- e
- | :( 'Mnn
e og e 2D 4G e on -
: - “( Qm e
. W
‘ ot "™ pe wse 30K 45 s -
: : < .A'mamun see
of 2 & ...
: vl Mej, jog o lige kommet ud af et
. ™ slemt opbeud med min kareste,
W 99160 vil gerne glermme det. Jeg
o totalt sax afhangig, og jog w
; virkelig gerne, prove neget myt
‘ med en frerenet (det er hvad
» som tander mig meat). Hvis du

' o fratet, sé venter jog pd dig 3
hitp/imeatdutch comAR2E 1)




COINCIDENCE’?

VD

I THINK NOT!




PROFILE ANALYSIS

57 Bots Detected
e 29 Places of Education

e 26 Places of Work
e 11 Professions
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R i

PROFESSION

9 PR & Communications

9 Flight Attendant

7 Interior Designer

6 Speech Language Pathologist
6 Personal Trainer

5 Model (person)

4 Nursemaid

4 Model (people) >
3 Speech-Language Pathologist :
3 Physical Therapist (PT) I

1 Interior Design Professor

© 2016 PerimeterX™ - Proprietary S perimeteriges.



PLACE OF EDUCATION

5 Metropolitan University College, Copenhagen
4 Royal Academy of Music, Aarhus/Aalborg
4 Roskilde University
4 Business Academy Aarhus
3 VIA University College, Campus Aarhus C, Paedagoguddannelsen
3 University College Zealand, Sorg
3 Pharmakon-Danish College of Pharmacy Practice, Hillergd
3 KaosPilots Aarhus,
International School of New Business Design & Social Innovation
2 West Jutland University College, Esbjerg
2 Technical University of Denmark, Kongens Longby
2 Rhythmic Music Conservatory, Copenhagen
2 Philosophy, University of Aarhus. Journalism,
Danish School of Media and Journalism
2 IBA; International Business Academy, Kolding ‘10
2 Copenhagen University College of Engineering

© 2016 PerimeterX™ - Proprietary

2 Aarhus School of Architecture
1 royal veterinary and agricultural university frederiksberg denmark
1 four stars communications trading enterprise
1 University of Southern Denmark, Odense
1 University of Reims, Champagne-Ardenne
1 University of Copenhagen Faculty of Health and Medical Sciences
1 University College South Denmark, Esbjerg
1 University College Lillebaelt, Vejle
1 Sygeplejerskeuddannelsen pa Campus Roskilde -
University College Sjeelland
1 International Business School of Scandinavia, Sgborg
1 IT University of Copenhagen, Copenhagen
1 Copenhagen Business School, Frederiksberg
1 Aarhus University
1 Aarhus School of Business, Aarhus
1 Aalborg Universitet



PLACE OF EDUCATION
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PLACE OF WORK

6 BMA Models

4 NHS Pediatric Speech and Language Therapist

4 Anita Rosato Interior Design

3 Thomas Cook Airlines UK

3 The Wellington Hospital

3 Platinum PR Agency

3 Four Communications

2 World Confederation for Physical Therapy (WCPT)

2 Victoria Pigott Personal Training Services, South London
2 Victoria Pigott Personal Training Services, South East London
2 Varkey Charitable Foundation

2 Speech and Language Therapy Service

2 London Institute of Personal Training

2 London Executive Aviation

2 King’s College Hospital NHS Foundation Trust

2 Halo Designs interiors

2 B3 Designers

2 Atlantic Airlines

1 Virgin Atlantic Airlines

1 Traduzioni, interprete in Live...

1 Thomas Cook Airlines

1 The UK’s NO.1 London Based-Sports/Model & Actors Casting Agency
1 St George’s Hospital

1 Freelance and Agency Based Model

1 Four Communications Group in the Gulf

1 Chesterfield Royal Hospital NHS Trust

1 Agency Based Model
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PLACE OF WORK

Py
©
4+
.0
—
Q
o
o
1
=
=
x
(]
)
(O}
£
P
(O]
o
©
—
o
AN
©



PLACE OF WORK
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STOLEN IDENTITIES

Debbi, 23
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STOLEN IDENTITIES

Bl = O sk ;-

3 -

prango84, nathjahaugaard,
michellemousten, frktippe!, mariebchm

rolsted33n0, cecilie maul
helle_thinggaard Der hygges pa sofaen! @
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STOLEN IDENTITIES

- Pelaphone ¥ 1303 L - - Pelaphone ¥ 1303 L -
< oliviameier - 4 Photo G |
' !
|
@ 30 hikes
N Q © O Q - - (2]
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THE DIRECT APPROACH

< e < @ This IS NOT a dating site!

wanna fuck me let's make plan ‘E;,
. here bit.ly/2dtG2wy &

a0\ o)

(3 "I
<html>

<head><title>Bitly</title></head>

<body><a href="http://rxdyzu.mobmedia.xyz/
7c02aeeb-64£f4-4127-a90a-638£f3611a3ee”?

t=1475345597.6">moved here</a></body>

A

[,’a httpe//dailyseo.com/us/UK252016VS/ Nvoluumdata= BASESS dmikLwMDAWMDAWMOINQILT:MV O +» B C

< ..

\/

WARNING! You will see nude photos. Please be discreet.

- - ok
P ——
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CHATTY BOTS

© 2016 PerimeterX™ - Proprietary

Ttia S @cﬂ.’

You and Star have liked each

other.

Q

SEND MESSAGE

KEEP SWIPING

e Polaphone ¥

<
D
B
»

Ex

& s

heyy baby

Quite the nocturnal type, are
you?

| wanna go get beers tomorrow

do u wanna go with me??

request me on sky,pe & let's
make plans. my name on there iz
ive:goldfishhh562

12:28 "R BN =l



CHATTY BOTS

o000 ATAT

< W e

You matched with Katie
5 seconds ago

T

Well you've come this far, might as
well say something.

|
i
|

© 2016 PerimeterX™ - Proprietary

\ Katie, 23

University of North Carolina, Chadotte Fall 2012

2 kilometer away

e

se0c0 ATAT 36 na2 f-

i<

B

Hey Inbar, Just found your
match from tinder some what
bored at home. Where part of
town ya at?

Fm in the CBD. You?

Nice! Same. Btw what's your
favorite color?

The color of a boarding pass :)

Mine red, sutes me, lol. | don't
want to give out any of my
personal information over tinder.
omg it was horrible =( some
people would not stop texting me
the creepiest things | wanted to
cry! You seem like an alright guy
thou =) Can we meet tonight or
maybe this week? I'm pretty
much home whenever.

soeco ATAT ¥ 138

¢
’ Kabte -
Cry! You seem ike an aingnt guy ‘
thou =) Can we meet tonight or

maybe this week? I'm pretty
much home whenever.

Just to make sure of something

have you looked at all my
photos? | don't ike to surpnse

| don't care if we meet
somewhere public first or at my
place, I'm just looking to have
some safe fun honestly. In the
past i've meet some pretty weird
creeps and | had to get a new
number! ={ So plz don't hate me
to ask you for a tiny favor. It will
only take a few seconds. It's just
50 | know you're not like on any
kind of wanted kst or some
creep. If you do that for me you'l
be able to see my profile and
number so just give me a call. It
doesn't cost anything, it's just a
real quick background check.
here's www tinderageverify.com

P - —— - o— - _-..f.— — g

|
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REMINDER: THE MESSAGE

ee0c0 Pelephone 7 21:37 @ 7 .
N ‘
( e Adrianne 000
YOU MATCHED WITH ADRIANNE ON 5/10/16

Hej, jeg er lige kommet ud af et
slemt opbrud med min keereste,
og jeg vil gerne glemme det. Jeg
er totalt sex afhaengig, og jeg vil
virkelig gerne, prove noget nyt
med en fremmet (det er hvad

© 2016 PerimeterX™ - Proprietary

<

ee0c0 Pelephone 21:37 @ 7% .
N ‘
o Adrianne vee
YOU MATCHED WITH ADRIANNE ON 5/10/16

Hey, | just got out of a bad
break-up with my boyfriend, and
| want to forget it. | am totally a
sex addict, and | would really like
to try something new with a
stranger (that's what that turns
me on the most). If you are




FOLLOW THE DOMAIN

M virustotal

meetdutch.com domain information

£ Passive DNS replication

VirusTotal's passive DNS only stores address records. This domain has been seen to resolve to the following IP addresses.
2016-03-02 139.162.158.40

© Whois lookup

Domain Name: MEETDUTCH.COM

Registrar: GODADDY.COM, LLC

Sponsoring Registrar IANA ID: 146

Whois Server: whois.godaddy.com

Referral URL: http://www.godaddy.com

Name Server: NS15.DOMAINCONTROL.COM

Name Server: NS16.DOMAINCONTROL.COM

Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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FOLLOW THE IP

£ Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.
2016-10-21 fuckteentonight.com 2016-03-10 www.teenbuz.co.uk 2016-02-18 bangpussies.com
2016-02-18 fuckpussies.com
2016-02-18 shypussies.com

2016-02-15 meetpussies.com

2016-06-18 www.matchicas.com 2016-03-09 www.meetgirls.at
2016-03-08 grabagf.com
2016-03-07 find-buddies.com
2016-03-07 flirtpussies.com
2016-03-07 meetgirls.es

2016-03-07 stripbunnies.com

2016-05-13 matchteenies.com
2016-05-13 www.teenbuz.com
2016-05-10 matchicas.com
2016-04-27 www.teenbuz.se
2016-04-06 nextdates.co

2016-02-14 teenbuz.se
2016-02-13 danishgirl.dk
2016-02-12 instabaise.fr
2016-04-05 www.swiss-lovers.com 2016-03-06 instasexx.com 2016-02-10 yakes.nl
2016-03-30 happfuck.fr

2016-03-30 perfectiust.com
2016-03-28 nzmatches.com
2016-03-27 swiss-lovers.com

2016-03-13 www.yakes.nl

2016-03-06 nordicpussies.com
2016-03-04 girlsbuzz.be

2016-02-09 meetnorwegiangirls.com
2016-02-08 meetfuckk.com
2016-02-06 nextboo.com
2016-02-04 voisinesolitaires.fr
2016-02-02 planculs.be

2016-02-01 teenbuz.ch

2016-01-31 teenbuz.com

2016-03-10 meetgiris.at
2016-03-10 perisex.tv
2016-03-10 pickbabes.com
2016-03-10 pickgiriz.com

2016-02-25 teenbuz.co.uk
2016-02-24 tindsx.cc

2016-01-30 nordicteen.com
2016-01-28 bangfinnish.com

2016-02-23 perisexx.com
2016-02-23 pussycope.com

© 2016 PerimeterX™ - Proprietary

2016-01-28
2016-01-27
2016-01-23
2016-01-22
2016-01-07
2016-01-05
2015-12-29
2015-12-27
2015-12-27
2015-12-27
2015-12-27
2015-12-27
2015-12-27
2015-12-25
2015-12-25
2015-12-24
2015-12-24

www.nordicmeet.com

nordicmeet.com

tindx.co.uk

www.planculs.be

www.kikme.cc

kikme.cc

tindersecure.com

blowtinder.com

kooky.cc
tikee.cc

totinder.com

www.poked.cc

www.tikee.cc

tikme.cc

yinder.co
poked.cc

www.tindsx.cc



DOMAIN REGISTRATION

Domain Name: MEETDUTCH.COM
Registrar: GODADDY.COM, LLC
Sponsoring Registrar IANA ID: 146
Whois Server: whois.godaddy.com
Referral URL: http://www.godaddy.com
Name Server: NS53.DOMAINCONTROL.COM

Name Server: NS54.DOMAINCONTROL.COM
Status: clientDeleteProhibited https://1
Status: clientRenewProhibited https://id
Status: clientTransferProhibited https:
Status: clientUpdateProhibited https://1
Updated Date: 0l-mar-2016

0l-mar-2016
0l-mar-2017

Creation Date:
Expiration Date:

Registry Registrant ID: Not Available From Registry

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Name: Registration Private
Organization: Domains By Proxy,
Street: DomainsByProxy.com
Street: 14747 N Northsight Blvd Suite 111,
City: Scottsdale

State/Province: Arizona

Postal Code: 85260

Country: US

Phone: +1.4806242599

Phone Ext:

Fax: +1.4806242598

Fax Ext:

Email: meetdutch.com@domainsbyproxy.com

LLC

PMB 309

© 2016 PerimeterX™ - Proprietary
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mailto:meetdutch.com@domainsbyproxy.com

7 of 61 domains
are different

brickblocksnbodies.com
teenbuz.se
danishgirl.dk
girlsbuzz.be
planculs.be
meetgirls.at
meetgirls.es
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brickblocksnbodies.com

Domain Name:

Whois Server:
Referral URL:
Name Server:
Name Server:
Name Server:
Name Server:

Updated Date:

BRICKBLOCKSNBODIES.COM

Registrar: ENOM, INC.
Sponsoring Registrar IANA ID: 48

whois.enom.com
http://www.enom.com
NS-1428 .AWSDNS-50.0RG
NS-1749.AWSDNS-26.CO.UK
NS-297 .AWSDNS-37.COM
NS-542 .AWSDNS-03.NET

Status: clientTransferProhibited http:/

14-nov-2015

Creation Date: 25-apr-2015

Registry Registrant ID:

Registrant Name: WHOISGUARD PROTECTED
Registrant Organization: WHOISGUARD, INC.
Registrant Street: P.O. BOX 0823-03411
Registrant City: PANAMA

Registrant State/Province: PANAMA
Registrant Postal Code: 00000
Registrant Country: PA

Registrant Phone: +507.8365503
Registrant Phone Ext:

Registrant Fax: +51.17057182
Registrant Fax Ext:

Registrant Email:

Expiration Date: 25-apr-2016

72780EAD54164593B15D7DC978C364E0.PROTECTEAWHOISGUARD.COM

© 2016 PerimeterX™ - Proprietary
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teenbuz.se

Dates

IP Address

IP Location
ASN

Whois History
Whois Server

Created on 2016-02-08 -
139.162.158.40 - 45 othe
Germany - Hessen - Frank
Germany AS63949 LINODE-Z
7 records have been arch
whois.iis.se

state:
domain:
holder:
admin-c:
tech-c:

billing-c:

created:
modified:
expires:
nserver:
nserver:
dnssec:
status:

registrar:

active
teenbuz. se
VUSLGH6012-60140

2016-02-08

2017-02-08
ns54.domaincontrol.com
nsb3.domaincontrol.com
unsigned delegation

ok

1 Api GmbH

{9} DOMAINTOOLS
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danishgirl.dk

Domain:
DNS:
Registered:
Expires:

VID:
Dnssec:
Status:

Registration period:

danishgirl.dk
danishgirl.dk
2016-01-28
2017-01-31

1 year

no

Unsigned delegation
Active

Registrant
Handle:
Name:
Address:

Postalcode:

City:
Country:
Phone:

ES9243-DK

Edouard SZERKOV

123 chemin des alouettes
12003

Marseille
FR
+33 723457825

© 2016 PerimeterX™ - Proprietary
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meetgirls.at

domain:
registrant:
admin-c:
tech-c:
nserver:
nserver:
changed:
source:

meetgirls.at
ES10960707-NICAT
ES10960709-NICAT
ES10960708-NICAT
ns81l.domaincontrol.com
ns82.domaincontrol.com
20160803 00:45:58
AT-DOM

personname:
organization:
street address
postal code:
city:
country:
phone:
e-mail:
nic-hdl:
changed:
source:

Edouard SZERKOV

123 chemin des alouettes

12003
Marseille
France
+33723457825

ES10960707-NICAT
20160803 00:45:46
AT-DOM

{9y poMAINTOOLS
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meetgirls.es

REGISTRANT DATA
Domain name
state
Identifier
Registrant
Register Date
Expiration Date
Registrar

meetgirls.es
Activated
D1176E-ESNIC-F5
Edouard SZERKOV
07-03-2016
07-03-2017
KEY-SYSTEMS

ADMINISTRATIVE CONTACT PERSON

Identifier D1176F-ESNIC-Fb5
Name Fdouard SZERKOV
Email greg’/752@gmail.com

TECHNICAL CONTACT PERSON

Identifier D11770-ESNIC-Fb5
Name Fdouard SZERKOV
Email greg’/752@gmail.com

© 2016 PerimeterX™ - Proprietary
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girlsbuzz.be

DOMAIN

Name

Status
Registered
Last update

REGISTRANT
Name

Language
Email

girlsbuzz.be

REGISTERED

March 02, 2016 11:06 PM CET
March 02, 2016 11:06 PM CET

girlsbuzz.be
English
greg752@gmail.com

ONSITE CONTACTS

Name Edouard SZERKOV

Language English

Address 123 chemin des alouettes
12003 Marseille
France

Phone +33.723457825

Fax +33.1111111
Email greg/752@gmail.com

Inspelgium
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planculs.be

DOMAIN

Name

Status
Registered
Last update

REGISTRANT
Name

Language
Email

planculs.be
REGISTERED
January 22, 2016 0:52 AM CET
January 22, 2016 9:12 PM CET

planculs.be
English
greg752@gmail.com

ONSITE CONTACTS

Name Edouard SZERKOV

Language English

Address 123 chemin des alouettes
12003 Marseille
France

Phone +33.723457825

Fax +33.1111111
Email greg/752@gmail.com

Inspelgium
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CONNECTING THE DOTS

Facts You Should Know About The Sit Facts You Should Know About The Site

Website: meetgirls.at
Redirecting to Website: dailysexx.com

Website: meetdutch.com
Redirecting to Website: dailysexx.com

Domain Age: 243 Days Website Speed: Average
Website Speed: Fast
Owner: Edouard SZERKOV
Organisation: Domains By Proxy, LLC Owner Address: 123 chemin des alouettes
Owner: Registration Private Owner City: Marseille
Owner Address: DomainsByProxy.com,14747 N Owner Postcode: 12003
Northsight Bivd Suite 111, PMB 309 Phone Number: +33723457825 L1
Owner City: Scottsdale Phone Type: generic:

Owner Postcode: 85260

Phone Number: +1.4806242599 2
Phone Type: geographic :Phoenix, AZ Qwest C1 o Country : France il

Email: meetdutch.com@domainsbyproxy.com | Website Location : Germany =

Email: greg752@gmail.com BEE Related to 3 sites

SCAMADVISER.COM
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— [0 httpe//dailyseo.com/us/UK252016VS/ Ivoluumdata= BASESS dmikLdwMDAWMDAWMYOINIQILTQzM2V O + B c‘\'

CONNECTING THE DOT . . .
TS This IS NOT a dating site!

Facts You Should Know About The Sit Facts You Should Know About The §

Website: meetdutch.com Website: meetgirls.at S Ou
Redirecting to Website: dailysexx.com Redirecting to Website: dailysexx.com JI B:I ke
2 A D . = - - . A
T
Domain Age: 243 Days Website Speed: Average v
Website Speed: Fast 9
Owner: Edouard SZERKOV
Organisation: Domains By Proxy, LLC Owner Address: 123 chemin des alouettes
Owner: Registration Private Owner City: Marseille
Owner Address: DomainsByProxy.com,14747 N Owner Postcode: 12003
Northsight Blvd Suite 111, PMB 309 Phone Number: +33723457825 11
Owner City: Scottsdale Phone Type: generic:

Owner Postcode: 85260

Phone Number: +1.4806242599 =
Phone Type: geographic :Phoenix, AZ Qwest C Owner Country : France il WARNING! You will see nude photos. Please be discreet.

SCAMADVISER.COM

Email: greg752@gmail.com == Related to 3 sites

Website Location : Germany =

© 2016 PerimeterX™ - Proprietary per InEGEEx 54



dailysexx.com

Registrar
Registrar

Registrar
Registrar

Registrar
Registrar

Domain Name:
Registry Domain ID:

Update Date:
Creation Date:

Registrar:

Domain Status:
Domain Status:
Domain Status:

DATLYSEXX.COM
1916846625 DOMAIN CdQ
WHOIS Server: whois.godaddy.ca
URL: http://www.godaddy.com
2015-04-13T23:33:32%
2015-04-05T21:44:567%
Registration Expiration Date:
GoDaddy.com, LLC

IANA ID: 146

Abuse Contact Email: abuselgod

Abuse Contact Phone: +1.480624%
clientTransferProhibited

clientUpdateProhibited ht
clientRenewProhibited htt

Registry Registrant ID:

Registrant Name: Registration Private
Registrant Organization: Domains By Proxy,
Registrant Street: DomainsByProxy.com
Registrant Street: 14747 N Northsight Blvd Suite 111,
Registrant City: Scottsdale

Registrant State/Province: Arizona

Registrant Postal Code: 85260

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: DAILYSEXX.COM@domainsbyproxy.com

LLC

PMB 309

© 2016 PerimeterX™ - Proprietary

~JxDomains
. BY PROXY.




WHO IS GREG752@GMAIL.COM?

'/ ome Top Sites New Sites | contact:
SIXSTAT ) | L address:

address:
address:
country:
phone:
e-mail:
registrar:
changed:
anonymous :

Top Rated Websites Owned by greg752@gmail.c

e €@ :4: 24 obsoleted:

eligstatus:

eligdate:
source:

Mathieu Durand

8 @ grens louettes

13200 Marseille
PACA

FR

+33 7 23 45 78 25
greg/752@gmail.com
KEY-SYSTEMS GmbH
08/03/2015

NO

NO

ok

08/03/2015 22:49:13
FRNIC

Y DOMAINTOOLS
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Other
Platforms
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® © 0 3R runtamat /35 / Tel Aviv | On X

Inbar
—
© € C & htips//www.okcupid.com/profile/run-tamat o ® Q?]
Okcupl MGmar & Drive {3 Recrutercox [ Xibana | Omn24n [J: Contuence [J« Portal (B Research $¢ Engineering “2 eHarmony AR Expensity O BigQuery (3 Keycodes » £ Other Bookmarks

m Browse Matches Quickmatch Purchase A-List

# run-tamat
35 - Tol Aviv - 85% Match

About me Straight, Woman, Single, 170cm, Thin

Speaks English and Hebrew,
Attended University

Never smokes, Drinks socially,
They haven't written anything yet Doesn't do drugs, Has kid(s) and
wants more

Looking for single men, near me,
ages 32-46, for long-term dating and
new friends.

The two of us See questions .

Browse Invisibly >
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@ 8K run-tamat / 35 / Tel Aviv | € x rbar

“«— C 8 htips)//'www.okcupid.com & ( et

—
® :
o Cupl MGmar & Drive {3 Recruterbox |l xibana | Omn24n [+ Contuence [« Porta Research 4 Engineering “2 eMarmony AR Expensity O BigQuery (33 Keycodes » 3 Other Bookmarks
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e a ok run-tamat / 35 / Tel Aviv | C X e

—
v « C @ nhtipsy//www.okcupid.com o @ :‘D :
o Cupl MGmar & Drive < Recrutterbox |jXibana Jj Omn24n [J* Confluence [J« Porta Aesearch $¢ Engineering “ eHarmony AR Expensity O BigQuery (33 Keycodes » 2 Other Bookmarks
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o Q oK run-tamat / 35 / Tel Aviv | € % .

s

. kS 8 NHpsy/www.okcupid.com T 3]
L

E——
o :
o Cupl MGmar & Drive {3 Recruterbox |l xibana | Omn24n [+ Contuence [« Porta Research 4 Engineering “2 eMarmony AR Expensity O BigQuery (33 Keycodes » 3 Other Bookmarks
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ok run-tamat / 35 / Tl Aviv " Inbar

. T & . Nt WWW.oxcupid.com -

I
©
o Cupl MGmar & Drive 3 Recruterbox |l Xibana | Omn24n [ Confluence [J« Porta Research '*'E'\g neering eHarmony &A% Expensity BigQuery |X Keycodes Other Bookmarks
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FACEBOOK

Timeline About Friends Photos More ~

o0 vou xnow NG

To see what she shares with friends, send her a friend request m

0 Intro
— ]

= saces N
e ———

® Uves o I
> From I
Prorounces rame [
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FACEBOOK

Profile Pictures

wt 3 months ago &
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RESEARCH

Thank you so much for
notifying me

That is not me

And that person certainly does
not have my permission

r ' Is there a way to report it? And
~%  I'd love to see findings

My guess is that it's a bot that
fishes public photos from
Facebook profiles, and uses

them to create fake dating
sites profiles.
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How Hard is it?
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ANl aEE BN A s

171 =2 NNu 1.
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BOT EVOLUTION

Gen 4 Bots

sl =

Cookles PhantomJS HEJACKED

Hijacked Browsers, Fake Extensions

Gen 3 Bots

Javascript, Cookies, Engine Automation,

PhantomJS ] Cookles Javascript

ﬁ-
g
&%

Gen 2 Bots

No Javascript, Cookies
Cookles

Gen 1 Bots

No Javascript, No Cookies
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DATING SITE AUTOMATION

[ created a bot to find love online - reader,
it worked

Just by showing a little interest in women I would have otherwise ignored, an
algorithm changed my romantic life

Pull tons of dates from your favorite
online dating sites automatically.

Want to go on more dates and hang out with amazing

people?

Getting dates has NEVER BEEN EASIER from your favorite
online dating sites when you know what you're doing.

Click below and I'l show you how to completely AUTOMATE and SCALE your
entire online dating experience to pull tons of dates from your favorite online
dating sites

" -

N 7 Enter Site

L — ——— A
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DefCam

Where Hacking & Security Collide

mp/

Inbar Raz
@inbarraz

inbar@perimeterx.com
Behavior-based Web Protection
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