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Malware Categories
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Malware Honeycomb

script/ G @
macro
bot
botnet
ransom
ware
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Virlock

Virus
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Agenda

Virlock as a common malware
 Reversing stages
 Metamorphic algorithm

Virlock as a file infector
« Detection
« Extracting the host file

Virlock as a polymorphic malware
« On-demand polymorphic algorithm

Virlock as a ransomware
* Visible signs
« Unlocking
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Virlock
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What Is A File Infector?

. Attaches the malware code into the host file.

. Appending, prepending, and cavity type

. Maintains persistency within the computer system

. Infected file is hard to restore
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What Is A Ransomware?

. Holds your computer for ransom
. Encrypts files

. Uses cryptocurrency, such as bitcoins, for payment
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What Is Virlock?
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* Canadian Security Intelligence Service Notice C{;{I‘l;;]_(_‘l:':lI 5&@7

Your computer was automatically blocked. Reason: Pirated software found on this computer.

Your computer i1s now blocked. 155 files have been temporarily blocked on vour computer.

To regain computer access and restore files you are reguired to pay a fine of 250 CAD

Blocked files will be permanently removed from yvour computer i1f the fine is not paid.

The CZIS has twao ways to pay a fine:

1.¥ou gcan pay vour fine online through BitCoin. BitCoin is available nationwide.

Click the tabs below to find the nearest wvendor. Your computer will be unlocked after wou make your payment.
2.¥ou gan come to yvour provincial courthouse and pay yvour fine at the Cashiers window.

¥Your computer will be unlocked within 4-5 working davs.

To regaln access transfer bitcoilns to the following address (click to copy):
198tX¥HNmLy bo8qcTT 2L 9eSEYVzH 3uEazpvr

Onli fi t
After the payment 1s finalized enter Transfer ID helow. ﬁh. OIS EORE s s

RBC processed by Rowal Bank of Canada.

Amount : Transfer ID:
BTC 0.588 | PAY FINE

If the fine i1s not paid., a warrant will be i1ssued for your arrest,
which will be forwarded to your local authorities. ¥You will he charged, fined, convicted for up to 5 years.

Payment HBitCoin Information BitCoin Exchanges BitCoin ATMs Internet Browser Notepad BNetwork Connections

CSIS.gc.ca
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* Canadian Security Intelligence Service Notice Canad'fi %ﬁé

What is BitCoin

Bitcoiln 1s a software-based online payment system.

How to pay a fine?

1.Purchase bitcolins from an exchange or an ATM.

2.Transfer to the address (click to copy): 198tH7HmLgboBgeTlZllvOcESEVzNIoEnzpy
To locate the nearest exchange or an ATM open the corresponding tab helow.

If wvou purchased a paper wallet or you want to register a new hitcoin wallet follow the instructions below:
Open Internet Browser. Go to the address: blockchain.inforswallet and click 'Start A New Wallet' .Enter your
e-mail address(opticonal) and password. Make sure your password is secure. Save your password safelwy.,
preferably offline(click Notepad). Follow the steps prompted on the website and pav close attention to the
sgcurlity recommendaticons. Login to yvour Bitcoln wallet blockehain.inforswallet-login Click on Import -
Export. Enter the paper wallet's private key by typing it manually (case sensitive) and click on 'Add
Private Key'. Click 'Sweep Key'. Make sure wour Bitcoin halance reflects the new deposit.

Making BitCoin payment: click 'Send Money' on the menu. enter the bitcoin address, click 'Send Payvment'.
Learn more about BitCoin
howtobuybitcoins.info bitcoln.ory

gn. biteoin.it-wiki~<Introduction en.bitcoin.it-wiki- Getting_ started
en.bitecoin.itswiki-Buying bhitcoins en.bitcoin.it-wiki-Main_Page

Payment BitCoin Information BitCoin Exchanges BitCoin ATMs Internet Browser HNotepad Network Connections

CSIS.gc.ca
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WView: Canadian Exchanges

CaVirtex
https: < -www, cavirtex . com-home
[E8G)1812-2525

Bitooiniacs
bitcoiniacs.com
Waves Coffes, #100 - 900 Howe St.

Vancouver
BC VpZ 2M4 Canada
1 (877) 814-7460

contact@bhiteoiniacs. com

QuadrigalCx

gquadrigacs .com

Phone: 1-604-757-%9660

Email: contact@guadrigac:.com

OuickBT
quickbt.comscas

1-888-QUICE-55 (784-2355)

Payment BitCoin Information

Canadian Security Intelligence Service Notice

International Exchanges

Aaron Buys Gold Ltd
aaronbuysgold. com

Canada Wide 1.866.349.7747
Edmonton 780.628.65895

947 Ordze Road Sherwood Park

Vault of Satoshi
vaultofsatoshi .com

(855) 457-0101

(5197 757-0101

340 Henry Street. Unit #16
Brantford, Ontaria

Canada, H3Z ¥V9

Coin Clutch

colincluteh . com

Email: support@coinclutch.com
Toll-Free: 1-8500-704-0012

Tradehitocoln . com

BitCoin Exchanges BitCoin ATMs Internet Browser HNotepad

Network Conhections

CSIS.gc.ca



* Canadian Security Intelligence Service Notice Carlad'é'. %\é

BETM Locators Roboco roboco.in
Edmonton (4

Fort Memurray (1) BitCoin ATM hitcoinatm.com

Montreal (7 CoinDesk coindesk.com-hitcoin-atm-maps
Vancouver (3
Ottawa (2 BitCoin ATM Map bitcoinatmmap.com

Quebec (3
Sherwood Park (1

Whistler (1
Winnipe 4
Alberta (1
Saskatoon (2
Moneton (1
North Ba 1
Toronto (2
WVictoria (1
Halifaz (1

Payment BitCoin Information BitCoin Exchanges BitCoin ATMs Internet Browser HNotepad Hetwork Connections

CSIS.gc.ca



* Canadian Security Inteligence Service Notice

To save notepad contents click File-:Save.
The file will be saved in My Documents folder as 'myfile'. ¥You can access it later.

Pavment EBitCoin Information BitCoin Exchanges HBitCoin ATMs Internet Browser HNotepad Network Connections

CSIS.gc.ca
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Debugging Tools

ollydbg
http://www.ollydbqg.de/

Immunity debugger
http://www.Immunityinc.com/p

F::RTINET
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roducts/debuqger/

x64dbg
http://x64dbg.com/
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http://www.ollydbg.de/
http://www.immunityinc.com/products/debugger/
http://www.immunityinc.com/products/debugger/
http://x64dbg.com/

Virlock As A Commoh,
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Common Reversing

MZ header MZ header
decryptor decryptor
1
rypting/Unpacking
alware using a
debugger
encrypted/ decrypted/
packed unpacked
2

Analysis

Static/Dynamic

F:=RTINET. FAST. SECURE. GLOBAL.
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Reversing Stages
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Reversing Stages

MZ header

text

Virlock-infected file only
has 2 sections: .text and
.rscr

(0)¢e]o00]0)

ISIC
0x01200

A

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Reversing Stages

MZ header MZ header

text

At the entry point, the
malware executes its
metamorphic algorithm.

(0)¢e]o00]0)

metamorphic

algorithm
0X06C77
.Isrc .Isrc
0x01200 0x01200
A B

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Reversing Stages

MZ header MZ header

text

(0)¢e]o00]0)

metamorphic

algorithm
0X06C77
.Isrc .Isrc
0x01200 0x01200
A B

F:=RTINET. FAST. SECURE. GLOBAL.

MZ header

decoded bytes
0x0250

metamorphic

algorithm
0X06C77

ISIc
0x01200

C

The metamorphic
algorithm decodes
the initial decryptor.

Confidential



Reversing

Stages

MZ header MZ header MZ header

text

(0)¢e]o00]0)

ISIC
0x01200

A

F::RTINET

MZ header

decoded bytes
0x0250

The initial decryptor
produces the main
function.

metamorphic metamorphic

algorithm algorithm
0X06C77 0x06C77
.rsrc .Isrc
0x01200 0x01200
B C

FAST. SECURE. GLOBAL.

decoded bytes
0x0250

main function

metamorphic

algorithm
0x06C77

ISIC
0x01200

D

Confidential



Reversing Stages

MZ header

decoded bytes
0x0250

main function

> on-demand pol : i
on-demand poy The main function calls

the malicious threads
and other sub-
functions. Each sub-

on-demand poly

on-demand poly

on-demand poly

function is
decrypted/re-
encrypted by individual
on-demand
metamorphic polymorphic algorithm.
algorithm
0x06C77
.ISrc
0x01200
E

F:=RTINET. FAST. SECURE. GLOBAL.
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Reversing Stages

MZ header MZ header
decoded bytes decoded bytes
0x0250 0x0250

main function main function

on-demand poly on-demand poly When an on-demand
=3 on-demand poly on-demand poly p0|ym0rphic a|gorithm

on-demand poly on-demand poly runs, |t decryptS the
on-demand poly on-demand poly malicious code and

executes them. Then

re-encrypts itself and
the malicious code
with a different key.

metamorphic metamorphic

algorithm algorithm
0x06C77 0X06C77
.Isrc .Isrc
0x01200 0x01200
E F

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Reversing Stages

MZ header

decoded bytes
0x0250

MZ header

MZ header

main function

decoded bytes
0x0250

decoded bytes
0x0250

on-demand poly

main function

main function

on-demand poly

on-demand poly

on-demand poly

F::RTINET

on-demand poly

on-demand poly

metamorphic

algorithm
0x06C77

ISIC
0x01200

E

on-demand poly

on-demand poly

on-demand poly

metamorphic

algorithm
0x06C77

ISIC
0x01200

F

FAST. SECURE. GLOBAL.

on-demand poly

on-demand poly

on-demand poly

metamorphic

algorithm
0X06C77

ISIC
0x01200

G

After executing the
rest of the
malicious code, the
malware in
memory looks
totally different
from its original
binary content.

Confidential



Reversing Stages

MZ header

decoded bytes
0x0250

MZ header

main function

decoded bytes
0x0250

on-demand poly

main function

on-demand poly

on-demand poly

F::RTINET

on-demand poly

on-demand poly

metamorphic

algorithm
0X06C77

ISIC
0x01200

E

on-demand p-’

on-demand

on-demand

metamorphic

algorithm
0x06C77

ISIC
0x01200

F

FAST. SECURE. GLOBAL.

MZ header

decoded bytes
0x0250

MZ header

main function

decoded bytes
0x0250

on-demand poly

main function

Finally, the host file
IS decrypted,
dropped, and

executed.

metamorphic

algorithm
0X06C77

ISIC
0x01200

G

on-demand poly

on-demand poly

on-demand poly

on-demand poly

Host file

metamorphic

algorithm
0x06C77

ISIc
0x01200

H
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Metamorphic Algoritt
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Metamorphic Algorithm

Basics:

Putting a value(0) in a register(EAX)

MOV EAX,O EAX register gets 0 directly
XOR EAX,EAX XORIing the same register by itself also
generates a zero value placed into a given
register
SUB EAX,EAX SUBtracting any register by itself also

generates the same result.

MOV EAX, 0x10
ADD EAX, 0x10
SUB EAX, 0x20

EAX also gets O

F:=RTINET. FAST. SECURE. GLOBAL.
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Metamorphic Algorithm

Detection Limitation
« Hard to find similar bytes
« Unknown length of bytes
* Unpredictable code

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Reversing Stages

F::RTINET

MZ header

metamorphic

algorithm
0X06C77

.ISIC
0x01200

B

FAST. SECURE. GLOBAL.

At the entry point, the
malware executes its
metamorphic algorithm.

Confidential



Metamorphic Algorithm (sample 1)

Entry Point

=RTINET

FAST. SECURE. GLOBAL.

The size of the
metamorphic code varies
per infected file.

Approximately 28kb of
code constitutes the
metamorphic algorithm

~ 28 kilobytes

that generates the rest of

the malicious code,
including the polymorphic
algorithm.

Call to the decrypted
bytes at the start of the
.text section.




Metamorphic Algorithm (sample 1)

0c 41 OR AL,4T 00401000 B2 053AASF3 |MOV EAX,[F3A53A05
00401042 9c PUSHFD 00401005

00401043 43 INC EBX ANART NOE decrypted bytes
00401004 27 DAA 00401006 L yp y

00401005 || C5A495 JADE9925A 00401008
0040100 DDDL 0f F-|-1:I'11:H
0040100E |, 77 2F : 0040100E

00401010 2E:41 JUSUIU1U 5
00401012 8773 B9 XCHG DWORD PTR DS:[EBX-47],ESI (@ 00401012 8773 B9 XCHG DWORD PTR DS:[EBX-47],ESI
00401015 884E F8 MOV BYTE PTR DS:[ESI-8] 00401015 884E F8 MOV BYTE| PTR DS:[ESI-8],cCL

F::RTINET. FAST. SECURE. GLOBAL.




Metamorphic Algorithm (sample 2)

EF 114DO0ED ~0E4D11
E

third DWORD

? DO1EOL
11

11EDD

E
E
t E
E
E
E
E
E
: Es
: E
E
E
E
E
E
E
E
: E
E
: E
E
E
E
E
E
E
E
E
E
E
: E
E
E

mno

second DWORD

B0 44 MOV AL,44 irelevant bytes  ErmErar e

B6 63 MOV DH,63 U'U'-H )1005 a0 decrypted byteS

BU CE MOV AL,OCE e
EA EB Juoyg .. Eg 8( 000000
; SUB DL,BYTE PTR DS:[EBX] B 4D
PUSHAD :
CMP DWORD PTR DS:[EBX], EBF; U ESP DWORD PTR DS:[EAX+39]

JS_SHORT 0U4UUFB/ EDI | DWORD PTR DS: [EAX-5D]
F685 E4D87354 C9|TEST BYTE PTR SS: [EBP+54738E4],C9 : F685 E4D87354 C9|TEST BYJE PTR SS:[EBP+5473D8E4],C9

Fz::RTINET. FAST. SECURE. GLOBAL.



Metamorphic Algorithm (sample 1)

0c 41 OR AL,4T 00401000 B2 053AASF3 |MOV EAX,[F3A53A05
00401042 9c PUSHFD 00401005

00401043 43 INC EBX ANART NOE decrypted bytes
00401004 27 DAA 00401006 L yp y

00401005 || C5A495 JADE9925A 00401008
0040100 DDDL 0f F-|-1:I'11:H
0040100E |, 77 2F : 0040100E

00401010 2E:41 JUSUIU1U 5
00401012 8773 B9 XCHG DWORD PTR DS:[EBX-47],ESI (@ 00401012 8773 B9 XCHG DWORD PTR DS:[EBX-47],ESI
00401015 884E F8 MOV BYTE PTR DS:[ESI-8] 00401015 884E F8 MOV BYTE| PTR DS:[ESI-8],cCL

F::RTINET. FAST. SECURE. GLOBAL.




Metamorphic Algorithm (sample 2)

EF 114DO0ED ~0E4D11
E

third DWORD

? DO1EOL
11

11EDD

E
E
t E
E
E
E
E
E
: Es
: E
E
E
E
E
E
E
E
: E
E
: E
E
E
E
E
E
E
E
E
E
E
: E
E
E

mno

second DWORD

B0 44 MOV AL,44 irelevant bytes  ErmErar e

B6 63 MOV DH,63 U'U'-H )1005 a0 decrypted byteS

BU CE MOV AL,OCE e
EA EB Juoyg .. Eg 8( 000000
; SUB DL,BYTE PTR DS:[EBX] B 4D
PUSHAD :
CMP DWORD PTR DS:[EBX], EBF; U ESP DWORD PTR DS:[EAX+39]

JS_SHORT 0U4UUFB/ EDI | DWORD PTR DS: [EAX-5D]
F685 E4D87354 C9|TEST BYTE PTR SS: [EBP+54738E4],C9 : F685 E4D87354 C9|TEST BYJE PTR SS:[EBP+5473D8E4],C9

Fz::RTINET. FAST. SECURE. GLOBAL.



Metamorphic Algorithm (comparison)

first DWORD

EDI, OEE

OcF30100

E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
T E
E
E
E
E
E

ADD

[EAX]ESI

aon

[n]u]=Yu]n]

EOT, OEFF
E4I

Sample 2

Sample 1

==RTINET. FAST. SECURE. GLOBAL. Confidential



Metamorphic Algorithm (comparison)

1T e

RTINET

=R AR,

E:
E
E:
E
E:
E
t E
E
E:
E
E:
E
E:
E
t E
E
E:
E
E:
E
E:
E
t E
E
t E
E
E:
E
E:
E
E:
E
E:
E
E:
E
E:
E
E:
: E
E:

MOV [EAX],EBX

OEF4D05

Sample 1

FAST. SECURE. GLOBAL.

second DWORD

EDI,0E4D11

Sample 2

Confidential



Metamorphic Algorithm (comparison)

:RTINET.

'||F|:||:||:|J_

FAST. SECURE. GLOBAL.

third DWORD

1407 II]_III_I

E2 4EcEE1R2Z
(] =]

oD I:I I:I

E
E
T E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E

[EBX]ECX

Sample 2

Confidential



Metamorphic Algorithm (detection)

OR AL,41 BO 44 MOV AL,44
PUSHFD B6 63 MOV DH,63
INC EBX BO CE MOV AL,OCE

DAA (TR ERELREN IMP FAR 3445:99A331EB
€5A495 ADE9925A |LDS ESP,FWORD PTR SS:[EDX*4+EEF 0040100D 2A13 SUB DL,BYTE PTR DS: [EBX]

DDD1 FST ST(1) 60 PUSHAD
. 77 2F JA SHORT 0040103F 3928 CMP DWORD PTR DS:[EBX],EBP
2E:41 INC ECX ~ 78 A3 JS SHORT 00400FB7
8773 B9 XCHG DWORD PTR DS:[EBX-47],ESI F685 E4D87354 C9|TEST BEYTE PTR SS:[EBP+5473D8E4],C9
884E F8 MOV BYTE PTR DS:[ESI-8],CL

Sample 1 Sample 2

B8 053AA5F3 ||MOV EAX, F3A53A05 B8 6079D7A7 MOV EAX,A7D77960
20 NOP 90 NDPP
S - [eeRiioMP 0040108E . | E9 80000000
CWDE 40 DEC EBP
FST sT(1) 34 2A XOR AL, 2A
JA SHORT 0040103F 1360 39 ADC ESP,DWORD PTR DS:[EAX+39]
INC ECX 2B78 A3 SUB EDI,DWORD PTR DS:[EAX-5D]
8773 B9 XCHG DWORD PTR DS:[EBX-47],ESI F685 E4D87354 C9|TEST BYTE PTR SS:[EBP+5473D8E4],C9
884E F8 MOV BYTE PTR DS:[ESI-8],CL

MOV EAX, --------
NOP
JMP 0040108B

c=RTINET FAST. SECURE. GLOBAL.
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Demo — Metamorphié,
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Virlock As A File Infe
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Cleaning: How To Clean An Infected File

Basics:
« Determine the kind of virus
« Determine how to extract and restore the host
file

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Different Kinds Of File Infectors

Basics:
* Appending
* Prepending
« Cavity

« Overwriting
« Companion

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Different Kinds Of File Infectors

ENCRYPTED HOST

HOST.EXE

F::RTINET. FAST. SECURE. GLOBAL.



Cleaning: Extracting The Host File From Virlock

Details:
* Host file is encrypted and embedded within the
malware
« DecryptionKey can be found within the malware
« DecryptionKey is encrypted using a simple XOR
« Uses a simple decryption algorithm to extract the
host file

F::RTINET. FAST. SECURE. GLOBAL. Confidentia



Reversing Stages

MZ header

decoded bytes
0x0250

main function

on-demand poly

on-demand poly

Finally, the host file

IS decrypted, on-demand poly
dropped, and
executed.
Host file

metamorphic

algorithm
0x06C77

ISIc
0x01200

H

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Cleaning: Extracting The Host File From Virlock

| e —

I ———

82

9B FaA A7 D7

EBX = initial key

ESI,8 o
EBX,DWORD PTR DS: [initial_key]

EBX, DWORD PTR DS: [ESI]
ESI,4

EDI,EDI

ECX.EBX

EBX, ECX

"i a¢ “"e{ Wa|qi
el ?&'.JE: I 348
I s

[12WR:: 2UR | Rhhseld
s 2UR : nWhs 2WRs2Y
52U : 2WRs 2WRs 2
Fes 2R : 2WRs BURL AP
Ap2 - w9 EFIDFK
tin{L=- iU+?LEh||™
EisswanFafv—a; i
[T +n pectRs 2WRL 2T
21 n® FAREART 57
ﬁ'n?éEE YEUNL & R=0iU
M2 2l 2 Ol
] ioEm= (8 M1l
IR ﬁP=l EMR2 MR
armupe (Y 12 ImZ
o2 (mZn ] = 00s
SEMMS (LM3eMT2I2Y
e 2R 2WRs 2WRe2Y
Fes2Wh: : £FRs [WFL | £
oo 2R 2WRs AU | o]l

EBX, CL
DWORD PTR DS:[ESI],EBX

ESI = location of the encrypted DecryptionKey

ESI,4

EDI

EDI , EDX XORing EBX with dword in [ESI]

generates the DecryptionKey

ECX = EBX = DecryptionKey

| Decrypts the
HOST file

EBX = the next DWORD

c=RTINET FAST. SECURE. GLOBAL.
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Cleaning: Extracting The Host File From Virlock

Address It A [HSGL L
: Ma a¢ CITERE TR I
té<xics 134
E—— Sy
ecr IoNnKe : 2URs qliRks fWR=s2
yP y 0842C1D3 Res2WRs 2Whs JWRs =W
BP42C1E3
o AP42C1F3 = ;
Original Host EE&%EEE‘% 9 } ;{
i thn Fa{J—-
Filename AP42G223 Encrypted Host File [ i
AP42C¢233 c M. -y po _gRay 7
EST,8 N 80436253 fowk SRR
EBX,DWORD PTR DS: [initial_key] AB42C263
DWORD PTR DS:[ESI],EBX ggg%gggg
EBX’EWDRD PTR DS: [ESI] AP42C293 fi D2 MZR 1
ESI, AB42C2A3 og e < M0 %A
EDI, EDI BP42C2E3 Res 2WRs 2 WP g4
ECX, EBX AP42C203 Rs2URs<FRs
EBX, ECX Address
EBX, CL BA42C193
DWORD PTR DS: [ESI],EEX AR42Cin3
ESI,4 AP42C1E3
EDI Ba42G1D3
EDI, EDX AR42C1E3
AP42C1F3
AR42C203
AR42C213 run in DOS mo
AB42C223 5 ju
e oot . B
[}
a(e)csr%/_pftf the 0a13C253 Decrypted Host File < Thns
HQU"lIn‘.QEl.I—1
— Ap42C273 <8, MeB A (3 Tl . 71

AR42C283 B3 AT« 1115993 (7
Aa42G223 08 Tl (7025 T B T
AR42C2A3 pEAMedRich. Ted
AA42C2B3

AR42C2C3 PE LE#+ RE
Aa42¢2D03 La o [IEGE
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Virlock As A Polymorb,
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Reversing Stages

MZ header

decoded bytes
0x0250

main function

on-demand poly When an on-demand
on-demand poly polymorphic algorithm
on-demand poly runs, it decrypts the
on-demand poly malicious code and

executes them. Then

re-encrypts itself and
the malicious code
with a different key.

metamorphic

algorithm
0x06C77

ISIC
0x01200

F

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Dynamic Routine Ex'el-l
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Dynamic Routine Execution Map

1] ol

(W e

I

- —
—
——— S
- —
e P
1 - — s —
1 ——
HEEE
——
| . ] - EEE
—
— |
m——
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F

Dynamic Routine Execution Map

ALL 004014%6

(size:
4013E7:CALL 00401753
CALL 004014A6

.atamorphi ¢ Algorithm—»

{size:
401431 :CALL 00401A57

402512 :CALL 0040Z5FF
40Z5EC:CALL 00402545
402631 :CALL 004288E6

Decrypts
0x362*4 % start:

Decrypts
0xZ2241e*4 % start:

0xASDS*4 % start:

0040174b)

the host

0042C193)

s another huge block

004024DD)

a huge chunk of code.

of co

TS
%

c=RTINET FAST. SECURE. GLOBAL.
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Dynamic Routine Execution Map

(004013ec)

[401981:**100P Found: ~340 iterations =%
401R54:#4100P Found**
TOTRESTGALL O0ADTERE

{start: 004013e7 % ~864 iterations) _

0040174b) {start: 00401471 % b)

(size:
4013E7:CALL 00401753

rt:

(size: 0x22416*4 % start: 0042C183)
401431:CALL 00401R97

TOTIeFICALL Godn e
A01483:CALL 004012AE ...
402512:CALL 004025FF
4025EC:CALL 00402525
402631:CALL 004288E6

FAST. SECURE. GLOBAL. Confidential




Dynamic Routine Execution Map

/||

TR
4281453+ 1100P Founds ~54 1%
fazs100:caLL ZaX kernels2. virtuslaliod
HZBLF21100PD SEORT ODAZBIEE |
><
Hz2216tovioop Found: ~367 ¢ | —————
428178:%1100P Founds ~37 *%
K .~ == ™ 2B1a3:**100P Found: ~3 ** |
m
[1240E0:cALL ADVAPI32, Sersecuritynescriptornacl |
[Ziir:00 remens virtualalios |
[i36:catt kormetoz virtuataios | T
[iteticon rermetsz virbualatios | 4240601+ L00F Founds ~63 **
[tien:camn kermetsz virtuatatios | 424035375008 Founds <2 %
[iie5:c11 e 17 GetEnvirormentvarisnId ]
Kr;_[;:"fﬂ’é é’
4241GTiGALL 00424006 T oiesee
4286343771008 Founds ~30 7%
az86D 426662:7¥L00P Found: ~2 =%

F::RTINET

FAST. SECURE. GLOBAL.
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Dynamic Routine Execution Map

CALL 00424638
(00428edc)
00424587
0042888
424732:CALL 00428828
4732:CALL 004288A8

424

424758

CALL 004288A8
CALL 004288a8

3fed % Tib
24 00428808

———————————————————————————— il
426EE€:CALL 00426FER

%\

4244CH:CALL 0042457

426EB0:CALL 00426F08

(00220000 % C:\Document \Winxp)
LL 00424
0220000 % C

and $

42705E:CALL 0042426D ot
—

427074
—_— (

\Documents and Settings\winXP\ % ec

1 — ]

and Settings\winXP % eCMIoskg % xmwMUwWME)

Dacu and Settings\winxp)
\ Do settings\winxpy)
\Documents and Settings\winxp\

(00480046 % j
(01480046 %
(01480046 %

CALL 00426437
(0042642a % Tikcogsw) ‘_\R_“\-s

ts and

CMIoskg)

426444 :CALL 00404520 -——]
(00426433 % aE)

04DAD

(00007548 % aE % Iikcoc
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Dynamic Routine Execution Map

|

|

404

“ALL 00424103
(00420050 & B)

“ALL 004241D3
L 004241D3

2
&

404988 :CALL 00424103 —_

404DDB:CALL 00404920
(00404da5)

s

|
/UKL

(00a80000)

405007:CALL 00405038
4050B2:CALL 0D04050EC
0040503B
004050EC
004051FE
040524C

0404RE

c8)
004051FE
0040524¢C
4051AR:CALL D04051F
00405
00404BE7

cT7cB)

004051FE
0040524C
004051FE
(00000000 § Oobbgk)UA

404C14:CALL

LL 00404C83

(aazdk

ALL 0042420°

406689 :CALL 004069ER

FAST. SECURE. GLOBAL.
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On-Demand Polymorphic Algorithm

F:ERTINET



On-Demand Polymorphic Algorithm

Implementation
« Uses Decryptor to decrypt a block of code using
an old key
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Decryptor

Features:
« Uses garbage code
« Keygen function for redundancy check
« Uses XOR to generate the key
« Uses XOR to decrypt a block of code

F::RTINET. FAST. SECURE. GLOBAL. Confidentia



Decryptor

garbage code

Ik

CMP EAX,68B98E07 C

keygen function
generates the

same EAX value
(key)

c=RTINET FAST. SECURE. GLOBAL.

SUB ECX,4
CMP ECX, 4
1GE SHORT 00401323

JMP SHORT 004012A%
MOV EST.00401356

JMP SHORT 00401319
CMP ECX, 1

TGE SHORT 004012BF
JMP SHORT 00401310
RETN

| MOV _EDX, 52BFOC |

RETN

TMP_SHORT 004012BF
MOV EAX,-1

¥OR EAX,DWORD PTR DS:[ESI]
JMP SHORT 00401336
ADD a
| MOV EDX.FCDI1E874 |
JMP SHORT 00401378
ADD 4]
| MOV _EBX,FALE2013
IMFP SHORT 004012EE
ALL 004012AB9,

JMF SHORT 00401 3./2C

MO §ORD PTR [ 10126271 ,4FFD3C
| MOV EBX,FFDF1AQD |

IJMP SHORT 00401340

NC EST

JMP 004017E6

JMP SHORT 004012FD
SUB ECX,4
CMP ECX, 5

JGE SHORT 00401347

starting location
of key-bytes

actual key
generator;
EAX starts with
OXFFFFFFFF

XOR decryptor

# of bytes to
generate the key

Confidentia




On-Demand Polymorphic Algorithm

Implementation
« Uses Decryptor to decrypt a block of code using
an old key
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On-Demand Polymorphic Algorithm

Implementation
« Uses Decryptor to decrypt a block of code using
an old key
« Executes the newly decrypted code
« Uses RDTSC (Read Time-Stamp Counter) to
generate a new dword value

newly decrypted
$ code

RDTSC
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On-Demand Polymorphic Algorithm

Implementation
« Uses Decryptor to decrypt a block of code using
an old key
« Executes the newly decrypted code
« Uses RDTSC (Read Time-Stamp Counter) to
generate a new dword value
« Uses NewKeyGenerator to generate new key

newly decrypted
$ code

RDTSC

F::RTINET. FAST. SECURE. GLOBAL. Confidential



NewKeyGenerator

Implementation:

« RDTSC generates a new dword value

e Saves it in different memory locations

 The memory locations are within the memory
range that contains key bytes

« Generates new key by XORIng the key bytes

« Saves the new key to the original location of the
old key used in the Decryptor

F::RTINET. FAST. SECURE. GLOBAL. Confidential



NewKeyGenerator

location of the \/
bytes needed to
generate the

MOV EST j00402547

new key

MOV EAX,~
MOV EDX, FE71D94E

JMP SHORT 0040256C

EAX = DWORD value XOR EAX,DWORD PTR D
MOV EBX,F/8F8EC5
JMP SHORT 00402595
SUB ECX,4

CMP ECX,4 starting location
E

JGE SHORT 00402560 is one byte

MOV EDX, FAB885AE before the first

MOV DWORD PTR DS: [4024F3
RDTSC

XOR DWORD PTR DS H402548 1] EAX
XOR DWORD PTR DS 4025F2 1] EAX
XOR DWORD PTR Ds }40260571] EAX

JMP SHORT 0040259F DWORD value

CMP ECX,5 from RDTSC

JGE SHORT 004025B6

MOV EDX, FEE1493E
MOV EDX,FF88C482

JMP SHORT 004025DF
ADD ESI,4

CALL NewKeyGen

MOV DWORD PTR DsS][402534], EAX

MOV EBX,FA8189F6

JMP SHORT 00402575
NEW KEY RETN

F::RTINET. FAST. SECURE. GLOBAL. Confidential



NewKeyGenerator

old key

BA 1219ECFB MOV EDX,FBEC1912
location of the NEW KEY 81F2 9C8BFCO00 XOR EDX,00FC8BIC
BA 5D2A9DFA MOV EDX, FA9D2ASD
BB OBAF5CF9 MOV EBX,F95CAFOB
E& E8000000

BB 784AB2F7 MOV EBX,F/B24A78
\ 81F2 CASFF4FB |XOR EDX,FBF45FCA
BB E4DB1BFB MOV EBX, FB1BDBE4

81F3 9E3290FB XDR EBX FB90B29E
A /RDL)

MOV DWORD PTR DSs: - CI"‘IF' EAX 987B00F4 —

RDTSC
XOR DWORD PTR DS:[4025483], EAX
XOR DWORD PTR DS:[4025F2], EAX
XOR DWORD PTR DS:[402605], EAX

BA 1219ECFB MOV EDX,FBEC1912
81F2 9C8BFCO0 [XOR EDX,00FC8BIC
BA SD2A9DFA MOV EDX,FA9D2A5D
BB OBAFSCF9 MOV EBX,F95CAFOB
E8 E8000000

CALL NewKeyGen

MOV DWORD PTR DsS][402534], EAX

BB 784AB2ZF7 MOV EBX,F/B24A78
81F2 CASFF4FB |[XOR EDX,FBF45FCA
BB E4DB1BFB MOV EBX, FB1BDBE4
81F3 QEBZQOFB )(OR EBX FBQDBZQE

00402533 3D 92CEA69? CMP EA}{ Q?AECEQZ | —

new key

NEW KEY

F::RTINET. FAST. SECURE. GLOBAL. Confidential



On-Demand Polymorphic Algorithm

Implementation
« Uses Decryptor to decrypt a block of code using
an old key
« Executes the newly decrypted code
« Uses RDTSC (Read Time-Stamp Counter) to
generate a new dword value
« Uses NewKeyGenerator to generate new key

newly decrypted
$ code

RDTSC
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On-Demand Polymorphic Algorithm

Implementation

« Uses Decryptor to decrypt a block of code using
an old key

« Executes the newly decrypted code

« Uses RDTSC (Read Time-Stamp Counter) to
generate a new dword value

« Uses NewKeyGenerator to generate new key

« Uses Encryptor to encrypt the same block of
code using the new key

newly decrypted
$ code $

F::RTINET. FAST. SECURE. GLOBAL. Confidential




Encryptor

Features:
« Uses the same algorithm as the Decryptor
« Uses the new key to encrypt the same block of
code

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Sample On-demand Polymorphic Values

Address [Hew dumm
BB 19 99 F4 C? 7E 64 | E2 48 7B 9a F4 68 7B Fi|ZSlor|lrare<or <=
68 7B 8B F4 B8 13 9B FA 8@ 7B F1 F4 Al Al BF|{h{if '%= —r"

8@ 84 4B 57 29 C7 DI? F4 B? VB 9F F4 88 FA AE|]{] sKW P MK =«
BC 39 9B 32 86 7B DD 16 FA C3 DE 58 82 7B Fi u?¢2ﬂ|-'l‘l‘lﬂ{i
68 7B 8B F4 B0 2B Fi F4 fl A1l BF B6 B8 84 4B|{h{ir +:[iis]| K
31 C?7 D2 F4 A3 42 27 B6 BB F6 9E F4 18 3B 9B Ullﬁ[ﬁB’" Rksé
20 C7 D2 F4 C7F 7E AE 48 42 7B DE 58 B2 7B 5G4 M «HBL BB
FF 6D DE F4 8@ 7B 9B F4 C? 7E 68 DB 48 7B 88|+ mlr <& rifPhupde
F&e 7B 94 C5 31 7E D3 D1 48 VB HH Fi {0 ——hl

31 7E E D2 48 YB 73 C6 FF
iC EH BA| FF FF 98 78 FC 8B 35 ED BC 42 [5]1] BB
47 0@ 8B AD 35 BC 42 @A F3 A4 81 3D 6@

[Haw domn

EE8 BA 62 A2 |AA C7 U5 FF |16 48 BA A1 |AA AA B0 6A

44 68 BB 10 | A0 PR 68 BA B4 BA AA 6A |BA Al DA 94 J i
42 A4 FF DA A3 29 BC 42 @@ B? AA A4 |40 BA 8B 35 B "ﬁ)JB il *

29 BC 42 8@ C6 B6 A@ 46 E2 Fn BB 45 AC B2 8@ 6n (>UB |+ Fr-1EH8
48 68 B8 1@ B8 BA 50 6A BO Al DA 94 42 BB FF DB(Bh » Pj ifiB

A3 31 BC 42 88 A3 32 BC 42 8@ 8D @5 B8 1A 48 @8 (a1dB a93B i2 M@
A3 2D BC 42 @8 C7 @5 3% BC 42 88 45 AC B2 8@ C7|(a-4YB |&5YB Ex@ ||
85 FF 16 40 |08 B0 B8 88 B8 C7 A5 F3 |24 40 60 13 (& .0 | p28-TCRRt
71 F6 B8 AF |31 31 @5 48 25 48 B8 31 EE F2 25 4E & Wl1sHxE 18 @
gg %é g% g% %g gg &é EE FC 8B 35 2D BG 42 [5]1] BB S deery o~
b 31 B Aa 8B AD 35 BC 42 AA@ F3 A4 81 3D St

Address Yo dums lpscII

AR4A2631 |[?5 EB 89 E2 9D 9C EE 1F 8B 1B EB E1 9D 5B EB 8n |[wSEr¥Eevicap¥[oe
AA4A2641 33 EB FA 9D 5B 83 E@ 99 5B EB 8a 9D FA 31 74 (| 356=¥[acal[de¥ -1t
8482651 LB 14 38 3E 72 57 A2 9D E2 EB E4 9D 5B 68 D5 |M[ME>rUo¥TSE¥L" F
AA4A2661 E?7 A? EA 5B 5D EB A6 7F A1 53 AS 31 59 EB 8A |{tralld2ailSiiYée
AA4A2671 33 EB FA 9D 5B BB 8A 9D FA 31 74 DF 5B 14 30 (|| 356=¥[He¥ -1¢™[@
HA4A2681 6A 57 A2 9D F8 D2 5C DF 5B 66 E5 9D 4E AB EB |>jUe¥ ML fo¥K4a
8482691 76 57 A2 9D 9C EE D5 21 19 EB A5 |31 59 EB 27 |>uWAo¥EE F? LoNHLYS’
AA4A26A1 A4 FD AW |?D 5B EB EA 9D 9C EE 13 |B? 1B EB F3 yn2a¥[ﬁu¥EE"ﬂ+ﬁ<
AA4A26B1 AD EB 2C|AC EH EE A8 BB 1B EE D1 98 A? CE HB 2ib, %JEcqfﬁTf "a
B84826C1 6A EE ES : : ¥ jEgacdloiiTY o,

8084026 D1 L A & encrypted with NEW KEY

1C BO 19 99
F4 C7 7E 64
E2 40 7B 9A
F4 00 7B F1
E8 BO 62 02
00 C7 05 FF
16 40 00 O1
00 00 00 e6A
75 EB 89 E2
OD 9C EE 1F
8B 1B EB El
9D 5B EB 8A

==RTINET FAST. SECURE. GLOBAL.




Detection

fiddress |Hev dumn lpscII

.
ji E8 BO 62 02
8" Dol 1 e
SUB & Fr-1E%8 j 00 C7 05 FF
G1un GoNE e ra
;?ug ﬁgguig;]éaég I 16 40 00 O1
w126 122%08 00 00 00 ea
90 8 CE FE[FF FF 90 90 FC 8B 35 2D BC 42 00 BB
3D 31 B B3 8B @D 35 BC 42 @@ F3 A4 81 3D decrypted code
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Detection

location of the \/
bytes needed to
generate the
new key

EAX = DWORD value

MOV DWORD PTR DS: [4024F3
RDTSC

XOR DWORD PTR DS H402548 1] EAX
XOR DWORD PTR DS 4025F2 1] EAX
XOR DWORD PTR Ds }40260571] EAX

CALL NewKeyGen

MOV DWORD PTR DsS][402534], EAX

NEW KEY

MOV EST j00402547
MOV EAX,~
MOV EDX, FE71D94E

JMP SHORT 0040256C

XOR EAX,DWORD PTR D-:[ESI]I
MOV EBX,F78F8EC5

JMP SHORT 00402595

SUB ECX,4

CMP ECX,4 starting location
E

JGE SHORT 00402560 is one byte

MOV EDX, FAB885AE before the first

JMP SHORT 0040259F DWORD value

CMP ECX,5 from RDTSC

JGE SHORT 004025B6

MOV EDX, FEE1493E
MOV EDX,FF88C482

JMP SHORT 004025DF
ADD ESI,4

MOV EBX,FA8189F6
JMP SHORT 00402575
RETN

F:=RTINET. FAST. SECURE. GLOBAL.
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Detection

XOR DWORD PTR DS H402548 1] EAX
XOR DWORD PTR DS 4025F2 1] EAX
XOR DWORD PTR Ds }40260571] EAX

MOV DWORD PTR DsS][402534], EAX

CALL Encryptor
NOP

NOP

F::RTINET. FAST. SECURE. GLOBAL.



Dynamic Routine Execution Map
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Virlock As A Ransom
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Visible Signs of Infec
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>
L

* Canadian Security Intelligence Service Notice C{;{I‘l;;]_(_‘l:':lI 5&@7

Your computer was automatically blocked. Reason: Pirated software found on this computer.

Your computer i1s now blocked. 155 files have been temporarily blocked on vour computer.

To regain computer access and restore files you are reguired to pay a fine of 250 CAD

Blocked files will be permanently removed from yvour computer i1f the fine is not paid.

The CZIS has twao ways to pay a fine:

1.¥ou gcan pay vour fine online through BitCoin. BitCoin is available nationwide.

Click the tabs below to find the nearest wvendor. Your computer will be unlocked after wou make your payment.
2.¥ou gan come to yvour provincial courthouse and pay yvour fine at the Cashiers window.

¥Your computer will be unlocked within 4-5 working davs.

To regaln access transfer bitcoilns to the following address (click to copy):
198tX¥HNmLy bo8qcTT 2L 9eSEYVzH 3uEazpvr

Onli fi t
After the payment 1s finalized enter Transfer ID helow. ﬁh. OIS EORE s s

RBC processed by Rowal Bank of Canada.

Amount : Transfer ID:
BTC 0.588 | PAY FINE

If the fine i1s not paid., a warrant will be i1ssued for your arrest,
which will be forwarded to your local authorities. ¥You will he charged, fined, convicted for up to 5 years.

Payment HBitCoin Information BitCoin Exchanges BitCoin ATMs Internet Browser Notepad BNetwork Connections

CSIS.gc.ca



§

K\c{.
* Canadian Security Intelligence Service Notice Canad'fi %ﬁé

What is BitCoin

Bitcoiln 1s a software-based online payment system.

How to pay a fine?

1.Purchase bitcolins from an exchange or an ATM.

2.Transfer to the address (click to copy): 198tH7HmLgboBgeTlZllvOcESEVzNIoEnzpy
To locate the nearest exchange or an ATM open the corresponding tab helow.

If wvou purchased a paper wallet or you want to register a new hitcoin wallet follow the instructions below:
Open Internet Browser. Go to the address: blockchain.inforswallet and click 'Start A New Wallet' .Enter your
e-mail address(opticonal) and password. Make sure your password is secure. Save your password safelwy.,
preferably offline(click Notepad). Follow the steps prompted on the website and pav close attention to the
sgcurlity recommendaticons. Login to yvour Bitcoln wallet blockehain.inforswallet-login Click on Import -
Export. Enter the paper wallet's private key by typing it manually (case sensitive) and click on 'Add
Private Key'. Click 'Sweep Key'. Make sure wour Bitcoin halance reflects the new deposit.

Making BitCoin payment: click 'Send Money' on the menu. enter the bitcoin address, click 'Send Payvment'.
Learn more about BitCoin
howtobuybitcoins.info bitcoln.ory

gn. biteoin.it-wiki~<Introduction en.bitcoin.it-wiki- Getting_ started
en.bitecoin.itswiki-Buying bhitcoins en.bitcoin.it-wiki-Main_Page

Payment BitCoin Information BitCoin Exchanges BitCoin ATMs Internet Browser HNotepad Network Connections

CSIS.gc.ca



*

WView: Canadian Exchanges

CaVirtex
https: < -www, cavirtex . com-home
[E8G)1812-2525

Bitooiniacs
bitcoiniacs.com
Waves Coffes, #100 - 900 Howe St.

Vancouver
BC VpZ 2M4 Canada
1 (877) 814-7460

contact@bhiteoiniacs. com

QuadrigalCx

gquadrigacs .com

Phone: 1-604-757-%9660

Email: contact@guadrigac:.com

OuickBT
quickbt.comscas

1-888-QUICE-55 (784-2355)

Payment BitCoin Information

Canadian Security Intelligence Service Notice

International Exchanges

Aaron Buys Gold Ltd
aaronbuysgold. com

Canada Wide 1.866.349.7747
Edmonton 780.628.65895

947 Ordze Road Sherwood Park

Vault of Satoshi
vaultofsatoshi .com

(855) 457-0101

(5197 757-0101

340 Henry Street. Unit #16
Brantford, Ontaria

Canada, H3Z ¥V9

Coin Clutch

colincluteh . com

Email: support@coinclutch.com
Toll-Free: 1-8500-704-0012

Tradehitocoln . com

BitCoin Exchanges BitCoin ATMs Internet Browser HNotepad

Network Conhections

CSIS.gc.ca



* Canadian Security Intelligence Service Notice Carlad'é'. %\é

BETM Locators Roboco roboco.in
Edmonton (4

Fort Memurray (1) BitCoin ATM hitcoinatm.com

Montreal (7 CoinDesk coindesk.com-hitcoin-atm-maps
Vancouver (3
Ottawa (2 BitCoin ATM Map bitcoinatmmap.com

Quebec (3
Sherwood Park (1

Whistler (1
Winnipe 4
Alberta (1
Saskatoon (2
Moneton (1
North Ba 1
Toronto (2
WVictoria (1
Halifaz (1

Payment BitCoin Information BitCoin Exchanges BitCoin ATMs Internet Browser HNotepad Hetwork Connections

CSIS.gc.ca



* Canadian Security Inteligence Service Notice

To save notepad contents click File-:Save.
The file will be saved in My Documents folder as 'myfile'. ¥You can access it later.

Pavment EBitCoin Information BitCoin Exchanges HBitCoin ATMs Internet Browser HNotepad Network Connections

CSIS.gc.ca






Eradication

F:=RTINET




Eradication

« Manually create solution to clean the infected

files
« Download reliable standalone solution to remove

the malware from the system
* Always make sure that your antivirus and
security apps are updated

F::RTINET. FAST. SECURE. GLOBAL. Confidential



What if your system is already locked?

Steps:
 Reboot the system on safe mode

 Remove the malware entry on the startup
registry

 Then go back to eradication stage

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Demo — Unlocking Vi

F:=RTINET




Wrap Up

* Forreversing:
v' Set a breakpoint at the end of metamorphic
algorithm
v Copy the decrypted code from memory

For detection:
v Get patterns from the decrypted code

For cleaning:
v Remove the entries from the registry keys
v Extract the host file

F::RTINET. FAST. SECURE. GLOBAL. Confidential



Multumesc!
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