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QUO VADIS, INTERNET?
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What was all about in 2017
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The Shadow Brokers WannaCry NotPetya

CCleaner Free vouchers for everything BadRabbit



Free vouchers for everything and for everybody
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Yep! That’s very effective
Last big campaign? … Yesterday
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BadRabbit

• Infection via watering-hole

• 48+ web domains in RO used as 
watering-hole (one single IP)

• Hoster’s opinion: probably due 
to weak passwords or 
vulnerable CMS’s for each of 
them (pure coincidence to be 
on the same IP)

• Under investigation on the 
hoster side (we’ll keep you 
posted)
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CCleaner

• Some specific versions 
contained malware (v5.33 and 
Cloud v1.07.3191)

• But signed with valid 
certificates from Piriform

• Distribution period: Aug. 15 –
Sept. 12

• “Luckily” it was targeted

• “Luckily” I had a different 
version … an older one
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The Shadow Brokers
Fifth leak: "Lost in Translation“ - April 14, 2017
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WannaCry

• First important outbreak of the year 
(thanks to TSB)

• One month after Microsft patched the 
SMB exploited vulnerability (MS17-010)

• 500+ affected IPs identified in RO (10 from 
public institutions)

• 5 incident reports at CERT-RO

• “Luckily” it had a kill-switch
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NotPetya

• Infection vector: software supply-
chain (M.E.Doc)

• More wipeware than ransomware

• Not a single notification to CERT-RO

• We do know about victims in RO 
(from Facebook)

• Other ransomware campaigns hided
under NotPetya wave (Karo)
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How it really was?
WannaCry: Behind the scenes
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It’s Friday and WannaCry seems to be a big thing:
we are deep into DENIAL stage
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Everybody expects us to know it all already
So let’s write about it
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Infection vector? It must be Spam
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Question of the Friday (May 12) evening:
Who can share a sample of a Spam email with WannaCry?
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What are the best response measures?
Disconnect machines from the network of course
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Few ours later:
Ouch! It has a kill-switch which needs Internet connection
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That was like …
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Questions for CERT-RO (especially from the media)

• How many victims are in Romania?

• Which public institutions are affected?

• Do you have any updates?

• You don’t know? Why?

• Everybody knows about a car manufacturer that was hit. How can you say 
you don’t know for sure?

• We know is Nord Korea. Can you please confirm? You can’t? Pfff … 
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And we are closely monitoring the situation
Big thanks to Marcus Hutchins
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Let’s took advantage from media attention and do some 
awareness (again: UPDATES!)
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And remember:
No good deed will remain unpunished
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Questions?
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