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Splunking the Clouds: finding the needle in AWS & Azure
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Start with the WHY
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AWS vs. Azure
Description Amazon Web Services Microsoft Azure
Billing container Account Subscription
Management & Monitoring Cloud Watch Azure Diagnostics + App Insights
Infrastructure as Code Cloud Formation Azure Resource Manager
Grouping Mechanism Resource Groups Resource Groups

User Interface Console Portal
Object storage S3 Service Blob Storage
Compute/Virtual Servers EC2 Virtual Machines
Networking Virtual Private Cloud Virtual Network
Access Control Identity and Access Management Role Based Access Control
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AWS vs. Azure: Security Services 
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Category AWS Service Azure Service
Authentication and 
authorization

Identity and Access Management
MFA

Azure AD/Role-based access control 
MFA

Securing key and secrets Key Management Service
CloudHSM

Key Vault

Firewall Web Application Firewall Web Application Firewall (preview)

Security assessment Inspector Security Center
Security best practices Trusted Advisor Advisor (Preview)
Directory Directory Service Azure Active Directory 

Azure AD B2C 
Azure AD DS
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Journey through the clouds
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Shared Responsibility Model
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AUTHENTICATION

SERVER-SIDE ENCRYPTION NETWORK TRAFFIC 
PROTECTION

C
U

ST
O

M
E

R

RESPONSIBLE 
FOR SECURITY 
“IN” THE CLOUD

AW
S

DATABASE NETWORKING

REGIONS

AVAILABILITY ZONES

AWS GLOBAL 
INFRASTRUCTURE

RESPONSIBLE 
FOR SECURITY 
“OF” THE 
CLOUD



© 2017 Adobe Systems Incorporated.  All Rights Reserved.  Adobe Confidential.

Data classification & accountability

Client & end-point protection

Identity & access management 

Application level controls

Network controls

Host infrastructure 

Physical security 

Cloud Customer Cloud Provider

Iaas Paas SaasOn-PremResponsibility  

Azure
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Back to the haystack
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How will you monitor?
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CloudTrail VPC Flow LogsConfig ELB Access Logs Trusted 
Advisor

IAM

AWS 
S3

Per Region

CloudWatch

Kinesis
Per Region

CloudWatch
Destination

Lambda
Schedule

Monitored Account

Splunk

Aggregation Account



© 2017 Adobe Systems Incorporated.  All Rights Reserved.  Adobe Confidential.

What do you collect?
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Category AWS Service Azure Service
Authentication and 
authorization

Identity and Access Management
MFA

Azure AD/Role-based access control 
MFA

Configuration AWS Config Azure Resource Config

Audit AWS Cloudtrail Azure Audit

Security assessment Inspector Security Center
Security Advisor Trusted Advisor Advisor (Preview)
Network flows ELB Access Logs

VPC Flow Logs
Network Watcher
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What do you do with it?

§ Content Development:
§ Alerts
§ Dashboards
§ Lookups
§ Workflows
§ Reports
§ Adaptive and Automated responses
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Why?

§ Find it before the boogey man does!
§ misconfigurations, intrusion monitoring, baselining
§ triage, forensics, deep diving

Splunk IT!
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Getting through the storms

Never Design OR Implementation



© 2017 Adobe Systems Incorporated.  All Rights Reserved.  Adobe Confidential.

Design (Cloud Flaws)
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Implementation (Human Error)

§ Virtual Machines without a Network Security Group (Azure)
§ Weak Security group configs (AWS & Azure)
§ Non MFA Login (AWS)
§ Key Rotation / Compromised Keys
§ Too permissive IAM policy
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Prepare for landing
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AWS Data - Before
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AWS Data - After
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AWS Notables / Alerts

§ SSH Key created offsite
§ Threat Activity Detected
§ Short Lived User accounts
§ Non Federated / non-MFA login
§ VPC Flow Possible Outbound Port 

Scanning
§ Globally exposed S3 buckets
§ Account with X number of sockets 

(100+)
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Azure Data - Before
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Parsing Azure data
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Turbulence

§ No packet-level visibility
§ No ability for signature-type traffic detection
§ Configuration data doesn’t exist for all resource types.
§ Configuration data has embedded arrays and are JSON format.
§ Creating the logic, alerts falls on the Security team
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Happy Landing

§ Familiarity with the security and policy checks
§ Self Enrollment
§ Entirely Passive
§ Automatable audits & ticketing
§ Automatic Field Extractions
§ Integrates with correlation rules
§ Extensible Auditing 
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Future Plans

§ Automation & Orchestration
§ Artificial Intelligence & Machine Learning
§ Intelligence Driven Operations
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Questions?Thank you!




