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Philipp Promeuschel & Carel van Rooyen

Security analysts (Compass & ex-Compass)

Exploitation on Xtensa/ESP
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● JS abstraction caveat

● Mitigations are not in use on new devices

● Mongoose OS / OS layering

● Attack surface exploration… without JTAG, no further inspection

● IoT Cyber killchain

● Paper - origins of the talk

● Exploit / ROP / Persistence / CnC (remote patching)

● $2 security

● Approaches for protection of your projects

● Q&A

Overview
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$ ls /home/philipp 

● IT Security Analyst at Compass Security

▪ Web 

▪ Mobile

▪ IoT

● Likes to break stuff (not repairing)

● Cannot solder (fumes man)

● Low attention span, easily distracted

Contact: https://twitter.com/nks0ne

https://twitter.com/nks0ne
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● Previously 

▪ a lecturer in web dev

▪ security analyst at Compass Security Switzerland

● Likes puzzling over broken things

● Can solder

● Bass guitar, jazz, death metal, death jazz

/dev/null
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A bit of a storyline

Got the badge

Did some reading on the ESP8266 - got excited

Order the follow up ESP32 to build an “I’ll be home at xx:xx” e-ink thingamajig

Colleague built bIOTech device for Swiss Cyber Storm (caveat)

Real world customer claiming: 

“You cannot exploit this there is no OS” - meanwhile...

It all started at Area41
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“Security and privacy are silent 

prerequisites. However, not too many 

stakeholders will talk about them. 

But everybody takes them for 

granted.”...
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...“The problem: 

Securing a solution usually 

needs time 

- a strong contradiction to the market 

requirements”

Stefan Grasmann 

Zühlke Engineering Gmbh
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● Almost no mitigation deployed in IoT

● Wat iz mitigation?

▪ ASLR

▪ ESP

▪ Stack Canaries

● Why are there no mitigations?

▪ Limited resources 

▪ Power saving

● However: ....  exploit  mitigations are  only likely  to  see widespread industry adoption if the average-case 

imposed code size, memory and runtime performance overhead is between at most 5 and 10 %.

- Jos Wetzels

Back to the 90’s
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“The chip first came to the attention of western makers in August 2014 with the ESP-01 module, made by a 

third-party manufacturer, AI-Thinker. However, at the time there was almost no English-language 

documentation on the chip and the commands it accepted.The very low price and the fact that there were very 

few external components on the module which suggested that it could eventually be very inexpensive in volume, 

attracted many hackers to explore the module, chip, and the software on it, as well as to translate the Chinese 

documentation.” - Wikipedia ESP8266

Lost in translation, or when did this become so popular?
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But today… 

(picture credits Cesanta)
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Easy cloud integration - AWS, 

Google Cloud, Azure

Apps can use Light Weight IP 

(LWIP)

Dual core (thread for comms, 

thread for app - FreeRTOS)

Bluetooth

WiFi

GPIO

ESP32 $1
I’m ESPecial...

Credits: esp32.net
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Trading infrastructure awareness for decreased learning curve

Nobody knows there is an OS

Nobody knows memory management is handled

Nobody knows about TCP/IP magic

Blackboxes need safe defaults - ASLR / code signing / overflow handlers

or how to not be Leonard Cohen

Abstraction caveat,

Credit: WikiCommons
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xtensa OS - XTOS 

(hardware abstraction, interrupt and exception 

handlers)

real time OS - freeRTOS 

(preferred OS of Xtensa)

Mongoose OS 

(only needed libraries and functionality is compiled in -

less reliable)

Turtles all the way down

How everything fits together
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Data at rest

Data in motion

All interfaces, user input

Information leakage - is your avant guard IoT 

startup’s intellectual property being pushed to the 

cloud?

Hardware guys (voltage glitching etc)

Attack surfaces
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1. Exploit

2. Remote code execution

3. Persistence

4. Command & Control

Things to do
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We wanted to prove code execution is possible

What happens?

● Crash happens

● Overwriting local registers A2, A3, A4, 

A5, A6, A7, A8

● Overwriting A0 and A1

● What happens exactly

▪ Buffer write out of bounds, after 

ret.w the overwritten values will 

be restored, first bytes of 

overflow land in A0

● Control over execution flow

Xploit Xtensa - Is it even possible on Xtensa? How? 

Code Redirection - Is it possible?
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http://bit.ly/hw-io_buffer_overflow

Demo: Buffer overflow

http://bit.ly/hw-io_buffer_overflow
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Crash while handling HTTP multi-part requests

Identified by manual fuzzing http headers

Deep dive in source identified that initially the request is handled properly, but then the exception is not properly 

handled. Causing the multi-part handling code to read from an uninitialized buffer -> crash

Mongoose Remote DoS
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Thanks Dobin...

O rly?

https://github.com/cesanta/mongoose/releases/tag/6.9 - CVE incoming with RCE

To be released (still awaiting CVE #)

Affected:

---------

Mongoose - Embedded Web Server / 

Embedded Networking Library:

Vulnerable:

* <= 6.9

Not vulnerable:

* >= 6.10

https://github.com/cesanta/mongoose/releases/tag/6.9
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Why? Because the stack is not executable!

Return oriented programming (ROP)

And what does altering the execution flow of fractions of existing code have to 

do with hardware? 

Build mutations (repurpose things) 

from existing code (existing things) 

in order to “be the pickle” (do interesting things).

What are ROPchains?

Credits: neatoshop.com
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What is perfect and what is fake exactly?

Gadgets: real or fake

s32i.n a14, a15, 0x0; 

l32i   a0,  a1,  0; 

addi   a1,  a1,  0x4; 

ret.n

isync; 

isync; 

l32i a0, a1, 0; 

addi a1, a1, 0x4;

l32i.n a12, a1, 4; 

l32i.n a13, a1, 8; 

l32i.n a14, a1, 0xc; 

l32i.n a15, a1, 0x10; 

l32i.n a0,  a1, 0; 

addi   a1,  a1, 0x20; 

ret.n

Load data from stack into register

A12 = *(A1 + 4)

…

A0 = *(A1 + 0)

A1 = *(A1 + 32)

Store the data in register a14

Into address stored in 15

*(A15+0) = a14

A0 = *(A1 + 0)

A1 = *(A1 + 4)

Sync (flush caches etc)

So new code is visible

load_regs: write_mem: sync:
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In RAM at runtime (non-persistent)

Pew pew

In “ROM” persistent, but destructive

Pew pew pew

In patched “ROM”

Pew ELF pew redirect entrypoint pew pew pew pew

Flash:

● SPI Flash

▪ Enable Write

▪ Flash Patch

▪ Reboot

Checksums

● XOR Checksum

● SHA Checksum Bypass (just remove it)

Persistence
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Crypto chips (ATECC508A - sha-1) - basically your device dies on deployment

IoT devices are basically “dumb unprotected mobile“

- the same rules apply -

IoT & Mobile OWASP top ten (devices without mobile protections)

Mongoose OS + ESP8266/ESP32 + ATECC508 + Cloud

$2 IoT solution
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Test all the things, test outside of expectations

Do risk analysis

Test all integrations

Test the ecosystem holistically (secure comms power implications?)

Securing communications, 

● KeyStore like functionality, 

● certificate pinning, 

● mutual authentication

● secure OTA fetching

Securing the device

● Libraries

● Other updates

“you can’t update hardware over the air” - HW.io speaker

Securing your project
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Burp is not beef

Future Work

Possibility for intelligent  fuzzing 

Persistence shellcode

Implement protection:

“Luckily, most of the mitigation 

techniques have already been 

Invented.” - Anonymous

Future work
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You - for your attention - hopefully feedback

Area41 for the badges

Cesanta for Mongoose OS

JS Andin / Neil Kolban for their work and reference work

Colleagues at Compass Security (Dobin Rutishauser, Stephan Sekula) - as wel as our pr0of r3aders

Our employers for the workshop preparation and talk time

People that pixeled things for our unsanctioned and out of context reuse here… :)

goes out to

Our thanks
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Buy ESP32 IoT Dev Kit

Buy Shikra (optional)

Buy Cables (optional)

Wait for delivery

Install esp-idf

Download and flash code 

Where t0 st4rt
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Q&A
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We’re still early stages on this topic.

Get in touch if you’re interested, have topic ideas, or want to collaborate on talk ideas.

Link to challenge: https://www.hacking-lab.com/sh/iot - grab a device

Contact details: Philipp.promeuschel@compass-security.com / @carelvanrooyen (twitter DM for email)

Get in touch

Call for Collaboration

https://www.hacking-lab.com/sh/iot
mailto:Philipp.promeuschel@compass-security.com
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Xtensa Instructions

Load & Store

l32i

l32r

s32i

Jump & Call

j, jx

call0 and callx0

ret

Branches (Conditional)

beq

bge

bne

bnez

...

Arithmetic

add

addi

sub

subi

...

Logical

xor

or 

and

Move Data & Memory Operations

movi, movz, …

movsp

entry
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What happens?

● Crash happens

● Overwriting local registers A2, A3, 

A4, A5, A6, A7, A8

● Overwriting A0 and A1

● What happens exactly

▪ Buffer write out of bounds, 

after ret.w the overwritten 

values will be restored, first 

bytes of overflow land in A0

● Control over execution flow

Xploit Xtensa - Is it even possible on Xtensa? How? 

Buffer overflow - super 1 slide introduction
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Register Windowing: Stack overflow layout

local_var funcW Saved A0
&next_instruction

saved A1

Windowed

ret

funcV

ret

Windowed

ret
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What they are used for?

Crashdumps are not: 

“software dynamic testing” approved

Painfully Slow

Only allow post-mortem analysis

Demo - crash dumps

Debugging
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Filesystem is mapped to memory - all ROM parts are executable - whatever you can load into image 

you can eventually execute - Checksums would be violated on filesystem changes

What we learnt - file system layout

Start What Description Moar (credit: Dobin Rutishauser)

0x3f3fff30 ELF .flash.rodata 0x3f3f... is not specified anywhere. But loader maps it into memory space 

(from flash)

0x3ffb0000 ELF .dram0.data Data RAM

0x3ffb1c58 ELF .dram0.bss Runtime Stack (SP) Data RAM

0x40080000 ELF .iram.text Used for PRO and APP CPU caches. (needs further inspection…)

0x400d0018 ELF .flash.text Runtime PC points here 

(Code!)

Really Flash, but also IRAM. Application.


