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Keccak
BLAKE, Grøstl, JH, Skein



f

permutation-based cryptography

Sponge Construction



f

0

0

Sponge Construction

r

c



f

message

0

0

⊕

Sponge Construction



f

message

0

0

⊕ ⊕

Sponge Construction



f

message

0

0

⊕ ⊕

f

Sponge Construction



f

message

0

0

⊕ ⊕

f

⊕

Sponge Construction



f

message

0

0

⊕ ⊕

f

⊕

f

Sponge Construction



f

message

⊕ ⊕

f

⊕

f

absorbing

Sponge Construction

0

0



f

message

⊕ ⊕

f

⊕

f

absorbing

output
Sponge Construction

0

0



f

message

⊕ ⊕

f

⊕

f

absorbing

output

f

Sponge Construction

0

0



f

message

⊕ ⊕

f

⊕

f

absorbing

output

f

Sponge Construction

0

0



f

message

⊕ ⊕

f

⊕

f

absorbing

output

f f

Sponge Construction

0

0



f

message

⊕ ⊕

f

⊕

f

absorbing

output

f f

squeezing

Sponge Construction

0

0



f

message

⊕ ⊕

absorbing

output

f f

squeezing

Sponge Construction

24 rounds in SHA-3

0

0





Keccak 
Guido Bertoni, Joan Daemen, Michaël Peeters and Gilles Van Assche
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github.com/gvanas/KeccakCodePackage

http://github.com/gvanas/KeccakCodePackage






• bit security of AES-128? 
• bit security of AES-256? 
• bit security against pre-image attacks of SHA-256? 
• bit security against pre-image attacks of SHA-512? 
• bit security against pre-image attacks of SHA-3-512?

Bit Security



Where is SHA-3 being used?





SHAKE is a XOF



keccak.noekeon.org/tune.html

http://keccak.noekeon.org/tune.html
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my RSA public key = (e, N) 
fingerprint = SHA-256(e || N)
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message || SHAKE(key || message)

fingerprint1 = SHA-256(1010110000000010001…)  
e N

fingerprint2 = SHA-256(1010110000000010001…)  
e N



KMAC

TupleHash

ParallelHash

message || SHAKE(key || message)

SHAKE(len(e) || e || len(N) || N)
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KMAC

TupleHash

ParallelHash

message || SHAKE(key || message)

SHAKE(len(e) || e || len(N) || N)

SHAKE(SHAKE(b1) || SHAKE(b2) || SHAKE(b3) || …)
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Keyak and Ketje
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github.com/gvanas/KeccakCodePackage

http://github.com/gvanas/KeccakCodePackage


Part II: Strobe
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myProtocol = Strobe_init(“myWebsite.com”) 

myProtocol.KEY(sharedSecret) 

buffer += myProtocol.send_ENC(“GET /”) 

buffer += myProtocol.send_MAC(len=16) 

// send the buffer 

// receive a ciphertext 

message = myProtocol.recv_ENC(ciphertext[:-16]) 

ok = myProtocol.recv_MAC(ciphertext[-16:]) 

if !ok { 

// reset the connection 

}

Symmetric Protocol





default 
state = input ⊕ state 

cbefore 
state = input 

cafter  
output, state = input ⊕ state

forceF  
the permutation is ran before the operation

internal operations
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data = 010100…
operation = send_MAC
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data = 010100…
operation = RATCHET
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myHash = Strobe_init(“hash”) 

myHash.AD(“something to be hashed”) 

hash = myHash.PRF(outputLen=16)

Hash Function



KDF = Strobe_init(“deriving keys”) 

KDF.KEY(keyExchangeOutput) 

keys = KDF.PRF(outputLen=32) 

key1 = keys[:16] 

key2 = keys[16:]

Key Derivation Function



strobe.sourceforge.io

https://strobe.sourceforge.io/


Part III: Disco?



github.com/mimoo/NoiseGo/disco/specification.md

Noise + Strobe = Disco

https://github.com/mimoo/NoiseGo/blob/master/disco/specification.md


Where to find me

cryptologie.net

twitter.com/lyon01_david


