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About Me – Stefan Nicula

Work and education:

▪ Pentester @ KPMG Romania

▪ MSc. @ Academy of Economic Studies of Bucharest

▪ Bachelor     @ Academy of Economic Studies of Bucharest

Interests:

▪ Web app security

▪ Mobile app security

▪ Curios about Binary exploitations

▪ Bug bounty hunter
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About Me – Daniel Tomescu

Work and education:

▪ Pentester @ KPMG Romania

▪ Moderator @ Romanian Security Team

▪ MSc. Eng. @ University “Politehnica” of Bucharest

▪ OSCP, CREST CRT

Interests:

▪ Web app security

▪ Internal network penetration tests 

▪ Red / Blue Teaming

▪ Curious about mobile and embedded devices 

▪ Bug bounty hunter
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Introducing… Robi the Robot
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Main goal

1. Assemble it

2. Present it to non-technical people

3. Hack it

- how does it work? 

- How can we make it work differently?
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Overview – What robot ?

What does it have ?

1. 72 rotors for control 

2. Has an embedded camera

3. Aaand… its own WiFi network board 
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AP open by default
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Expectations ?

• Expected a Bluetooth connection ( blueborne * wink wink * )

• First defense mechanism:  allows 1 single C&C connection

• However, allows multiple devices to connect to AP 
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More in depth-approach

• Access Point analysis

• Web interface findings – AP’s web application

• Network layer attacks

• Denial of Robot
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Open ports

• 23 - for the incoming C&C communication;

• 24 - is used for live camera streaming;

• 80 - for the web interface;

• 8080 - for the CLI.
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Web interface findings

On port 80 we find a web management interface.

Expectations:

- Strong login mechanism

Reality:

- No authentication mechanism on web app
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Web application findings

Persistent XSS in home page
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Web application findings

Persistent XSS in home page
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Web application findings

Open redirect in GET parameter
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Web application findings

XSS targeting Internet Explorer users ( with compatibility 

mode on ) YEAH !

Nailed it !
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The magic of CLI
port 8080
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List of CLI actions
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Clear text credentials
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Ready… Set… Action!
Embedded camera Port 24 + SDK = Joy
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Denial of Robot
Robot can be set to join a wireless network. What can go wrong ?

1.The provided SSID is not correct

2.The provided password is wrong 

Problem ? The owner needs to physically reset the robot.
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A small python script
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Wrap-up
Given the fact that the robot is operating on WiFi level, plausible attack scenario can 

look something like this:

1. Deauthenticate client/owner from WiFi to disrupt C&C connection;

2. Connect on the WiFi if open / search robot if it's inside common network;

3. Access the web application & make use of stored XSS;

4. Control robot using CLI;

5. Casually spy the surroundings using camera;

6. Cause a Denial of Service situation (force owner's hard reset over robot).
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Attack vectors

1. The robot is running with the embedded open WiFi which is implemented by default;

- you can connect to the robot and start hacking!

2. The robot is connected to a common network that the attacker has access to;

- CLI and Web interfaces are accessible over the shared network; 

3. The attacker manages to capture and crack robot's embedded WiFi password 

supposing that the WiFi is configured to be password protected.

- KRACK attack?

- Classic WEP/WPA/WPA2 attacks?
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Real life robots
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Real life robots -
housekeeping
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Real life robots - babysitting
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Real life robots - adultsitting
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Key robot features

Human-like motor skills

Communication channels:

- WiFi

- Bluetooth

- Biometrics

- Custom protocols

Sensors:

- Camera

- Microphone
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Compromised robots - DoS

Why don’t you clean the 

house yourself? 

Take care of the children?

What children? 

Sorry honey, not today…

I have a headache 
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Compromised robots – Evil 
actions

I just cleaned your new TV

… with a hammer

According to this book,

Not listening to your parents 

is totally OK!

Error 404 – Lube not found
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Compromised robots – Evil 
actions ++

I also cleaned your car…

And let some thieves in

your house…

I took care of the kids.

Forever.

I cheated on you with your BF.

Also, I have a knife in my hand.
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Privacy breaches… anyone ?
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Thank you! Questions ?


