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Trivia

5.25”

*|BM 3380 HDA
*1Gb

2 360kb and 1.2mb

Floppy disks

* single hard drive assembly (HDA)
* announced June 1980
* 75 pounds

3.5”
1.44mb

First One
Gigabyte HD

=2,048 X
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Track O, Head O, Sector 1

For floppy disk: Boot Sector

credit: internet

sectors

Cylinder 0, Head 0, Sector 1

For HD: MBR (Master Boot Record)

I sectors

Partition 01 Partition 02

sectors

Cylinder 0, Head O, Sector 1
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Creating MBR and GPT partitions
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Two Types Of Partioning

= MBR-style
» Standard BIOS
» First sector contains Master Boot Record
» MBR contains the partition table

= GPT (GUID Partition Table)

» UEFI - Unified Extensible Firmware Interface

= UEFI includes a mini—operating system environment implemented in
firmware (typically flash memory)

» UEFI defines a partitioning scheme called GUID
= GUID (globally unigue identifier) Partition Table (GPT)

» First sector contains protective MBR
» Second and last sectors store the GPT headers
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Using Disk Management
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GPT and MBR-Style Disk

Using Disk Management

= Disk Management

Initialize the new disk as MBR

or GPT

i=1 Disk Management
File Action View Help

e @ HR e E

=b=]

Unallocated

“#Disk 2

Unknown

20.00 GB Initialize Disk
Mot Initializeq

Offline

o Properties
=sCD-ROM
DVD (D2) Help
No Media

B Unallocated [l Primary partition

Volume | Layout ‘ Type ‘ Capacity ‘ Free Spa... | % Free Fav
cw (C) Simple Basic Healthy (... 40.00 GB 33.56 GB B4 % No
4 r

I
L4Disk 0 I
Basic [(s)]
40.00 GB 40.00 GB NTFS
Online

Healthy (System, Beot, Page File, Active, Crash Dump, Primary Partition)

aDisk 1 I
Basic

20.00 GB 20.00 GB

Online

Initialize the new disk as MBR

or GPT

File Action View Help

e | @ HE B

Volume [Layeut [ Type File System | Status [ capacity [ Free Spa.. | %Free Fat

cw (C) Simple Basic NTFS Healthy (5. 40.00 GB 3356 GB 84 % No

« . 3
i

CaDisk 0 1

Basic (c

40.00 GB 40.00 GB NTFS

Online

Unknowr
2000 GB Initialize Disk
Net Initialize

Offline
C@IDisk 2 Properties
Unknown
2000 GB Felp
Not Initialized Unallocated

M Unallocated Ml Primary partition

Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

m

Initialize Disk

‘You must inttialize a disk before Logical Disk Manager can access it

[ ] Digk 2

i s 4
Initialize Disk @
eiiak Sole b Logical Disk Manager can access it.
Select disks
Disk 2

cted disks
() MBR (Master Boot Record)
@ GPT {GUID Parition Table)
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Mote: The GPT Darmun style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on

ltanium-based computers

Use the following parttion Ee ‘ortHe selgbted disks

@ MBR (Master Boot Record)
) GPT {GUID Parttion Table)

Note: The GPT partition style is not recognized by all previous versions of
Windows. It is recommended for disks largerthan 2TB, or disks used on
Itanium-based computers

Disk 1 as MBR r

Lz

Disk 2 as GPT




ISk Conversion

‘= Disk Management (==
File Action View Help
=7 =}
Volume [Layout [ Type File System | Status [ capacity [ Free Spa.. | %Free Fau
s (C) Simple Basic NTFS Healthy (... 40.00 GB 1B56GE 8% No
] T 2 b
i
Convert an iDisk 0 |
Basic (8]
. 4000 GB 40.00 GB NTFS
M B R d IS k to Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
G PT CaDisk 1 .
Basic New Spanned Volume...
2000 GB
Online New Striped Volume...
U New Mirrored Volumne..
™ . New RAID-5 Volume...
Ui = = Disk Management
2000 Convert to GPT Disk file Acion View Help
Not Inffalize
&= HE
.
Volume [ Layout [ Type File System | Status [ capacity [ Free Spa.. | %Free Fau
WS%'}‘OM ERopetEe = () Simple Basic NTFS Healthy (... 40.00 GB 15668 84 % No
Help
No Media
] m 2 b
i
M Unallocated Bl Primary partition
iDisk 0 .|
Basic [(&]
4000 GB 40.00 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
CaDisk 1 . |
Basic
20.00 GB 20.00 GB
Online Unallocated

s Disk 2
Converta
198868 Mew Striped Volume.
H Online
GPT disk to N Mirored el
MNew RAID-5 Volume...

MBR —t

New Spanned Volume...

- -
Ne Media Convert to MBR Disk I
i
Properties
M Unallocated
| Help
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GPT and MBR-Style Partitions

{54 Disk Management [E=8EeE =

File Action View Help

ez B EHREE

Basic
2000 6B
Online

Disk 2!
Basic
1088 G
Online

icp-Romo
VD (09

No Media

Volume [tayout  [Type File System | Status [ Capacity [ Free Spa.. [ % Free Fat
e (C) Simple Basic NTFS Healthy (5. 4000 GB 3356 GB 84 % No
« Creating disk partitions
L iDisk 0
Basic (©:
40.00 GB 40,00 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
4Disk 1

2000 New Simple Volume.

Unall¢ New Spanned Volume.

New Striped Volume.

=4 Disk Management
File Action View Help

|| HE @S E

New RAID-5 Volume...

1988

Unallg Properties.
T Volume [Layout [ Type File System | Status | capacity [ FreeSpa... | %Free Fault Tolerance Overhead
s (C) Simple Basic NTFS Healthy (... 40.00 GE 3356GB 84 % Ne 0%
CsMNew Volume () Simple Basic NTFS Healthy (P... 200 GB 19668 98% Ne 0%
CsMNewVolume () Simple Basic NTFS Healthy (P... 200 GB 18668 98% Ne 0%
CoMNew Volume (G:)  Simple Basic NTFS Healthy (L. 200 GB 18668 98% Ne 0%
Basic NTFS Healthy (P... 200 GB 126GB  08% Ne 0%

Basic NTFS Healthy L. 2.00 GB 196 GB 98 % No 0%

Basic NTFS Healthy (L... 2.00 GB 196 GB 98 % Ne 0%

3
W Unallocated Bl Primary partition M B R |y h B NTFS Healthy (L... 2.00 GB 196 GB 98 % N 0%
canonly have | = it s :

3

Basic NTFS Healthy (L... 2.00 GB I

4 primar ition -
7 P y parikt S Extended partitions

Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

=Disk 1
Easic
20.00 GB
Online

= Disk 2
Basic
19.88 GB
Online

I I R I
MNew Volume || Mew Volume | Mew Volume Mew Volume || Mew Volume || New Volume || Mew Volume | Mew Volume | |New Volume || Mew Volume
2.00 GB NTFS ||2.00 GBE MTFS ||2.00 GB NTFS 2.00 GB NTFS || 2.00 GB NTFS || 2.00 GB NTFS || 2.00 GB NTFS | 2.00 GB NTFS ||2.00 GBE NTFS ||1.99 GB MTFS
Healthy (Prim | |Healthy (Prim | | Healthy (Prim Healthy (Log | | Healthy (Logi || Healthy (Logi || Healthy (Logi || Healthy (Logie || Healthy (Logie | | Healthy (Logic

¢+« ¢+ ¢+ 1 [ |
New Volume || New Volume | Mew Volume || New Volume | New Volume ||New Volume || New Volume | Mew Volume || New Volume | Mew Volume
2.00 GB NTFS | |2.00 GB WTFS ||2.00 GE NTFS ||2.00 GB NTFS || 2.00 GB NTFS | 2.00 GB NTFS || 2.00 GB NTFS | 2.00 GB NTFS ||2.00 GB NTFS | |1.87 GB NTFS
Healthy (Prim || Healthy (Prim || Healthy (Prim || Healthy (Prim || Healthy (Prim || Healthy (Prim || Healthy (Prim || Healthy (Prim | Healthy (Prim || Healthy (Prima

m

GPT can have unlimited
number of primary
partitions
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Using DISKPART
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Using DISKPART

i Mew Volume (G:) Simple Basic MNTFS Healthy (L... 2.00 GE 1.96 GB 98 % Mo 0%

Cw Mew Volume (H:) Simple Basic MNTFS Healthy (P... 2.00 GB 1.96 GB 98 % Mo 0%

o Mew Volume (T Simple Basic NTFS Healthy (L... 2.00 GB 1.96 GB 98 % Mo 0%

Simple Basic NTFS Healthy (L... 2.00 GB 1.96 GB 98 % Mo 0%

U5|ng DlSKPART Simple Basic NTFS Healthy (L... 2.00 GB 1.96 GB 98 % Mo U:m
|| E® C\Windows\system32ycmd.exe - diskpart = | E P 0%

T L4DRR O — mmcrosoft Windows [Uersion 6.1.76881

Basi Copyrigme—ic) 20A? Microsoft Corporation. All rights reserved.
asic
40.00 GB ILQC : ~Usersskatniss >diskpart
Online H
CiDisk 1 = | CAWindows\system32\di: — -&_ E.
Basic
20,00 GB ) Microsoft DiskPart version 6.1.7680
Online Copyright (C> 1999-2088 Microsoft Corporation.

On computer: WIN-2IBEI3SBEGB

DISKPART > list disk
—iDisk 2 i Status
Basic | N B e
19.53 GB
Online 28 GBE 7i68 KB

Online 28 GB 10824 KB

DISKPART > _
£4CD-ROM 0
DVD (D:)
Ml BAeria
B Unallocated [l Primary partition

* denotes GPT disk
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GPT and MBR Disk Structure

16 heads per cylinder

C=0,H=0,5=1

Cylinder-Head-Sector Addressing

MBR Disk
CHS
Partition 4
Master Boot Record
Logical Block Addressing
GPT Disk

LBA

Partition Table Header

LBA

0
1
2
3
62
63
64
125
1024
1147
2017

CHS
0,0,1
0,0,2
0,0,3
0,0,4

0,0,63
0,1,1
0,1,2

0,1,63

1,0,17

1,2,14
2,0,2
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Petya
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Execution Flow
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New Executable Image

*The new executable image is decrypted with the following codes
* Each pass only decrypts a DWORD value

oy dwoid pr dst [435920]) , edx

start of pass

xchg edx st

o nis
add esi,ebp
not ecx

Xehg a5iges

xor e,

hov dword prr ds :[438950],

moy dword ptr s i [43536F
es

!dx

vt prr ds:[edx] ,A3s32r62

!!1 eax

=i Lebp

ror ebx,18

woy dword ptr s :[435320] , edi

Tol et

xchg edx,esi
mov dword ptr ds:[43575D], ebx

aﬂd esi, eax

xchg eai edx

sl

dec ecx
xor =i nceise

ecx, o5
mov dword prr ds:[435850] , ebx
ot esi
dec esi
inc esi
not_esi
xchg ecx,esi
neg esi
xor edi,EBGFI3E

ecx

xor.
20d dword prr ds: fede) A2432r
mov dwo ds: [43580€] , ecx

inc

d5:[436293] , ecx
ds: [435480] , edx
:[435960] , ecx

ds:[435570) , ed!

d ptr ds:[435876) ,edi
ds:[43504C] , ebx
esi,edi

mov dword ptr ds: (430747, ebx
edx, 259912

edx, 259912

X
edi, 13

T ebx
edx, ebp.
edx

esi

duord pur ds: [ed]

ed:
=i sgns;z

o eu1 130862
¢ prr ds:[435800], edi

or ecx, 1t
117386532
dword per asArax) p343zesz

4

dword ptr ds
Ma d ptr ds
ix

435585] L ecx

Jecx
62 duord per ds: [436377) ,ecx

eax, o
T esi
edx, ecx
nc esi

ebx, 5469079
ebx, 5469079

edx
dnord prr ds:[edx] ,A3432¢62
esi,ebp

mov duora Per ds:[436452] ,ecx

o,
d:ord Per ds: (4369461, ecx
ebx

Ychg et adx

S8 %, eop
xchg eckesi

hg' =
xch
xor e;( mx 7498

wehg ecx, est

,ebp

ub dword ptr
sub edx, 1413748

mov dword ptr

nat es-
xchg_edi, edx
not ebx

neg ebx
BoY Gmord per ds:
inc esi

st

: [435676] ,ecx

:[435840] , ecx

: [edx] 4343262

[436814] , ebx

edx, ed
xchg esi est

208 65351780
woy dword p(r ds [435094] , ecx
sub ex.ed

esi
dword ptr ds
esi

:[4366E3] ,edi

+[edx] , A3432F62

peDyaRo0stee2

51,4
petya. 41472

petya.0041635E
jmp Fe418923

mov dword ptr ds:[435200] ,ecx
xchg edi,esi
sub-esi,79082F7

lec
sub e:x 9469120

not
Xchg' ebx, eax
xoreax, ecx
xchg esi,esi
xchg esi,esi
xor_eax, ecx
xchg ebx, eax

not esi
add ecx, 9469120
inc ebx

1 5A108F3

end of pass

xor esi

es
POt dword pre ds:[edx]

xor edx,ebp
xor edx,269¢1c0

Jedx
xoredx,£895174
neg edi
mov dword ptr ds:[435224] ,edx
inc eax

:[436701] ,ecx

+ [43578¢€] , edx

+[ecix]

[435428] , edx

add !)( B8A98343

x:hq eax, edx
‘dword ptr ds:[edx],A343262
o

ebx
ror edi,1

xor edx,C1E0005

neg e

mov dword ptr ds: [435270] . edi

ror esi
add !dx.’r’ﬁ’ﬁé

)
sub dword pr ds:[edx],A3432F62
inc edx
mov dword ptr ds:[436960] ,ecx
xor esi,eax
ror
xchg zsi.edx

d ptr ds:[4358€8] ,ebx
e

SGx, ebx
el

c
zhx 10
ot esi’

£, 0038

d prr ds:

.12
edi

r esi,OSEAG38
esi, 054638
edx, 1F

eax|13
ecx,ebx

neg edi
ebx,12
not esi

ebx, 10

c esi

edx, ebx
esi
eax, 3650938
esi

ecx
eax, ebx

esi
dword ptr ds:
dword prr

:[435152] . ebx

+ [435484] , ebx

[43540] , ecx

xchg esi,esi
edi

wor eax,
xchg m ax
dec e

neg e B
! Eix,csanira
xchg e, edx
dec

ror ebx,1a
add esi)eax
edx

e cox cox.ebp

xor esi 38
x

gtr ds: [435000] , ecx
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New Executable Image

* checks if it is a valid executable image, with
proper MZ/PE marker

¥

petya.0041B95E
cmp dword ptr ds:[eax+ebx],4550
je petya.41B96A

[11]
Address Hex ASCII petya. 00418967
00418363 |4D 5A 90 00(03 00 00 00|04 00 OO0 QOO|FF FF(MZ.......... Wy dec ebx
00418373 B8 00 00 00(00 00 00 00|40 00 00 Q0|00 00| ,....... @, .... S Ee L
00418383 00 00 00 00(00 00 00 00|00 00 00 00|00 00 |.. ... euvnan.,
00418393 00 00 00 00(00 00 00 00|00 00 00 QO0|EQ OO |...vvveuvunn a.

00418343 OE 1F BA OQE|D0 B4 09 CD|21 B8 01 4C|cD 21 |..°.. .1t _L1!
0041B3B3 69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E |15 program can
0041B3C3 74 20 62 65|20 72 75 6E (20 €9 6E 20|44 4F |t be run 1in DO
004183D3 6D 6F 64 65(2E OD OD OA |24 00 OO0 OO|O0 OO0 |mode....$.....
0041B3E3 A5 BE 58 AD|E1 EF 36 FE E1 EF 36 FE|El EF |¥.X. aT6paiapai
0041B3F3 ES 97 A5 FE|E4 EF 36 FE|E1l EF 37 FE|FD EF | &.¥paigpai7 yﬁ
00418403 E4 E3 29 FE|E2 EF 36 FE|EC BD D6 FE |EQ EF |33d%9paicpikidpai
00418413 EC BD D7 FE|E4 EF 36 FE|EC BD D2 FE|F4 EF |i¥xpaiopikdpdi
00418423 EC BD EA FE|ED EF 36 FE|EC BD E& FE |EQ EF |1%&paicpiképai
00418433 52 69 63 68|E1 EF 36 FE |00 00 00 00|00 00 |Richaiep......
00418443 50 45 00 00(4C 01 05 00|7D F7 F2 56|00 O0|PE..L...J}=0OV..
00418453 00 00 00 QO(ED OO0 02 21 (0B O1 OC OO|00 84 |....4a..'......

¥

petya. 00418946
mov eax,5A4D

cmp word ptr ds:[ebx],ax
jne petya.41B967

J!
petya. 00418950
mov eax,dword ptr ds:[ebx+3C] ; ebx+3cC:" C”
lea ecx,dword ptr ds:[eax-40]
cmp ecx, 3BF
ja petya.41B967

00418463 00 34 00 00(00 00 00 00 |DO 90 00 00|00 10|.4...... Tkococ
00418473 00 AQ 00O O0(00 00 00 10|00 10 00 00|00 02|, ....ovvvann,
00418483 05 00 01 00(00 00 00 00|05 00 01 00|00 00 |...uveeunnnnns
00418493 00 20 01 00 (00 04 00 00|00 OO 00 00|02 00|. .....uvuann.
0041B4A3 00 00 10 00(00 10 00 00|00 00 10 00|00 10|...cvviunnnn

00418463 00 00 00 00(10 00 00 00 |EQ A7 00 00|52 00|........ ag..R.
0041B4C3 34 A8 00 00|3C 00 00 00|00 QOO OO0 OQO|00 00|47 . .<..uueu...
004184D3 00 00 00 00(00 00 00 00|00 00 00 00|00 00|...uveuvennns
0041B4E3 00 EQ0 00 00|34 02 00 00|00 00 00 OO|00 O0|.a..4.........
0041B4F3 00 00 00 00(00 00 00 00|00 00 00 00|00 00|. . v eunnnnn,
00418503 00 00 00 00(00 00 00 00|00 00 00 Q0|00 00|.. v euvunnn.

00418513 |OE 3B 98 04 |DE 87 C7 04 |DE 27 C5 04 |FE 86 |.;..pP.C.P A p.
0041B523 DE 87 C7 04 |DE 87 C7 04 |DE BY C7 04 |DE &7 |P.C.P.C.P.C.P.
0041B533 DE B7 C7 04 |DE BY C7 04|50 74 A9 7C|8BB B6 D.g.b.g.Pt@l..
00418543 50 06 C6 04 |DE 97 €O 04 |DE 8B CO 04 |DE OB |P.£.P.A.P.A.PB.
00418553 |DE 87 C7 04 |DE 87 C7 04 DE 87 C7 04 |BE 80 p.g.p.g.p.g.%.
00418563 B2 76 AA AS(8C 5D C6 04 |88 BC CO 04 |DE 27| =va¥.]4...A.p’
0041B573 DE 93 CO 04 |DE OF C5 04 |DE 87 C7 04 |[DE EB7 D.A.P.ﬁipng.P.
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New Executable Image

* resolves GetProcAddress, LoadLibraryA, and VirtualAlloc APIs by
comparing the hashed values of the different APIs in kernel32 library

mov es1,dword ptr ds:[ebx+10]

push 3

mov eax,dword ptr ds:[esi+3C]
mov eax,dword ptr ds:[eax+esi+78]

add eax,esi

mov dword ptr ss:|fesp+1c],eax
mov edi,dword ptr ds:[eax+20]

mov ebp,dword
add edi,esi
pop eax

add ebp,esi
mov ebx,eax
mov ecx,dword
add ecx,esi
xor edx,edx

ptr ds:[eax+24]

ptr ds:[edi]

mov al,byte ptr ds:[ecx]

ror edx,D
movsx eax,al
add edx,esax
inc ecx

mov al,byte ptr ds:[ecx]

test al,al

jne petya.41B9F1
cmp edx,ECOE4EBE
je petya.41BAl18
cmp edx, 7CODFCAA
je petya.41BA18
cmp edx,91AFCAS4

ine petya.41BA62

4|

Address Hex ASCIT
76108201 7 7 &65[74 50 72 6F |63 41 64 64|72 65|W.GetProcaddress
76108211 00 65 74|50 72 6F 63|65 73 73 41|66 66(.GetProcessaffin
76108221 69 79 4p|61 73 6B 00|47 65 74 50|72 6F [ityMask.GetProce
76108231 7 44 45|50 50 6F 6C|69 63 79 00|47 65|ssDEPPolicy.GetP
76108241 7 63 65|73 73 47 F2|6F 75 70 41|66 66 |rocessGroupaffin
76108251 69 79 00|47 65 74 50|72 6F 63 65|73 73|ity.GetProcessHa
76108261 6E 6C 65|43 6F 75 6E|74 00 47 65|74 50(|ndleCount.GetPro
76108271 63 73 73|48 65 61 70|00 47 65 74 |50 72 |cessHeap.GetProc
| 76108281 63 73 48|65 61 70 73|00 47 65 74 |50 72 |essHeaps.GetProc
76108291 65 73 49|64 00 47 65|74 50 72 6F |63 65 |essId.GeLProcess
\ 76108241 49 4F 66|54 68 72 65|61 64 00 47 |65 74 |IdofThread. GetPr
" 610B2E1 6F 65 73|73 49 6F 43 |6F 753 6E 74 |65 72 |ocessIoCounters.
»E10B2C1 7 74 50|72 6F 63 65|73 73 50 72|65 66|GetProcessPrefer
76108201 7 64 55|49 4C 61 6E|67 75 61 67 (65 73 |reduILanguages.G
7610B2E1 63 50 72 |6F 63 65 73|73 50 72 69 |6F 72 |etProcessPriorit
7610B2F1 79 42 6F 6F |73 74 00 47|65 74 50 72 |6F 63 |yBoost.GetProces

—

Address |Address

Comments

0012FEFD | 0041AD7 3
0012FEF4 | 001F1BEE
D012FEFE | 760A1837
\012FEFC | 76104DAB
J12FFO0 | 760A05F4
U012FF04 [760AZE864
0012FFO8 | 77B24DCO
0012FFOC | 0041B363
0012FF10| 77B155F0

0012FF14 | 00000003

petya. 0041AD7 3

kernel32.cetProcaddress

kernel32.76104DA8

kernel32.virtualalloc
kernel32. LoadLibrarva

ntd11.NtFlushInstr
petya. 00416363
ntdl1.77B155F0

/CODFCAA

ECOE4ESE
91AFCA54

GetProcAddress
LoadLibraryA
VirtualAlloc

F
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New Executable Image

* allocates new virtual memory using VirtualAlloc

* copies the new image to the new virtual memory, section by section

* resolves APIs using the GetProcAddress

v

g4 Dump 3

Address

ASCT”

O02FABFO
002FA93
DDZFAQ?%
002FASBO
002FASFD

002FAAZ0
002FAA7O

new memory location r

= | B | E2
= |

Address

Address

comments

>

sToken. .. .LookupPr
N+ 1
002FaaBO| ...

0041BBFA
0041BEBFD
0041BC00
0041BC02
00418C03

0041BC06
0041BC09

add eax,?2

push eax
push esi
call ebx

add ebp,4

BPOINter..qg.5etFilePointerEx. . %. Writerile. A,
stemDirectoryA.Y.DeviceIoControl.R.CloseHand]e.
ocess...GetLastError. . E. GetProcAddress. ... GetModu]
apalloc.I.HeapFree..J.GetProcessHeap. . KERNEL32. d11
seContext. . CryptAcquireContextA. . A. CryptGenkandom
iwilegevaluea. .. AdjustTokenPrivi

APl hames

mowv éax:dword ptr ss:|febpl

add eax,edi

mov dword ptr ss:[ebp],e

AN

eax: 'SetFilePointer
eax: 'setFilePointer
eax:"setFilepointer

ebx:GetProcAddress

A\

APl address

002F9FFC
0O2FADDO
D02FAOQD4
D02FAODDE
002FADDC

T T =TTt Te

L

75F6B5A2
73F6B7C4
75F5E5EE
7OF58CTF

002FA0L0) 75F5E74C

002FAD14
002FAOLS
002FA0LC

75F6BB656
00000000
760A34FF

DOZFADZ0) 76092424

D02FADZ24
D02FADZE
002FADZC

7e0Aa11CC
7609DAA0
7609C5F4

002FA030) 7609EBDD

D02FAD34
D02FAD3S
002FAD3C

760A05B7
7E0AZBFC
7609F176

D02FAD40) 760A1 837

D02FAD44
D02FAD4E
D02FAD4C

760A28D7
77832000
7609F198

D02FA050) 7609F24C

D02FADS4
D02FADSS
002FAOQSC

7B09EF76

7 B0ADG0C
o0 Qo000

advapi3z.
advapi3z.
advapi32.
advapi3z.
advapi3z.
advapi32.

kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel3z.
kernel32z.

LookupPrivilegevaluea
OpenProcessToken
CryptGenrandom
CryptAcquireContexta
CryptReleaseContext
adjustTokenPrivileges

SetFilePointer
SetFilePointerEx
wWriterile
ReadrFile
GetsystemDirectoryA
DeviceIoControl
CloseHandle
CreateFilea
GetlLastError
GetProcaddress
GetModuleHandTlea

ntdl1.rtlAllocateHeap

kernel3z.
kernel3z.
kernel3z.
kernel3z.

HeapFree
GetProcessHeap
GetTickCount
GeETCUrrentProcess

N\

API addresses
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Execution Flow

= New executable image
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XXXX section

* locates and decrypts .xxxx section Address

002F0000 ~ocococloocccooccpoocoooococooonoooot

002F0040 S program cannot be run in DOS mode. .
0 002F00BO .¥pai ﬁEa'I ?by'lﬁbaagba'lﬁmﬁobm Eb'l;ixba'lﬁb'mﬁbm Eb
SAIMEES [lamein . _ — i 002F0O0CO ichaigp........PE..L... 50V........
R R P ".;M 2138 A, SEKAOODY. -5} b Ak BriThg. 50; 002F0100 Y - ¥

GEN.4ML. . 62, kxrbve tn d 20, . ®NEG ' CHO. N®&. N. . 50/p<. 0x1™"av.xo

i74.020:r21C. 6 7 SR Y= Sogh \wzeb. 9. =04 V%, . PO¥Z.)%g 002F0140
i . +&%8729 | {vuhobiwRY\CYTS®. §°+é\a\BOor'|

¥k Lapsx i )X\AH]\E Ns"_gay ;‘)ch .0, 88%':8%88
.A>E% +2.\GCB[V. [wglcl e

.6<u” (7 EAUT YB\WR—mglﬂth F c

P 1 - - T

ceeee...TEXT. i

00300838

R e BT qm**amggnz\(rﬁgéﬁﬁ%mmIn oA Q02F0200 ..@8, .8 data... -
| co300azs ‘ﬂm‘igﬁvﬁlvé gggggggg 5 LB A reloc. .4, ... ..
00300576 002F02€0 :.::..:.:.::::::::::::::::::......::::::::::::::::::::..::
§§§§§§§§ usa, cenos 0 =1 T |
uugggc]g.MA[YN5f<xxwugtpnB Q02F0340).... .

00300CB8|(wWiT..... XRVT\Sac]. +6PWWTV. XAC. tr’hfvca\{ st LOR.
00300CF8 BoxA KOA. %2 "RO° 6A0HT. . . XXOLIF. .1%{t!".)6 [WT
00300D38 T66uayD. £, p. GOB AE. OEMuuuyauaEL .....
00300D78 Mch & %("<96 ..... $ ... .E... 05xE%E] rzﬂ QUOAEYP EI%&J
00300DB8 w}y{nkeumu\Yv GITB(ILWJPSKU VVR~-rvgtj+qje
00300DF8 | B0BRU. ¥ 1 X< L)zl (uk
00300E38|0 Ae B
00300E78
00300EBS
00300eF8|..A.0
|| 00300F38 U
00300F78|...
00300FBE
00300FF8
00301038
00301078
|| 00301088

E T

002F119B
®or ebx,ebx
inc ebx XXXX

ucg
* /(% OEI&eeDOUrﬂoeeé’aa 3
\QVKHd'I( y~spu]u'\af Wlopoosoog Is"$0 S'ub be . as51

PAEET ~..£x]\YZIEcN1¢[ESxo ifc™.| B Section
GDEC

n

elizle . ey

'"i'

Address |ASCIT

00300838|0(30.p.5 .PAA. .Fi4.0O...Fy<it.<1T.<.u3.PAd..FA.E.O...W. u*yﬂa
A, AR O, . .R.of. 0. bFuFE“EuZA Fb Fy.vil. ~y S+, f\y y &Aa E.B.

u. bee AFD. .~p.T<.PAA....p.E.O...W.. ..

D02F11A0

®or edx,edx
lea ecx,dword ptr ds:[ebx+esi]
mov eax,ebp

G.pFOF.p...z bFuENb f\ EA
.&.C12 456"8‘3abcdefgh1]kmﬂopqr‘Stu\MXABCDEFGHJKLMNF‘QRSTUVWX
78 Repanmng file system on €: .... The type of the file system is
00300838 B8 FS... one of your disks contains errors and needs to be repa
F8 wred This process. may take several hours to complete.It is s
38| trongly recommended to let it. complete..... WARNING: DO NOT

div ecx
Qxor byte ptr ds:[esi],d]
inc esi
dec edi
jne 2F11A0

8| TURN OFF YOUR PC! IF YOU ABURT THIS PROCESS, YOU COULD. DESTRO
00300AB8 | Y ALL OF YOUR DATA! PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGG
00300AF8|ED. 55550 CHKDSK is repairing sector..Please reboot your c
00300838 omputer" . Decrypting sector...... You became victim of the PETY
00300B78| A RANSOMWARE!..... The harddisks of your computer have been encr
003008E8 | ypted with an military grade.. encryption algorithm. There is no
00300BF8| way to restore your data without a special.. key. You can purch
00300C38|ase this key on the darknet page shown in ste &occcc To purchas
00300C78|e your key and restore your data, please ﬂﬂ'\ow these three easy
00300CB8|.. steps:.... 1. Download the Tor Browser at "https://www. torpro

00300CF8 ject.or’g/ If you need. help, please google for "access oni

00300D38|on page”... 2. Visit one "of the tal mwm? pages with the Tor Bro [

00300078 |wser:....  ..... 3. enter your personal decryption code there: (]

00300DE8 | . ... . If you already purchased your key, please enter it (]

00300DF8 Key: .... Incurrect key! Please try again........ [

00300e78 S5585s8SssSiin. s $$$$$$§§l§l§ssssﬁsﬁ%ﬁgmngﬁﬁ “#, ¥ XORd t
E u U u u

e e ecryptor
EF *. .. $5%u

90300F 33 '§$$$uu§$§_s s;ssm;ssw ..*ssssm*” : 002F11AF
F u...us¥ c u

00300FB8 $33% mov dl -

00300FF8

00301038 §33

00301078 | *§555554 *$*** . uuuu ““$$$$$$$$$$uuu |

003010e8 .533% 555"’“"

003010F8| * **§§48%

00301138

00301178/ .

decrypted
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Execution Flow

= New executable image

B XXXX section
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Bootable Disk

* |ocates bootable disk

 terminates if the malware can’t open drive C:

002FBAFD
Bcall dword ptr ds:[<&CreateFilea>] A#J . .
mov esi,eax ; eax:’ AN |08|Ca|dr|Ve
cmp :IS],:::::::: —
jne 2FEBBOG
']
v ¥
OD2FEBOG D0ZFBAFD
ush ebx push eax ; eax:" c:"
ea eax,dword ptr s55:|fesp+18] call dword ptr J;.[{&C]nEEHand1e>] | o
push eax ; eax: c:" jmp 2FBAAD .
ush 2 terminates
ea eax,dword ptr ss:|lesp+2c]
push eax ;o oeax: SAheet
push ebx
push ebx
push 560000
push esi
call dword ptr ds:[=&DeviceIoControl=]
push esi

call dword ptr ds:
mov al,byte ptr s5:|fesp+28]
mov esi,2FA26C ;

[=&CToseHand] e=]

2FA26C:" O\ Phy

RETURMN from
De . 7

=
=
o 5

o= & &
Sl

=

=
=
=
=
=

=

=

=

=

o S
=
= 5
=
=

kernel32.DeviceloControl t
AAARA B
0

[ETPNE] (002F8AF6
0012F1DC
0O12F1EG
0012F1E4

0012F1E8
0012F1EC
0012F1F0
0012F1F4
0012F1F8

0012F210
00060000
00000003
00060000
00060003
00000000
00060000
00062151

logical drive

FileName = "\\.AC:™

DesiredAccess = O

ShareMode = FILE_SHARE_READ{FILE_SHARE_WRITE
pSecurity = NULL
CreationDistribution = OPEN_EKISTING
Attributes = 0

hTemplate = NULL
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CreateFile()

- to open a physical or logical drive
- use FILE SHARE READ and FILE_SHARE WRITE flag

0012F1D8
8012F1DC
0012F1E0
0012F1E4

0012F1E8
B012F1EC
0012F1F0
0012F1F4
0012

0012F178
0012F17C
0012F186
0012F184
0012F188
0012F18C

0012F196
0012F194
0012F198

Co02F8AF6

0012F210
000066000
00006003
000066000
00006003
000066000
000060600

CAB3BS9FB phy5|cal drive
B012F254 || FileName = "\\.\PhysicalDriveB” ] T
80100000 || DesiredAccess = GENERIC_READ|100000
00000003 || ShareMode = FILE_SHARE_READ{FILE_SHARE_WRITE
00000000 || pSecurity = NULL
00008003 || CreationDistribution = OPEN_EKISTING
000000e0 || Attributes = @

00000000 | “hTemplate = NULL
00006001

FileName = "\\.AC:™ . .
DesiredAccess = B |Oglca| dr‘lve
ShareMode = FILE_SHARE_READ|{FILE_SHARE_WRITE

pSecurity = NULL |
CreationDistribution = OPEN_EXISTING
Attributes = B

hTemplate = NULL

* Logical Drive

W\C:

hard drive partition letter, e.q. drive C:

* Physical Drive
\\.\PhysicalDrive0
physical drive are represented as \\.\PhysicalDriveX,
where X is 0,1,2
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Execution Flow

= New executable image
= XXXX section
= Bootable disk
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DeviceloControl()

Sends a control code directly to a specified device driver, causing the
corresponding device to perform the corresponding operation.

Syntax:

BOOL WINAPI DeviceIoControl (

In HANDLE hDevice,

_In_ DWORD dwIoControlCode,
_In opt LPVOID lpInBuffer,

In DWORD nInBufferSize,
_Out_opt LPVOID lpOutBuffer,

In DWORD nOutBufferSize,
~Out opt LPDWORD lpBytesReturned,

_Inout opt LPOVERLAPPED lpOverlapped

F::RTINET



Initial call to DeviceloControl()

oD
|

501500 Oue
AR

)

e
=
=
=
=

BOOL
WINAPI
DeviceIoControl ( 000000A0, // handle to device
IOCTL_VOLUME_GET VOLUME DISK_EXTENTS, // dwIoControlCode
NULL, // lpInBuffer
0, // nInBufferSize
0012Fr218, // output buffer
32, // size of output buffer
0, // number of bytes returned
NULL // OVERLAPPED structure
)i
movV es1,eax ; eax: .
cmp esi,FFFFFFFF
jne 2FEBOG6
| dwloControlCode:
! 0x560000
002F8BOBG 003
ush ebx _ N pu IOCTL_VOLUME_GET_VOLUME_DISK_EXTENTS
ea eax,dword ptr ss:|fesp+18] Ci — — —_— — —_—
push eax ; eax:" c:" Jn
ush 20 4 i ot . 2l
ea eax,dword ptr ss:[lesp+2C
push eax ; eax:" c:" IpOUtBUffer:
push ebx . .
PUSh e 00 A pointer to a buffer that receives a
push esi . . .
€all dword ptr ds:[<&CloseHandles>] phyS/CG/ /OCGZ’/OI’) Of the dISk,
mov al,byte ptr ss:|flesp+28]
mov es1,2FAZGC ; 2FA26C:" Phys1d

VOLUME_DISK_EXTENTS structure
Represents a physical location on a disk.
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Bootable Disk

the initial calls to CreateFileA() and DeviceloControl() are

used to check if the drive C: is accessible
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Execution Flow

= New executable image
= XXXX section
= Bootable disk

= [nitial call to DeviceloControl
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\\.\PhysicalDriveO

= Disk Device Objects created by Windows disk class
driver

» \Device\HarddiskX\DRX
= \Device\HarddiskO\DRO
= \Device\HarddiskO\DR1

= Backward Compatibility (Windows NT 4)
» \Device\HarddiskO\PartitionO = \Device\HarddiskO\DRO

= | egacy name (symbolic links)
» \GLOBAL??\PhysicalDrive0 - \Device\HarddiskO\DRO
= \\.\PhysicalDriveX for CreateFileA()

» \\.\PhysicalDriveO - \Device\HarddiskO\DRO
» CreateFileA("\.\PhysicalDriveQ”, ...)
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Using WinQObj
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\\.\PhysicalDriveO

\Device\HarddiskO\PartitionO

-'M WinObj - Sysinternals: www.sysinternals.com 9 \DeV|Ce\Hardd|Sk0\DRo
File View Help —
4.0 || Name « Type
. ArcMame ISP o
b EEEZNEL”E"OE’JEC“ iti SymbalicLink \Device\Harddisk0\DRD I
Fr allbac| I
2 Device L SLEN D SymBoNCLing TOEvice araaisky om
f | HarddiskD
b Ly Hitp - 27 . .
L)) Ide L1 WinObj - Sysinternals: www.sysinternals.com \G LOBAL \Physu?aIDrlveO
| Drives — -> \Device\HarddiskO\DRO
: FileS et File VWiew Help
[» - . FileSystem
| GLOBALT? 44 * || Name + Type / ink &
- | KernelObjects - ArcName _ [Blocash Sucabaliclink \Dlengic e DEAL h
: :”L“SW”D”‘ b EET;NTE"%JE“‘ [ J PhysicalDrived SymbolicLink \Device\Harddisk0\DRD
- ObectTypes P Da Hac Ll S Tl T T e NemedrpE
" 4., Device . :
.|| RPC Control Harddickd @PRN Symbeliclink YWDosDevices\ LPT1
<] B < Hitp A @ProcmonDebugLog... SymbelicLlink ‘device\ProcmonDebug...
\Device\HarddiskO\Partiti 5 Ide " ||| /& ProcmonExternallo... Event
EVICE\Marddis articion B
..... Driver |E Psched SymbelicLlink \Device\Psched il
EileSuctans @Root#*lSATAP#ﬂﬂﬂ... SymbelicLink 4 Deviceh 00000001 |ﬂ
..... ., GLOBAL?? @Root#*ISATAP#ﬂUU... SymbelicLink W Deviceh00000001
..... T RernelUbjects @Hoot#*TEF‘.EDGWUU... SymbelicLink 4\ Deviceh\00000002
..... . KnownDills n @Root#*TEHEDG#ﬂUD... SymbelicLink WDevicel00000002
----- . MLS @Rout#MS_AGILEVP... SymbelicLink WDeviceh00000035
----- . ObjectTypes ElF'.oot#MS_AGILEVP... SymbelicLink 4\ Device\ 00000035
----- .. RPC Control o @Root#MS_LZTPMINI... SymbelicLink WDevice 00000036
4 | § T b @Root#MS_LETPMINI... SymbelicLlink WDevice\ 00000036 -
WGLOBAL?#\PhysicalDrivel
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\\.\PhysicalDriveO

* CreateFileA(“\\.\PhysicalDrive0”, ...)
* DeviceloControl(fileHandle, 0x70048,...)

push ebp
mov ebp,esp
sub esp,9cC
push esi
xor esi,esi
push esi
push esi
push 3
push esi
push 3
push 80100000
push ecx
call dword ptr ds:
cmp eax,FFFFFFFF
jne 2F8ADC
push eax
c€all dword ptr ds:
push 2
pop eax
jmp 2F8A39
Eush esi
ea ecx,dword ptr
push ecx
Eush 90
ea ecx,dword ptr
push ecx
push esi

[<&CreateFilea=]

[<&CToseHandlex]

ss:[lebp-4]

55 :[lebp-98]

0012F178
0012F17C
6012F180
0O12F184
0012F188
B012F18C
B012F190
0012F194
0012F198

PhysicalbriveQ”

pPhysicalprive0”

(003B8IFB
0012F254
80100000
00000003
00000000
00000003
00000000
00000000
00000001

FileName = "\\.A\PhysicalDriveB”
DesiredAccess = GENERIC_READ|160000
ShareMode = FILE_SHARE_READ|FILE_SHARE_WRITE
pSecurity = NULL

CreationDistribution = OPEN_EXKISTING
Attributes = B

hTemplate = NULL

Pish So0ss 0012F1 74 [WIRIETV

T S — Q012F1/8 | 000000AR ||| hDevice = BOODOOAL
push 2 b 08 0012F17C | 00070048 || ToControlCode = 70048
test eax,eax 0012F180 | 00000000 ||| InBuffer = NULL

0012F184
0012F188
0012F18C
0012F190
0012F194

00060006
0012F1A0
00000090
0012F 234
00060006

InSize = B
OutBuffer = 0012F1A0 —> FE
OutSize = 1l44.

ButesReturned = 0012F234 —> 9
pOverlapped = NULL

F::RTINET



Call to DeviceloControl()

BOOL
WINAPI
DeviceIoControl ( 000000A0, // handle to device
IOCTL DISK GET PARTITION INFO_EX, // dwIoControlCode
NULL, // lpInBuffer
0, // nInBufferSize
0012F1A0, // output buffer
144, // size of output buffer
0012F234, // number of bytes returned
NULL // OVERLAPPED structure
)
002F8A10 |  |push ecx | - dwloControlCode:
DO2FBAL: ush 90
00 - ea ecx,dword ptr ss:[Jebp-9g] 0x70048
002FBALC pusH ecx
00Z2FBAL1D i
Qozrealp | |push e |OCTL_DISK_GET_PARTITION_INFO_EX
002FBAlF push 70048
002FBA24 push eax
Eﬂ; dword ptr ds:[<&DeviceIoControl=] | f‘f
00 push 2 .
002FBAZD test eax,eax pOUtBU er:
OOFERADE non _ecwy

Receives the partition information

PARTITION_INFORMATION_EX
(ITPISNIN C00308A2B

0012F178 | 000BOOAO (| hDevice = 0OOOOOAD Contains partition information for
0012F17C | 00070048 || ToControlCode = 70048

0012r180 | 00000000 || InBuffer = NULL standard AT-style master boot record (MBR) and
0012r184 | 00000000 || InSize = 0 , , ,

0012F188 | 0012F1A0 (| OutBuffer = 0O12F1A0 -> FE Extensible Firmware Interface (EFI) disks.

0012F18C | 00000090 || OutSize = 144.

PO12F196 | 8012F234 ||| BytesReturned = 0012F234 —> 9

0012F194 | 00000600 |“pOverlapped = NULL
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PARTITION_INFORMATION_EX

dwloControlCode:
0x70048
IOCTL_DISK_GET_PARTITION_INFO_EX

|pOutBuffer:
Receives the partition information

PARTITION_INFORMATION_EX
Contains partition information for

standard AT-style master boot record (MBR)

and Extensible Firmware Interface (EFI) disks.

typedef struct {
PARTITION STYLE PartitionStyle;
LARGE INTEGER StartingOffset;
LARGE INTEGER PartitionLength;
DWORD PartitionNumber;
BOOLEAN RewritePartition;
union {
PARTITION INFORMATION MBR Mbr;
PARTITION INFORMATION GPT Gpt;
}i
} PARTITION INFORMATION EX;

typedef enum PARTITION STYLE ({
PARTITION STYLE MBR
PARTITION STYLE GPT
PARTITION STYLE RAW =
} PARTITION STYLE;

0,
1,
2

Constants :

PARTITION_STYLE_MBR

Master boot record (MBR) format. This
corresponds to standard AT-style MBR partitions.
PARTITION_STYLE_GPT

GUID Partition Table (GPT) format.
PARTITION_STYLE_RAW

Partition not formatted in either of the
recognized formats—MBR or GPT
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Using Process Monitor
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\\.\PhysicalDriveO

* CreateFileA(“\\.\PhysicalDrive0”, ...)
* DeviceloControl(fileHandle, 0x70048,...)

Md prr ds:[<&Createfileas]
jne ZFSJOC

push eax

Gall dword ptr ds:[<&CloseHandles]
push

pop
imp 2FBa39

rd ptr ds:[<&0evicerocentrols] 012F 1] O h i Uk}lj.m]m‘]ljn .

NULL

; ‘| o 0 ' 0012F1A0 -> FE
CreateFileA("\\\PhysicalDrive0”, ... |

_\ /

0012F234 -> 9
= NULL

r;ﬁ' Process Monitor - Sysinternals: W‘A\ ils com E‘Elg1
File Edit Ewent Filter Tools OA\ elp
=d| ABE | TA \/@ oy AZE LR
Process N... PID Dperatmn\[ ath Result Detail
¥petya.eXE 3624 BhCreateFile \Device\Harddisk0\DRO SUCCESS Desired Access: Generic Read, Disposition: Open, Options: Synchronous 1
petya.eXE 3624 BhDeviceloControl \Device\HarddiskO\DRO SUCCESS Control: IOCTL_DISK_GET_PARTITION_INFO_EX
4| \ 3
Showing 2 of 2,953,299 events (0.000067 %) Eac \memor}f
\

LN

DeviceloControl(fileHandle, 0x7004S8,...)
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Execution Flow

= New executable image

= _XXXX section

= Bootable disk

= |nitial call to DeviceloControl
= \\.\PhysicalDrive0
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Read, Encrypt, and Overwrite
" Reads a copy of the MBR(sector 0x00)

= A series of instructions for the sector Ox01 to 0x21
» CreateFileA()
» SetFilePointerEx()
» ReadFile()
» CloseHandle()
» XOR with 0x37
» CreateFileA()
» SetFilePointerEx()
» WriteFile()
» CloseHandle()

= \Writes the new MBR

= Writes the small kernel code starting at sector Ox22
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MBR format

= MBR/Sector size is 0x200 bytes
» 0 to Ox1bd: bootstrap
» Ox1be: 1st partition table entry (16 bytes)
» Ox1ce: 2nd partition table entry (16 bytes)
» Ox1de: 3rd partition table entry (16 bytes)
» Oxlee: 4th partition table entry (16 bytes)
» Ox1fe: Ox55, OxAA (bootsector marker)
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Read, Encrypt, and Overwrite

Reading the MBR - e
ea Ing e Address Hex ASCIT -
0012F 888 33 CO BE DO|BC 00 7C BE|CO BE D8 BE |00 7C BF 00 |3A.Dh. |.A.9§T!J. I
0012F898 06 BO 00 02 |FC F3 A4 50|68 1C 06 CB|FB B9 04 00 |.'..démPh..EQ°
0012FBASB BD BE 07 80|7E 00 00 7C|OB OF 85 OE|OL 83 €5 10 |14, .~..l......
. . 0012F8B8 E2 F1 CD 18|88 56 00 55|C6 46 11 05|c6 46 10 00 |ARL..v.UEF. . xF
. SetFllePOIHter‘EX() 0012F8C8 B4 41 BB AA|55 CD 13 5D|72 OF Bl FB|55 AA 75 09 | As2Uf.]r..dus
0012F8D8 F7 ¢l 01 00|74 03 FE 46|10 66 60 80|7E 10 00 74 |=A..t.pF.f .~
e ReadFil 0012F8ES 76 66 68 00|00 00 00 66|FF 76 D8 68|00 00 68 00 |&Fh....fyv.h.
eaarl e() 0012F8F8  |7C 68 01 00|68 10 00 B4 |42 8A 56 00(88 F4 €D 13 [lh..h.. B.V..5
0012F908 SF 83 C4 10|9E EB 14 B8 |01 02 BB 00|7C BA 56 00 |..A..&. ..». |
0012F918 BA 76 01 BA|4E 02 BA 6E|03 €D 13 66|61 73 1C FE |.v..N..n.f.fas
0012F928 4E 11 75 0C|80 7E 00 80|OF 84 8A 00|B2 80 EB 84 |N.U..~...... =
0012F938 55 32 E4 BA|56 00 €D 13|50 EB 9 81|3E FE 7D 55 |U2&.V.I.]é..>p
D02ERBO92E 0012F948 AA 75 G6E FF (76 00 E8 8D|00 75 17 FA(BO D1 E6 64 |2unyv.é&..u.0" Rz
h 0012F958 ES 83 00 BO|DF E6 60 E8|7C 00 BO FF|E6 64 E8 75 |&.. Rz &|. yad
pusmn_ecx 0012F968 00 FB B8 00|BB CD 1A 66|23 CO 75 36|66 81 FB 54 [.0 .»f. F#Au:f.
PUSTTEST , , 0012F978 43 50 41 75|32 81 F9 02|01 72 2C 66|68 07 BE 00 |CPAU2.U..r,Th,
call dword ptr ds:[<&SetFilePointerex:>] 0012F988 00 66 68 00|02 00 00 66|68 O8 00 00|00 66 53 66 |.fh....fh....f
rl,wt—, - 0012F998 53 66 55 66|68 00 00 00|00 66 68 00|7C 00 00 66 sEufhi...fh. I
: = 0012F9A8 61 68 00 00|07 CD 1A 5A(|32 F6 EA 00|7C 00 00 CD |ah...f.Z206&. . F
m§3 Eg:’g‘ggrd prr ss:flebp-4} 0012F9B8E 18 AO B7 07 |EB 08 AQ B&|07 EB 03 AO[B5 07 32 E4 |. -.&. Y.&. p.
' 0012F9C8 05 00 07 8B|FO AC 3C 00|74 09 BB 07 |00 B4 OE CD |....B-<.T.»..~
push eax 0012F9D8 10 EB F2 F4 |EE FD 2B C9|E4 64 EB 00|24 02 EO F8 |.abdbey+Eade. §.
push ebx 0012F9ES 24 02 C3 49|6E 76 61 6C |69 64 20 70|61 72 74 69 |$.AInvalid pari
push edi 0012FOF8 74 69 6F 6E |20 74 61 62|6C 65 00 45|72 72 6F 72 |tion table.Err |
et 0012FAQ8 20 6C 6F 61|64 69 6E 67|20 6F 70 65|72 61 74 69 | loading operaf E
. . 0012FA18 6E 67 20 73|79 73 74 65|6D 00 4D 69|73 73 69 6E |ng system.Miss
L €all dword ptr ds:[<&ReadrFile>] 0012FA28 7 20 6F 70|65 72 61 74|69 6E 67 20|73 79 73 74 |g oper'at'lr'lg sy
= 0012FA38 65 6D 00 00|00 63 78 9A|93 71 CA E3|00 00 80 20 |em.. a
je 2FB91A 0012FA48 21 00 07 FE|FF FF 00 OB |00 00 00 FO|FF 04 00 00 |'..pyy..... By
0012FA5S 00 00 00 00|00 00 00 00|00 00 00,0Ql00 00 00 Q0 | . ... .....
r 0012FAGS 00 00 00 00(00 00 00 00|00 00 QOfO0TO0 Q0 Q0 QU [F-eveveeenens i
[T o 0012FA78 00 00 00 00|00 00 00 00|00 00 00joo|00 00 ps5waRl (f.............
¥ ¥ 0012FA8SE 00 00 00 00|00 00 00 00|00 00 00 biemmimmigm. . . . . - ... .....
0012FA98 00 00 00 00[00 00 00 00|00 00 00 0000 00 00 AN ............ 2
002F891A 002F894D g m | <
XOr eax,eax push esi <
jmp 2F895C €all dword ptr ds:[<&CloseHandle=] \ =
XOr eax,eax
cmp dword ptr ss:|lebp-4],ebx Ox55AA
sete al
end of sector marker
b A
ZF Process Monitor - Sysinternals: www.sysinternals.com [ =NE ﬂ_hj
Eile Edit Ewvent Filter Toocls Opticns Help
EH | ABE | vAS | B &8 B M
Process N... Operation Path Result Detail
petya.e eatefle Device\Haraadisk0\DRO Desired Acce ene Read, Disposition: Open, O
¥ F - - - . ] ] T
®petya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read, Disposition: Open, O
¥ E . . -
“petya.eXE ZhDeviceloControl \Device\Harddisk0\DRO SUCCESS : = s PARTITION_INFO_EX
v T - - -
@petya.eXE BReadFile \Device\Harddisk0\DRO SUCCESS | Offset: 0x0, Length: 0x200)1/0 Flags: Non-cached,
. ¥ - - -
®petya.eXE BhCloseFile \Device\HarddiskO\DRO  SUCCESS
= = 1
F::RTINET




Using HDHacker
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Read, Encrypt, and Overwrite
Reading the MBR

S HDHacker (By Dimia)
Sector Image [MBR HardDizk 0]

= x

AL Phi........ £ [0 WUF. F. & U Uu. tFF .
£~ b fvh bbb B L [ 1w M I fas M .uE~ £]1.£.

(X

Wourse o d oL TORALZ nfh P e FSFSH . Fh). Fah, _ _ _

i O D I T S +.d..%...$. Irnvalid partition table.Error loading [B] File C:\Users\katniss\Desktop\MBR_HardDisk0.dat = | =] &
prerating sstem Missing operating system.ct 3. 8 3L atadd Iy

#i| @ <FPhod}|¢
ufope Uy
r+=tgu
-|H—|-|U—"]1-!G(|.1\I'U-|uo
&Y twIFHE '™ t
&Fh fFuvldh h
'h& hr {Bal ir:!!
= Fa—bR &

Dirive to operate Read commands

(" Logical Drive [BootSectar] Read sectaor from Disk

CPI7Iu2u B . Fheq

o] i
. n Ll |
Load sector from file ah ==372:0 |

{* Phwsical Drive [MER]

tan=0Qall=6vad =2%

Select zector

{* First Sector [MBR]

(" Specify a Sector

Mumber of continuous sectors toread |1

YWirike commands

Save sector to File

Wiritke sectar on Disk

|5 ector zaved

& =i=%{ tog= {F=
k52 (62+pEdd SBn°
$BHnvalid parti
tion table Error
loading operati
ng system Mis=sin
q operatln? .,y.,t
Em ctlifg ‘II
LY | ]

F::RTINET

Ox55AA

—

end of sector marker




Read, Encrypt, and Overwrite
Reading the MBR

4 Dum 2 — EI &

i e from HDHacker tool

Address Hex ASCII B

0012FBEE 33 C0 8E DO|BC 00 7C 8E|CO 8E D8 BE |00 7C BF 00 |3A.D4. |.A. @X

0012F898 06 B9 00 02|FC F3 A4 50|68 1C 06 CB|FB B9 04 00 s

0012F8AB BD BE 07 BO|7E 00 00 7C|0OB OF 85 OE |01 83 C5 10

0012FEBE E2 F1 CD 18 (BB 56 00 55|C6 46 11 05|C6 46 10 00

0012FBCE B4 41 BB AA|55 CD 13 5D|72 OF 81 FB |55 AA 75 09

0012FEDE E7 ¢1 01 00(74 03 FE 46|10 66 60 80 |7E 10 00 74

0012FBES 26 66 68 00(00 00 00 66|FF 76 OB 68|00 00 &8 00

0012F8F& 7C 68 01 00|68 10 00 B4 |42 BA 56 00|8B F4 €D 13 ) i i / 4

0012F908 9F 83 4 10|9 EB 14 B8 |01 02 BB 00 |7C_8A 56 00 @FI'E ChUsershkatniss\Desktop\MBR_HardDisk{. dat = || =] E

0012F918 8a 76 01 BA|4E 02 BA 6E|03 CD 13 66|61 73 1C FE

0012F928 4 11 75 OC |80 7E 00 BO|OF B4 8A 00|B2 80 EB 84

0012F938 55 32 E4 BA|56 00 CD 13|5D EB 9E B1|3E FE 7D 55 U2a \. I.]e.. b i Ln-‘,zl '1

0012F948 AA 75 6E FF |76 00 EB 8D|00 75 17 FA|BO D1 E6 64 |2unyv.&..u. 0" N Q‘I B“‘nPh-t—J |+

0012F958 E8 83 00 BO|DF E6 60 E8|7C 00 BO FF|E6 64 EB 75 |&.. Ra ée|. y=d 1 o

0012F968 00 FB B8 00 (BB CD 1A 66|23 CO 75 3B|66 81 FB 54 |.0,.»I.f#Aujf. r+=t&u ukp*.n.kpy

0012F978 43 50 41 75|32 81 F9 02|01 72 2C 66|68 07 BE 00 CPALIE b..r,th, 7 AZ~U=!! TradidU-uo

0012F988 oL F S twIFH 'L t

0012F998 S‘FU‘Fh ‘Fh &F1 £ ok !

0012F9AE ah...1.z208. n b L

0012F9B8 L& e . 1he }"‘ ‘|BEU 1":--

0012F9C8 B Ton.. i

0012F9D8 . EDOEy+EAdE. .

0012F9ES $.AInvalid par

0012F9F8& tion table.Err

0012FA08 Toading opera

0012FAlSB ng system.Miss

0012FA28 g Dperat'mg Sy

SRATEL Bk 3> CPAUZ - B0, fh-

0012FA4E L Py ... By

O012FASE fh @ fhﬂ fo

0012FAGE .

0012FA7E

0012FA8S Tan=604lI+5wad .21

0012FA9E 2 =i=H top= {P=

] k52 2 +pEdd SBu®
$BHnvalid parti
tion table Error

loading operati
ng system Mis=sin
q operatln? "y"t
ctlifg ‘II
=]
from Petya
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Read, Encrypt, and Overwrite
A series of instructions for the sector 0x01 to 0x21

¥ .
so2rzose <|_,J CreateFileA()
n;gp eg(e? 2Ei?5t0r>. Physicalpbrive0d” SetFiIePOinterEX()
pop ecx ; ecx:” A\\Physicalbrive0”
XOr ecx,ecx ; ecx:” \\Physicalprive0” ReadFlle()

% CloseHandle()
002FBDC4

xor byte ptr ss:|lesp+ecx+248],37

E_ecx, 200+ ecxi . (iphysicaloriveo” T XOR with 0x37 |

jb 2F8DC4

|
— l CreateFileA() )

ush dword ptr ss:lesp+10[] . . L —EEER——————
?Sghegé%dwwd ptr SS:FEeSp—?AC] SetFllePOInterEx() - Sector Image [Sector 2 HardDisk() Aot |
ea ecx,dword ptr ss:[esp+ic] : H
call writes sector>' WriteFile() R L
Pob ecx | ecx:™\\\.\\PhyeicalDrveo” CloseHandle() FET TR R R R T T T T T R R R R R b T T T T T T T T T v v v v vveveeeessseedeeeaeeees
test eax,eax S T T e e r T iiidiedivivivid
UE EREEH e
|l e
- e T T T T a o ad fadiadidy
0?%5“2;? ST T T rd fr T T i Tid i dariiriedd
cmp_esi,22 ; 22:°\"' S T T i e divicivied
1 2r8DA3 FPITTITT
'l
! ¥
002F8DF6
i xor edi,edi
ord ptr ss:[esp+14]] Tea ecx,ldword ptr ss:|[lesp+14]]
pusn eﬂ1' Dinive to operate Read commands
eal
: Eng?’]edx,gbp
tes_sect " : ; [
PODRE Six?f‘ w Physicaloriveo” " Logical Drive ‘ Read sectar from Disk |
ord ptr ss:[esp+250] pop ecx ; ecx: \Physicalorive0
ptr ss:[lesp+18],eax Test eax,eax f* Physical Drive o
| g ZESE3A Load zector fram file |
LIl

Select sector -
Wiite commands

™ First Sector [MBR]

{* Specify a Sectar 2

Mumber of continuous sectors toread (1 = Ywiite sectar on Disk

Save sector ta File

|Sector read

F::RTINET



Read, Encrypt, and Overwrite
A series of instructions for the sector 0x01 to 0x21

2} Process Monitor - Sysinternals: www.sysinternals.com

* SetFilePointerEx()
* ReadFile()
* Encrypt

( XOR with 0x37)
QWriteFiIe()

ﬂ CreateFileA(“\\.\PhysicalDrive0”, ...)

‘ File Edit Event Filter Tools Optiens Help
(EZH | aBE <2248 B a5 ZBLaMW
Operation Path Result Detail
. CreateFile \Device\HarddiskQ\DRO SUCCESS  Desired Access: Generic Read, Dist
etya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read, Disf
etya.eXE BhDeviceloControl \Device\Harddisk0\DRO SUCCESS  Control: IOCTL_DISK_GET_PARTI
etya.eXE BhReadFile \Device\Harddisk0\DRO SUCCESS  Offset: 0x0, Length: 0x200, 1/O Fi
etya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS
etya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read, Disf
etya.eXE BReadFile \Device\Harddisk0\DRO SUCCESS  Offset: 0x0, Length: 0x200, I/O Fi
etya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS
petya.eXE  BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read, Disf
petya.eXE B ReadFile \Device\Harddisk0\DRO SUCCESS  Offset: Ox0, Length: 0x200, 1/O Fi
#petya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS
#petya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read, Disy
@petya.eXE B ReadFile \Device\Harddisk0\DRO SUCCESS  Offset: 0x200, Length: 0x200, I/O
@petya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS
#petya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read/Writy
Wpetya.eXE EhWriteFile \Device\HarddiskO\DRO SUCCESS  Offset: 0x200, Length: 0x200, I/O
®petya.eXE :EB~C|OSEFi|.e \De\f!ce\HarddiskO\DRO sector OxO1 _ _
#petya.eXE BhCreateFile \Device\Harddisk0\DRO d Access: Generic Read, Disy
@petya.eXE BhReadFile \Device\Harddisk0\DRO SUCCESS  Offset: 0x400, Length: 0x200, I/O
@petya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS
#petya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read/Writy
#petya.eXE EWriteFile \Device\HarddiskO\DRO SUCCESS  Offset: 0x400, Length: 0x200, 1/O
#petya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS ﬁ
petya.eXE BhCreateFile \Device\Harddisk)\DRO ~ SUCCESS  Desired Accesy _S€CtOr 0x02
#petya.eXE BReadFile \Device\Harddisk0\DRO SUCCESS  Offset: 0x600, Length: 0x200, 1[0'
@petya.eXE BhCloseFile \Device\Harddisk0\DRO SUCCESS
#petya.eXE BhCreateFile \Device\Harddisk0\DRO SUCCESS  Desired Access: Generic Read/Writy
“petya.eXE BWriteFile \Device\HarddiskQ\DRO SUCCESS  Offset: 0x600, Length: 0x200, I/O
#petya.eXE BhCloseFile \Device\Harddisk0\DRO
#petya.eXE BhCreateFile \Device\Harddisk0\DRO sector 0x03 d Access: Generic Read, Disf

< |

L}

F::RTINET

|Sh owing 30 of 3,205,370 events (0.00093%)

Backed by virtual memory




Read, Encrypt, and Overwrite
Writes the new MBR =

0012FEEE
0012FB98
0012FBAB
0012FBB8
. . L 12FBCB
- original MBR 00127808
0012FBES
002EBDEB 0012FBF8
Qeall <reads sector> ) ) . ggggggg
pop ecx ; ec Physicalbrivel 0012F0928
pop ecx ; ec physicalbrived 0012F938
XOF ecx,ecx ; ecx: O\WPhysicalbrive0” 0012F948
0012F958
' 0012F968
+* 0012F978
0012F988
002FBDC4 Q012F0

R
CPAUZ.0..r, £h,

xor byte ptr ss:|lesprecx+248[,37 00129
inc ecx ; ecx: z Phys‘lcg'IDr'l reQ” 0012F9B8
cmp ecx,200 ; ecx: O\ Physicalbrived” 0012F9C8

: 0012F9D8
b’ 2rapca 0012F9ES

|l 0012F9F8

. ahbey+Eada. §.
§.ATnvalid par
tion table.err
Tloading operat
ng system.Miss
g operating sy:
em...c{..qEd..

-pyy.....By.

0012FAOD8
0012FAl8
002F&DD5 o eass
ﬁ:ush dword ptr ss:[lesp+10] ggﬁiﬁg

ea edx,dword ptr ss:|flesp+24C]] 0012FA58
ush edi 0012FA68
ea ecx,dword ptr ss:|fesp+1c] 0012FA7 8

€all <writes_sector> e
pop ecx ; ecx:’ Physicalbrived” 0012FA98
pop ecx ; ecx:” A\Physicaloriveo™ d

test eax,eax
je 2F8E3A

T l IE File C:\Users\katniss\Desktop\Sector_1_HardDisk.dat

g AEEEEA
0?3}562;? AENGER1E
i 93 A HABRAZ A

cmp esi,22 ; 22: 294

rl 5 ’ AERBEA3A | E
il ERHRE ]
AEpBEASH
I 88006060
! 3 88808076
ARAABRASA
002F8DF& ARAABRATA
i xor edi,edi s sl
ord ptr ss:[lesp+14]] lea ecx,dword ptr ss:[lesp+14]] BBBB

push edi BAEARADA
h edi H
X e % writes new MBR dUUBUEEY

)
g 10 BT
"zixl- {4 t4=+6

2 AERBRAFA
€all <writes sector> AAAAR1 AR

Physicalpriveld” ARBAR1 1A

ord ptr ss:[esp+250] pop ecx ; B physicalprive0d” BOORPEER
ptr ss:|fesp+18],eax test eax,eax a60861 38
je 2FBE3A ARAAAL 48
| aAAAE158
i aee01 68
Bapeee1 78
aEeee1 88
apeee1 78
ARAARE1 NG | B
ARAAE1 BA
ARAAE1 CA
ARAAE1 DA
aBaaE1 EQ
AARAE1 Fa

o
'f.
=
)

U-

new MBR F/




Read, Encrypt, and Overwrite

The new MBR

IE File Ch\Users\katniss\Desktop\Sector_1_HardDisk0.dat

& HDHacker (By Dimia)

= i3

Sectoclmane S ectoc] Hardlisk M

JLLLLLLLE. .
[z P L.

ELHL W £ £ PR RVWIPES LIPS, Qi LLILE.LF »
.zl

Drive to operate

" Logical Drive

BC ©@7CFBE8
16
23

new MBR code

(s Physical Drive

0]

?C 66
B8 20ABABAA
66:EB 2200
{51615 15] ADD BYTE PTR DS:[EAX1.AL
B? AABBES14 MOU ECX.14E8B0P0O
BA66 48 ADD BYTE PTR DS:[ESI+481.AH
66:B3FE B4 CHP AX.8

NE SHORT HEBEBA21
BSBSBEHBB

MOU EnX.208
MOU BX .22

75 F5
66:A1 MOU AX.UORD PTR DS: [BEASEEA]
[51515] ADD BYTE PTR DS:[EAX1.8

AAAREAS S L. SHORT BAPRBPAAB
AAARAAS 7 INC EDX

AAAREAS 8 NT 13

AAARAAS A MOU ESF.EDI
Ba8eaas C POP BX

(51515151510 0 ) POP AX

(51515151510 e ]
aBBaa6 2
BaBBaa60 3
51515151510 L
[A15]515]510 i
AAAEEEG 8
BAEAEEEG A
BAAEEEGL E
aaEEaE~72
[G15 15151010
BaEEaaE~7A
AAEEAA"YD

66:83C3 A1
66:83D8 AA
81C1 @B827307

AAARAAY 3

AE SHORT ©PAOBROGA
EAR

Select sector
™ First Sector [MBR]

—

Mumber of continuous sectorstaread |1

{* Specify a Sector

Read commands

Load sectar from file

Write commands

Save sector to File
Wiite sector on Disk

|Sector read

IE File C:\Users\katniss\Desktop\Sector_1_HardDisk{.dat

Hddress

ANARANE
ABAAEA1E
ABAARAZE
ARAARAZA | EA
ARAARA4A
ARAARAS A
ARARRAGH
ARAREAT7A
ARAARARA
ARAARATA

5 570

Bs =17C b

[ogT]
SZER s
mal

£
Cadl FHER® ulFi G
P8 ZEPF1 LRYL)
e

[

il

AT_
L=+

BEEAEABA
BapeeeacH
aEeeEaDa
BEB0BBED
ARAARAFA
ARARE1 BE
ARAAE1 18
apaaE1 26
apaaE1 38
apARE1 48
aAAAE158
aee01 68
Bapeee1 78
aEeee1 88
apeee1 78
ABARE1 NG | BA BA
ARAAE1 BA
ARAAE1 CA
ARAAE1 DA
aBaaE1 EQ
aeae1 Fa

—

F

RTINET




Two Types Of Partioning

= MBR-style
»
» First sector containl mfﬁﬁ}tm
»

= GPT (GUID Partition Table)

»

»

» First sector contailmlfﬁi@tﬁd
»

F::RTINET



Read, Encrypt, and Overwrite
Writes the small kernel code starting at sector 0x22

O02F8E44 Sector Image [Sector 35 HardDisk D) About
pUSL'n eg'i
push edi = ULFIN N S LF ... A
EEEH 4‘;5‘?04 sector Ox22 [ ULSYIF A INIF 3L B ot L R T Vo P NI [
X ; A [ ULSIF MR 3R LS BT IR LB En A P +F LY .
53;; g‘;ﬁrd ptr ds:[<&setFilepointers] +F..‘fv‘..f_.|..[f]....f..$..Vhdl.].[i.i.i.iEl..PIF.F'..|....t...J.’“...I...f+.f||....f.|..f|... sl
e p o | )
hea, cax,word ptr ss:fespi14] 7L PN G L L FULOLR. AL PP LiRILAL
ush ebx e
. N GEHBLPIFP L b2 L P P L L PIF P AL FEF A sl
pﬁg‘hegggd‘”‘”d ptr ss:[febp+200] £ FULF. F L PIFP&LEF. P sl
push esi £ FEF il PIF P LEF ST b L PIF P LR s,
Qcall dword ptr ds:[<&writeriles] £ FEF i L PIF P L £ L EF s 1 S LU i
push esi IFiifw l PIFP s LEF o f e B FLF i f L PIFPLLEF. ™. il
TestT eax,eax
je 2FBE34
Dirive to operate Read commands
*", _____________________________ e " Logical Drive Read sectar from Disk |
D02FBEEGC {* Physical Drive 0w
ds: [<&CToseHandles] call dword Load zector fram file |
Xor gax,gax
g;ﬂge \;?r . LIS Wiite commarnds
EESEFSE\EAea (" First Sector [MER]
Je
(* Specity a Sector 3n % sector 0x22
# MNumber of continuous sectars toread (16 = "wite sector on Disk |
=F Process Monitor - Sysinternals: www.sysinternals.com
: X : : Seat d writing 16
File Edit Ewent Filter Tools Options Help Beciorsave sectgrs
u -
2d ABE | vAS | B &8 #EB/LM
Process MNa... PID' Operation Path Result Detail
 W¥netyaeXE 3624 BhCloseFile  \Device\Harddisk0\DRO SUCCESS
 W¥FpctyaeXE 3624 BhCreateFile  \Device\HarddiskD\DRO SUCCESS Desired Access: Generic Read/Write, Disposition: (
 WFnetyaeXE 3624 SAWriteFile  \Device\HarddiskD\DRO SUCCESS Offset: 0x4400, Length: 0x2000, |/O Flags: Non-cache
 W¥nctyaeXE 3624 BhCloseFile  \Device\HarddiskD\DRO gpeoasan \
sector Ox22 writing 16
Showing 215 of 3,912,291 events (0.0054%5) Backed by virtual memory
| sectors

F::RTINET



Read, Encrypt, and Overwrite
Kernel code starting at sector 0x22

& HDHacker (By Dimio) LE‘_‘—] @ File C:\Users\katniss\Desktop\Sector_35_HardDisk0.dat @ File C:\Users\katniss\Desktop\Sector_35_HardDisk0.dat
e itz | G, Il Addpress |Hex dump
e —— — T ar
=ULEIN Nl ]S LI . MOU EAX DUORD PTR DS:[ESI+61 g
TR ol T S R el Hou ECH;DUORD PIR DS:IESI+AA1 oaononz0 Sk
LT SR PEP L e R o ECR EOK JRD PTR DS:[ESI+81 aasanasn P
B AR .[mm PIN.Q...Lh L PLLOLR A 7LPIFP. L P ﬁgﬁ %Eg“ﬁugﬁgng?}"’ns [ESI+4] gggggggg ?BB!!?“E? ¥
- ST
‘[3 7r/va|wFHﬁ|Hg|FPIF|Pﬁ| PELULLAF PALELE ! POP EEP DH0A0Rs8 | o6 Udirert; F,“&‘;:GA
£ THF il PIFP.1IF. i~ sT||lv|P|FP LI el it - 0AERERYA |SB U1WS1FEB'H.\
6. 7F_ (| Lv ] PIFP LEF. €% LEF _ H".51"_ 8x LEF G HUL ECK BAOA0ARA | 15
A Y o 1 HYVIHFPIFF i MOU EEX.EAX BANBAABA BB
- . 0EEEERcH B4
MOU EAX.DWORD PT]_‘ DS-[S]*‘I] BEEEBADA | C8
Dive lo operate Read comrmands oL DaaRD, g F DSeLESI+OR1 BANAORER | 87
€ Logical Diive Fiead sector fiom Disk Eﬁg E%g-z:m’ PIR DS:LESI+4] 33333%3 g;
& PhysivalDive o] Load sectr fom fle POP EBX’ 0BAAR1 26| 70
BOE P 0000138 |86
Select sector T commands PUSH_EBP Gannn1an B3
€ Fist Sector MBF) T gUU Egg-ESP oUBEe16E | CO BE
& . ave seotorto File 090178 | DC 08 | o
s R R R R e "’e"ﬂsﬁﬁ’%ﬁa
OR ERX,
Mt o o st oress 6 <] || Wiesecbron 0| £ SHORT anenens? Oaonatan 1 O 53 04 ¢ o4 on &3 8D SC B S o6 oh W 8D Led-4p 81t EP‘]
"IOU ECX .DHORD PTR DS:[ESI+81 PA@A@LEA | 8E 21 FE 51 8D 96 EA ED 52 E8 F6 GE 83 C4 @A 6A |A* IQilasR
MOU EAX.DWORD PTR DS:[ESI+6]
Secior saved XOR EDH EDX
DIU ECX
MOU EBX,ERX
MOU_EAXDWORD PTR DS:I[ESI+4]
e e — —
MOU EDX.,EBX
E g SHORT @acaeasr
EEEEEEE? 8BSE @8 MOU EBX.DWORD PTR DS:[ESI+81
@ File C:\Users\katniss\Desktop\Sector_35_HardDisk{.dat
Nadress
% HDHacker (By D 160 aﬂli 1-1“3& Jx LWEEE 0BT [N 1v- £ ii mwrf E04f i=f DG4 IF
L. acker (By Dimio) Aleez w-fL '-Da"ﬁu“|3])9)ﬂhlln&0||123456'?B?abcdefg}|1_]k
mnnpqrsI:uuwxﬂBCDEFGHJKLHNPQRSTHUHH Repairing file system on
pectoiloos Geclgl i ] Lot C: FAFY The type of the file system is NIFS.F¥ One of your di
Bkl LW L AL AD LG FFL . sks contains errors and needs to he Pepan-er.l This processFd na
H 3D T 12MEE 78 shorelohilk SABEDEFEHJKLMNPHH m u take seueral hours to complete.It is strongly recommended to 1
| ' ahedelghikmnoparstuv BOPA1840 et itFY complete.JsEFH WARMING: DO NOT TURN OFF YOUR PCt IF YoU
STUVW... Repaiting fle system an C. .. The ype of the fle system is @ABB1880 ABORT THIS PROCESS. you COULDJE ~DESTROY ALL OF YOUR DATA! PLEA
NTFS... Ore of vour disks contairs enors s and needs t be repaired. Thiz
process.. may take several hours to complete.lt is strongly recommended to let s repalring sector ease reboot your compu ptlng sE
it.. complete..... WARMING: DO NOT TURN OFF YOUR PCHIF YOU ABORT ctor JF§ You became victim of the PETYA RRNSOHHRRE. FE The h
THIS PROCESS, YOU COULD.. DESTROY ALL OF YOUR DATAI PLEASE arddisks of your computer have heen encrypted with an military g
ENSURE THAT YOUR POWER CABLE 15 PLUGGED.. INI... CHEDSK s 19CA | radeFE encryption algorithm. There is no way to restore your dat
repaiiing sector..Please reboat your computer!.. Decrppting sector...... You b HDHacker (By Dimia) = BAARA1NAA a without a special key. You can purchase this key on the dark
became victim of the PETA RANSOMWAREL.... The harddisks of pour - B00B1A40  net page shown in step 2.F&AFE To purchase your key and restore y
computer have been encrypted with an military grade.. encroption algarithm, Sector Image [Sector 35 HardDiskD) Ahout BlBliRsl our data,. please follow these three easy steps: MM 1. Downloa
There is o way to restore your data without & special.. key. You can purchase — d the Tor Brouwser at "https: //uww tnrprnJect nrg/" If you needF
restore your data, please follow these three easy.. steps:.... 1. Download the Tor = B elp,. please google for “access onion & 2. Uisit one
. Birowser at "hitps: /e torproject.ong/". |f you need..  help, please google for of the fullu\rung pages wlth the Tur Eruws 3. En
Drive to operate Read commands "'sccess onion page”.. 2. Visit one of the following pages with the Tar - el ki
oL . Y Y——— B‘rowsel o d?Entilyourlpelsona\ dectljm‘:lion code lhere‘ ...... \F:oul Bigg 2251'3::2}';25:1 %‘]j.::s]e‘ey; P;BBSE enterflt he%n 7) Key: ol
ogical Drive 2ad sector from Dis) oLl 5 4
? _ResdstrfmDik_| Slfﬁsg,fy“;cg;f__fﬂ”;,'f?[_'ija“ E"‘E;h;ﬁ%mw uu}?g;‘}“;%?“ 00001040 | unbitisttles SR it 2R e O LssSestisesessassnss
& Physical Diive el Nrrriid S et I i e e e N
Load s=ctorfrom fe msmmmummmw VTS 98 9 4 a10Ca | urssss o= *‘gi%sgggu’@ il wssssm LiiloD geu
Select sector L W S U e I s s O 104 sssuusiibam xssdEELEY xsssssss* u$$$$$$$u$$‘$‘§$$$u ubsdxs
“Wiite commands uu$$$$ “$EEEEE EREEEEE uBIIEIhusEIIttu. U b E ey {DBO | b mk x5 *EwE uuw seus L LTL uuu)@ M
€ Fist Sector [MER) TG A et A s 1000 | cZETErurusuRst wifii Bstsfie BT e
| s | -- - : ol Sl Ltk el e
@ Specity a Sectar ARA unn *JE wx uu N,
EEreriE R EED BOPA1ESA uunun *=5555555555unufE]  uSssuuusssssssssun **$$$$$$$$$$$uuu$$é%§]
. g s
Nunber of cantinuous sectors ta read (16~ \Wiite sector on Disk LECE | 5399453937 e ] EEE 3 535]5‘:'{[.3 *55”2;55*
C Logical Diive Read sector fiom Disk. SRR e

1F88

& s b 0
[Sector saved =3 = Load sector fiom fle B0Ba1FCa

Select sectar

“wirite commands

(™ First Sector [MER)

Save sectar to File
+ Specify a Sectar )
Number of continuous sectorsto read |16 = wiite sector on Disk

IS ector saved




Read, Encrypt, and Overwrite
TOR addresses are written at sector 0x36

http://petya37h5th***** onion/is5z5X
http://petyabkoahts***** onion/is5z5X

% HDHacker (By Dimio) = et e

Sector Image [Sector 55 HardDizk0) About
Vb d L FXLLLhttp: A petyadThbth e S onion/ishzix | -
hittp /A petpakoahts v oniondisBzBe A1RvFgk.

miere e bbb bbb el bl a0 L D
wTRaHAT fal PaBwqB AT T HE.

Dirive to operate Read commands
" Logical Drive Read sector from Disk |

@ Physical Dnve 0~

Select sector

Load sector fram file |

Wwirite commandz

" Firgt Sector [MBR]
f* Specify a Sector 13 sector Ox36
Mumber of continuous sectarstoread (1w —

IS ector read
LY
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Execution Flow

= New executable image

= _XXXX section

= Bootable disk

= |nitial call to DeviceloControl
= \\.\PhysicalDrive0

= Read, Encrypt, and Overwrite
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push esi

[ ] [ ]
Initial Reboot prn-==-
DU= 20
call dword ptr ds:[<&GetCurrentProcess>]

push eax
call dword ptr ds:[<&0penProcessToken=]

= Escalate privilege SFSFar

___________________________________

» GetCurrentProcess

lea eax,dword ptr ss:[lebp-14]
xorlesi,esﬁ

=

» O p en P roceSSTO ke N Eﬂiﬂ 2FATAD i 2FATAQ:"seshutdownprivilege”

€all dword ptr ds:[<&LookupPrivilegevalueA=]
push esi

» LookupPrivilegeValueA gt B
12 gz dword prrcs Mebe 1o

= SE_SHUTDOWN_NAME push ez

pushdahogu ptr SSELSDp—jJ
n .o " mov_dword ptr ss:[lebp-c],2 o
€all dword ptr ds:[<&AdjustTokenPrivileges=]
” TEXT( SeShUtdownPnVllege ) call dword ptr ds:[<&GetLastError=]
Lesh eax, eax

» OpenProcessToken — -
¥
» AdJ u StTO ke n P rIVI |eges E,eax n;:;;nzg—:& : 2FA7B4 "NTRaiseHarderror”
;_062 E:?E QESEE'jpirzZ’E'fo:észtﬁbbh?éhandw eA=]
Pl s : L= e roc ress>=
= Then, the hard reboot Ty T
push 6
ush esi
» GetModuleHandle push o1
push C0O000350
= (NTDLL.DLL) ﬁ ,
NtRaiseHardError

» GetProcAddress (“NtRaiseHardError”)
» NtRaiseHardError
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Execution Flow

= New executable image

= XXXX section

" Bootable disk

" |nitial call to DeviceloControl
= \\.\PhysicalDrive0

= Read, Encrypt, and Overwrite

= Reboots the system to activate the payload

F::RTINET



Using Bochs
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Using Bochs

= Simulates a complete Intel x86 computer
= Runs old DOS apps/games
" Debugs MBR code

= 5,831,159 steps/instructions to reach 0x7c00
» MBR/first sector is loaded at 0x7c00
» Bootstrap

" Petya starts at Ox7c00 after the initial reboot
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Read, Encrypt, and Overwrite

The new MBR

IE File Ch\Users\katniss\Desktop\Sector_1_HardDisk0.dat

& HDHacker (By Dimia)

= i3

Sectoclmane S ectoc] Hardlisk M

JLLLLLLLE. .
[z P L.

ELHL W £ £ PR RVWIPES LIPS, Qi LLILE.LF »
.zl

Drive to operate

" Logical Drive

BC ©@7CFBE8
16
23

new MBR code

(s Physical Drive

0]

?C 66
B8 20ABABAA
66:EB 2200
{51615 15] ADD BYTE PTR DS:[EAX1.AL
B? AABBES14 MOU ECX.14E8B0P0O
BA66 48 ADD BYTE PTR DS:[ESI+481.AH
66:B3FE B4 CHP AX.8

NE SHORT HEBEBA21
BSBSBEHBB

MOU EnX.208
MOU BX .22

75 F5
66:A1 MOU AX.UORD PTR DS: [BEASEEA]
[51515] ADD BYTE PTR DS:[EAX1.8

AAAREAS S L. SHORT BAPRBPAAB
AAARAAS 7 INC EDX

AAAREAS 8 NT 13

AAARAAS A MOU ESF.EDI
Ba8eaas C POP BX

(51515151510 0 ) POP AX

(51515151510 e ]
aBBaa6 2
BaBBaa60 3
51515151510 L
[A15]515]510 i
AAAEEEG 8
BAEAEEEG A
BAAEEEGL E
aaEEaE~72
[G15 15151010
BaEEaaE~7A
AAEEAA"YD

66:83C3 A1
66:83D8 AA
81C1 @B827307

AAARAAY 3

AE SHORT ©PAOBROGA
EAR

Select sector
™ First Sector [MBR]

—

Mumber of continuous sectorstaread |1

{* Specify a Sector

Read commands

Load sectar from file

Write commands

Save sector to File
Wiite sector on Disk

|Sector read

IE File C:\Users\katniss\Desktop\Sector_1_HardDisk{.dat

Hddress

ANARANE
ABAAEA1E
ABAARAZE
ARAARAZA | EA
ARAARA4A
ARAARAS A
ARARRAGH
ARAREAT7A
ARAARARA
ARAARATA

5 570

Bs =17C b

[ogT]
SZER s
mal

£
Cadl FHER® ulFi G
P8 ZEPF1 LRYL)
e

[

il

AT_
L=+

BEEAEABA
BapeeeacH
aEeeEaDa
BEB0BBED
ARAARAFA
ARARE1 BE
ARAAE1 18
apaaE1 26
apaaE1 38
apARE1 48
aAAAE158
aee01 68
Bapeee1 78
aEeee1 88
apeee1 78
ABARE1 NG | BA BA
ARAAE1 BA
ARAAE1 CA
ARAAE1 DA
aBaaE1 EQ
aeae1 Fa

—

F
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Using Bochs
The new MBR

| | Bochs Enhanced Debugge

Command  View Options

Registers window

Dump window

I

Continue [c]

Refresh

Break ['C]

eax
ebx
ecx
edx
esi
edi
ebp
esp
ip

cs
ds
es
55
fs

as

cr0
cr2
cr3
crd

Re. ..

ef...

gdtr
idtr

efer

Hex Value

0000aab55
00000000
00090000
00000080
0000000
0000ffac
00000000
0000ffd6
0000700
00000082

000falf/
00000000
60000010
00000000
00000000
00000000
00000000

I Step [s] Il dredn [s #r]
Decimal L.Ad... Mnemonic P.Address 0
43605 00007c00 77 |E 0x00007 00 Iy
0 00007c0l xor eax, eax ~ | 0x00007c10 93
589824 00007c04 mov ss, ax 0x00007c20 80
128 00007c06 mov es, ax 0x00007C30 EA
917504 00007c08 mov ds, ax 0x00007c40 66
65452 00007c0a mov sp, 0x7c00 0x00007C50 89
0 00007c0d  sti 0x00007¢C60 73
65494 00007c0e mov byte ptr ds:0x7c93, di 0x00007c70 DO
31744 00007c12 mov eax, 0x00000020 0x00007C80 5E
00007c18 mov ebx, 0x00000022 0x00007C90 F7
00007cle mov cx, Ox8000 0x00007cA0 00
00007c21  call .+20 (Ox00007c38) 0x00007cB0 00
00007c24 dec eax 0x00007cc0 00
00007c26  ecmp eax, 0x00000000 0x00007cp0 00
00007c2a jnz .-11 (Ox00007c21) 0x00007CEO 00
00007c2c mov eax, dword ptr ds:0x8000 0x00007CF0 00
00007¢30 jmpf 0x0000:8000 0x00007D00 00
00007c35 hlt 0x00007D10 00
00007¢c36 jmp .-3 (0x00007c35) 0x00007D20 00
00007¢c38 push eax 0x00007D30 00
00007c3a xor eax, eax 0x00007D40 00
00007c3d push dx 0x00007D50 00
00007c3e push si 0x00007D60 00

1

66
7cC
E8
00
50
EO
08
00

coococooOomMuauHWVMooOHE T

Ascii

Uf1AZPDZAZ@%. |G. .
R B S o
.e..THffe.uof;..
&....o0eyfPF1ARVW
fPfsicfPfs.aj. j.
bS] BI.RGT X
s.P0al.xeOffA. ff
p..A. .s.GA.£.ZA_
AZFXA™ " .-<.t.I.8

Debug window

Fe=
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Going back old school

= Petya transfers the mini kernel code to 0x8000
using INT Ox13, function 0x42

" |nitializes video mode using INT 0Ox10
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Petya’s first INT call
INT Ox13, function 0x42

Extended Read Sectors From Drive size of DAP
I StepN [s #i#] I Refresh I/ Break ['C]
Mnemonic ~ P.Address 0 1 D |E F |Ascii
mov si, sp 0x000078D00_00_00 00 0000 00 00 00 00 00 00 00l10f00J01 00f ... ..o ...
mov dl, byte ptr ds:0x7c93 — | 0x00007BEO 00 00 OON\..."-...... "o
mov ah, Ox42 = 0x000078F0 U0\ U0 00 AC FF 00 OONSU 00 20 00 00 00 24 7C N\N\G—-.-.. --- S|
int 0x13 0x00007C00 FA 6b Q8 BC 00 7C FB 88 16 u ZDZAZ@N. |G. .
N '¥ \ \ \
starting location of # of sectors
memory sectors to be read to be read
INT 0x13, function 0x42 buffer

DAP: Disk Address Packet Petya’s code

0x00 1 byte size of DAP = 0x10 0x10

0x01 1 byte reserved 0x00

0x02-0x03 2 bytes # of sectors to be read 0x0001

0x04-0x07 4 bytes memory buffer 0x00008000
0x08-0x0f 8 bytes starting location 0x00000000 00000022
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Reading Petya’s kernel code
= Using INT 0x13, function 0x42

= Petya read 200 bytes from sector 0x22 and placed it at 0x8000

= Followed by a series of sector reads to transfer all Petya’s kernel
code to 0x8000 region

Step [s]

Step N [s #iH

L.Ad... Bytes Mnemonic i
00007c21 (3) E81400 call .+20 (Ox00007c38) =
00007c24 (2) 6648 dec eax
00007c26 (4) 668 cmp eax, 0x00000000
- '
00007 c2a (2) 75F5 jnz .-11 (0Ox00007c21)
] Refresh I Break ['C]
P.Address 0 1 2 3 4 5 6 7 8 9 A B € D E F Ascii l I Refresh I Break [}
0x00008000 E9 3D 06 00 55 88 EC 8B 46 06 8B 4E OA OB C8 P.Address 0 1 2 3 4 5 6 7 8 9 A B C D E F Ascii
0x00008010 4E 08 75 09 88 46 04 F7 EL 5D C2 08 00 53 F7 0x00009DB0 0D 0A 00 00 75 24 24 24 24 20 20 20 20 20 20 20 ....u$$$$
0x00008020 88 D8 88 46 04 F7 66 0A 03 D8 8B 46 04 F7 EL T = T Emk'[;c] """"" ch ;g ;1] ;8 ;4] ;g ;: ;2 ;j ;i ;3 l7]5 éa (z]g é:&] ;2 ;2 $$$$$;:;§u$$$“
0x00008030 D3 5B 5D C2 08 00 55 8B EC 53 56 8B 46 OA 0B D! D 0A u
0x00008040 75 15 88 4 08 88 46 06 33 D2 F7 F1 88 D8 88 P.Address 0 1 2 3 4 5 6 7 8 9 A B C D E F Ascii DEO 24 24 24 75 75 20 20 20 20 20 20 2a 24 24 24 24 $5Suu #5555
0x00008050 04 F7 F1 8B D3 EB 38 8B C8 8B SE 08 8B 56 06 0x00009880 20 41 42 4F 52 54 20 54 48 49 53 20 50 52 4F 43 ABORT THIS PROC  DFO 24 24 24 24 24 2A 20 20 20 20 20 75 75 24 24 24 $5§§§* uu$ss
0x00008060 46 04 DL E9 D1 DB DL EA DL D8 0B C9 75 F4 F7 0x00009890 45 53 53 2C 20 59 4F 55 20 43 4F 55 4C 44 OD OA ESS, YOU COULD..  EQ0 24 24 24 0D 0A 00 75 24 24 24 24 24 24 24 24 24 $55.. . u$S$$55$SS
0x00008070 88 FO F7 66 0A 91 88 46 08 F7 E6 03 D1 72 0OC 3B <d:f.‘<F 0x000098A0 20 20 44 45 53 54 52 4r 50 20 41 4C 4C 20 4F 46  DESTROY ALL OF  EI0 24 24 75 75 20 20 20 20 2A 2A 2A 2A 2A 20 20 20 $Suu S
0x00008080 56 06 77 07 72 06 3B 46 04 76 01 4E 33 D2 96 5E V.w.r.;f 0x00009880 20 59 4F 55 52 20 44 41 54 41 21 20 50 4c 45 41 YOUR DATA! PLEA  ED0Q 20 75 75 75 75 24 24 24 24 24 24 24 24 24 0D 0A uuuuSS$$$SSSS. .
0x00008090 58 5D c2 08 00 00 55 8B EC 53 8B 46 0A OB cO 75 [JA...uq0x000098C0 53 45 20 45 4 53 55 52 45 20 54 48 41 54 20 59 SE ENSURE THAT Y E30 00 00 24 24 24 24 2A 2A 2A 24 24 24 24 24 24 24 .. $555%**$$5$55§
0x000080A0 15 86 4E 08 8B 46 06 33 D2 F7 F1 88 46 04 F7 F1 .«N.c<F.30x000098D0 4F 55 52 20 50 4F 57 45 52 20 43 41 42 4C 45 20 OQUR POWER CABLE E4024 24 24 75 75 75 20 20 20 75 75 24 24 24 24 24 $$Suuu  uu$$$S§
0x0000808B0 88 C2 33 D2 EB 45 8B C8 8B 5e 08 8B 56 06 8B 0x000098E0 49 53 20 50 4C 55 47 47 45 44 Op OA 20 20 49 4E IS PLUGGED.. 1IN E50 24 24 24 24 2A 2A 2A 24 24 24 2A OD OA 00 2A 2A $$6$#xn*§§gw _  #x
0x000080c0 04 pl E9 pl DB D1 EA D1 D8 0B C9 75 F4 F7 F3 § 0x000098F0 21 Op 0A OD OA 00 20 20 43 48 4B 44 53 4B 20 69 !..... CHKDSK 1 E60 2A 20 20 20 20 20 20 2A 2A 24 24 24 24 24 24 24 * #*%$$$$5$$
0x000080D0 C8 F7 66 0A 91 F7 66 08 03 DL 72 OC 3B 56 06 | 0x00009900 73 20 72 65 70 61 69 72 69 GE 67 20 73 65 63 74 s repairing sect  g70 24 24 24 24 75 75 20 2A 2A 24 2A 2a 2A OD 0A 00 $$§$uu F*§Eek
0x000080E0 07 72 OB 3B 46 04 76 06 28 46 03 1B 56 OA 2B | 0x00009910 6F 72 00 00 50 6C 65 61 73 65 20 72 65 62 6F 6F or..Please reboo g0 75 75 75 75 20 2A 2A 24 24 24 24 24 24 24 24 24 uuuu **$$55$555S
0x000080F0 04 1B 56 06 F7 DA F7 D3 83 DA 00 5B 5D c2 08 0x00009920 74 20 79 6F 75 72 20 63 6F 6D 70 75 74 65 72 21 t your computer!  gg0 24 75 75 75 OD OA 00 00 75 24 24 24 75 75 75 24 Suuu....u$$Suuu$
0x00008100 €3 00 C8 24 12 00 56 68 64 97 E3 29 06 5B 6A 0x00009930 00 00 20 44 65 63 72 79 70 74 69 6E 67 20 73 65 .. Decrypting Se a0 24 24 24 24 24 24 24 24 75 75 20 2A 2A 24 24 24 $5555$S%uu **$$§
0x00008110 6A 01 6A 00 6A 36 8D 86 00 FE 50 8A 46 OA 50 0x00009940 63 74 6F 72 00 00 OD OA 00 00 20 59 6F 75 20 62 ctor...... You b Eg0 24 24 24 24 24 24 24 24 75 75 75 24 24 24 0D OA $55$5SSSuLUSSS. .
0x00008120 90 Oc 83 c4 OC OA €O 74 06 E8 4A 09 SE €9 3 0x00009950 65 63 61 6D 65 20 76 69 63 74 69 6D 20 GF 66 20 ecame victim of ECO 00 00 24 24 24 24 24 24 24 24 24 24 2A 2A 2A 2A .. 555555555k rw
0x00008130 86 00 FE 01 66 28 O 66 89 86 DC ED EB 05 66 b f 0x00009960 74 68 65 20 50 45 54 59 41 20 52 41 4€ 53 4F 4D the PETYA RANSOM  £pg 20 20 20 20 20 20 20 20 20 20 20 2A 2A 24 24 24 w5 §$§
0x00008140 86 DC ED 66 83 BE DC ED 20 73 13 88 B6 DC ED 8A 1uwff¥l:h 0x00009970 57 41 52 45 21 0D OA 00 OD OA 20 54 68 65 20 68 WARE!..... The h EEO 24 24 24 24 24 24 24 24 2A OD OA 00 2A 24 24 24 $$$$$$6%%. . #$3¢
0x00008150 82 O1 FE 88 82 EO ED C6 82 0L FE 00 EB EO 66 2B ,.p.,2i40x00009980 61 72 64 64 69 73 68 73 20 6F 66 20 79 6F 75 72 arddisks of your  Erg 24 24 2a 20 20 20 20 20 20 20 20 20 20 20 20 20 §§*
0x00008160 cO 66 89 86 DC ED EB 05 66 FF 86 DC ED 66 83 BE AfitUi&.0x00009990 20 63 6F 6D 70 75 74 65 72 20 68 61 76 65 20 62 computer have b Fog 20 20 20 20 20 20 20 20 20 2A 2A 24 24 24 24 2a kGG §G
0x00008170 DC ED 20 73 19 GA 0L 6A 01 6A 00 6A 36 8D 86 00 Ui s.j.30x000099A0 65 65 6E 20 65 6E 63 72 79 70 74 65 64 20 77 69 een encrypted wi  £10 24 Op OA 00 24 24 24 2A 20 20 20 20 20 50 52 45 *...$§5% PRE
0x00008180 FE 50 8A 46 0A 50 E8 29 OC 83 C4 OC EB DA 6A 00 pPSF.P&} 0x00009980 74 68 20 61 6E 20 6D 69 6C 69 74 61 72 79 20 67 th an military ¢ £ 53 53 20 41 4 59 20 4B 45 59 21 20 20 20 20 20 S5 ANY KEY!
0x00008190 6A 01 6A 00 6A 37 8D 86 00 EE 50 8A 4E 0A 51 E8 j 7.10x000099c0 72 61 64 65 OD OA 20 65 6E 63 72 79 70 74 69 G6F rade.. encryptio  £30 20 24 24 24 24 2A 00 00 20 20 20 20 00 00 2D 00 $$§§% o
0x000081A0 10 Oc 83 c4 0c 68 00 02 8D 86 00 EE 50 0x000099D0 6E 20 61 6C 67 6F 72 69 74 68 6D 2E 20 54 68 65 n algorithm. The  [20 0p 0a 20 20 20 20 00 00 45 52 52 4F 52 21 OD OA " ERRORI. .
0x00008180 8 21 FE 51 8D 96 EO ED 52 E8 F6 OE 83 0x000099E0 72 65 20 69 73 20 6E 6F 20 77 61 79 20 74 6F 20 re is no way to £50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. o
0x000081c0 01 64 01 62 00 6A 37 8D 86 00 EE 30 &r 1 0x000099F0 72 65 73 74 6F 72 65 20 79 6F 75 72 20 64 61 74 restore your dat  £60 oo 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 00
‘ 0x00009400 61 20 77 69 74 68 6F 75 74 20 61 20 73 70 65 63 a without a spec  £70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00009A10 69 61 6C 0D OA 20 6B 65 79 2E 20 59 6F 75 20 63 ial.. key. You c co oo o an oo o an no oo ca co oo ca an ne e oan
0x00009A20 61 6E 20 70 75 72 63 68 61 73 65 20 74 68 69 73 an purchase this  |© =
0x00009A30 20 6B 65 79 20 6F 6E 20 74 68 65 20 64 61 72 68 key on the dark
0x00009A40 6E 65 74 20 70 61 67 65 20 73 68 6F 77 6E 20 69 net page shown i
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Executing Petya’s kernel code

= After transferring the kernel code, the malware jumps to
0x8000

Step [s] I Step N [s 4]
L.Address Mnemonic -
00007 c2c mov eax, dword ptr ds:0x8000 ‘4 Step [s] ”
00007 c30 Fmpt Ox0000: 8000 B :
0000735 hit L.Ad... Mnemonic
00008640 enter 0x0286, 0x00
= ” 00008644 push si
tep [s] 0008645 call .+1090 (0x00008a8a)
Mnemonic 00008648 call .+1109 (0x00008aa0)

F::RTINET

00008000
00008003
00008006
00008007
0000800a
0000800d
0000800F
00008012
00008014
00008017
00008019
0000801a
0000801d
0000801e
00008020
00008022
00008025
00008028
0000802a
0000802d
0000802f
00008031

jmp .+1597 (0x00008640)
add byte ptr ds:[di-117], d1
in al, dx

mov ax, word ptr ss:[bp+6]
mov cx, word ptr ss:[bp+10]
or cx, ax

mov cx, word ptr ss:[bp+8]
jnz .+9 (0x0000801d)

mov ax, word ptr ss:[bp+4]
mul ax, Cx

pop bp

ret 0x0008&

push bx

mul ax, cx

mov bx, ax

mov ax, word ptr ss:[bp+4]
mul ax, word ptr ss:[bp+10]
add bx, ax

mov ax, word ptr ss:[bp+4]
mul ax, Cx

add dx, bx

pop bx

0000864b
00008641
00008650
00008653
00008654
00008656
00008658
0000865b
0000865c
0000865d
0000865e
00008661
00008665
00008668
0000866b
0000&866d
00008670
00008673
00008676
00005867 a

lea ax, word ptr ss:[bp-134]
push ax

call .+1385 (0x00008bbc)

pop bx

or al, al

jnz .+6 (0x0000865e)

call .+1051 (0x00008a76)

pop si

Teave

ret

sub eax, eax

mov dword ptr ss:[bp-6], eax
mov byte ptr ss:[bp-1], al
mov byte ptr ss:[bp-2], al
jmp .+85 (0x000086¢c2)

mov ax, word ptr ss:[bp-6]
mov dx, word ptr ss:[bp-4]
mov si, word ptr ss:[bp-1]
and si, Ox00ff
shl =i, 0x03




Challenges of debugging the MBR

=" The dumped values are not interactive
= Unable to put comments and labels

" You need to constantly refresh the code window
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Initial Setup

= |nitializes video screen

7| Bochs Enhanced Debugger

Command View | Options | Help

[ Continue [c] ” Step [s]
Re... Hex Value Decimal L.Ad... Mnemonic

2ax 00060003 393219 00008aB8a push bp

ebx 00000042 66 00008asb mov bp, sp

ecx 0009c000 638976 00008a8d mov ax, 0x0003
edx 00000080 128 00008a90 int 0x10

esi 000e0000 917504 00008292 mov ax, 0x0500
ed 0000ffac 65452 00008a95 int 0x10

ebp 00007972 31090 00008297 mov cx, 0x2607
esp 00007972 31090 00008a9a mov ah, 0x01
ip 00008290 35472 00008a9c int 0x10

Set video mode to 80x25
Text with 16 colors

AH = 0x00, AL = 0x03
INT 0x10

Set cursor to invisible

AH=0x01, CH=0x26
INT 0x10
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Initial Setup

= Copies content of MBR to a safe place

7| Bochs Enhanced Debugger
Command View Options Help

sector Ox00
MBR

l

|

Step N [s ###]

Re. ..

eax
ebx
ecx
edx
esi
edi
ehp

Continue [c] ”
Hex value L.Ad... Mnemonic
00004200 00008d81 mov bx, O0x55aa
000055aa
000900ff
00000080
000e7732 00008d8d xor al, al
00007742 00008d8f 7mt OxI3
0000771e 00008d91 _~

Read sector

AH = 0x42, ESI=DAP
INT Ox13

00008d84 mov d1, byte ptr ss:[bp+d]
00008d87 mov si, word ptr ss:[bp+6]
0000&8d8a mov ah, byte ptr ss:[bp-2]

b .+3 (0x00008d96)

lamm, | »

P.Address

0x00007730

0x00007740

0x00007750

0x00007760
0x00007770
0x00007780
0x00007790

0 1

2

2

A

o

// Refresh
N0

L

00 00 00 00 00 00

00

00 00 70 79 27 8C
00 00 00 00 AC FF
00 00 00 00 00 00
00 00 00 00
00 00
00 00

buffer=0x7760 |

30
00
00
00
00
00
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Initial Setup

= Copies content of sector Ox36

= Contains TOR addresses

5| Bochs Enhanced Debugger

sector 0x36

Command View Options Help

Continue [c] Step [s] Il Step N [s #ith] Refresh
Re... Hex Value L.Ad... Mnemonic | P.Address 0 2 3 4 6 8 9 A B C D g
eax 00004200 00008d81 mov bx, 0x55aa El[0x00007940F : 00 |10 00
ebx  000055aa 00008d84 mov d1, byte ptr ss:[bp+4] 0x00007950 9 00 00 36 00 00 00 36 00
ecx 000900ff 00008d87 mov si, word ptr ss:[bp+6] 0x00007 960Gttt e p—p—p—i G=r® 79 36 00
edx 00000080 00008d8a mov ah, byte ptr ss:[bp-2] 0x00007970 00 00 01 0| Q0 00 00 00 00 00 00 00 00 00 00
esi 000e794e 00008d8d xor al, al 0x00007980 00 00 00 O 00 00 00 00 00 00 00 00 00 00
edi 0000795e 00008d8f 7nt OxI13 0x00007990 00 00 0Q_O 0 00 00 00 00 00 00
ebp  0000793a OW .+3 (0x00008d96) 0x000079A0 00 00 Of o o 0g P 00 00 00 00 00 00
P.Address 0 1 2 3 4 5 6 7 & O A C D E Ascii

Read sector 0x00007970 00 00 01 00 00 00 00 00 BE 88 CA C2 90 Bl ......... %.REA. =

0x00007980 6E BE 88 CO EA EO BO 6C EF EA E2 E5 D6 n¥.ATéa‘’17éeaalA

AH = Ox42. ESI=DAP 0x00007990 90 BD 86 ES8 cC aAd BC 84 4A 45 9a 95 74 KteUInls,JE8Set>

! 0x000079A0 33 68 74 74 3A 2F 2F 70 65 74 61 33 37 3http: //petyaldh

INTOx13 0x00007980 35 74 62 “f.@m B 2E 6F 6E 6F 6E 2F 5t blagslll . onion/B

0x000079C0 4 45 55 74 Op 0Aa 20 20 20 20 74 74 70 KEULQ. . http:

0x000079D0 2F 2F 70 65 79 61 35 6B 6F 61 /4 73 78 //petyaSkoahts{”

0x000079e0 . L 2E 6F 69 6F BE 2F 42 4B 55 74 51 .onion/BKEUTQ.

0x000079Fr0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

0x00007A00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q00 ... ...

0x00007A10 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ................

0x00007A20 00 66 61 52 45 32 52 70 56 62 31 69 43 .faRyE2Rpvb21iCq

0x00007A30 48 4 78 41 6B 77 76 46 76 42 73 56 43 HNxAVkwvFvBTsWVCe

0x00007240 46 61 43 44 4E 5A 73 59 62 4D 57 39 65 FaCDjNZsYbMPW9e7

0x00007A50 70 73 32 58 48 62 59 75 4B 45 52 42 59 ps2XPHbYUKE9RBYQ

0x00007A60 7A 55 4A 42 77 4C 45 47 4A 33 6B 63 46 zUJIBmwLEGI3HkcFs

70 69 4a 58 68 56 34 00 00 pilAa9xhvdjb.. ...
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Initial Setup
= Checks if the harddrive is already encrypted

| Step [s] I
L.Ad... Mnemonic
000086d9 push 0x0000
000086db push 0x0001
000086dd push 0x0000
000086df push 0x0036
000086el lea ax, word ptr ss:[bp-646]
000086e5 push ax reads sector Ox36
000086eb mov al, byte ptr ss:[bp-2]
000086e9 push ax //
000086ea call .+1733 (0x00008db2)

(EAY] add sp, 0x000c checks for the encyption

000086f0 or al, al
’ marker
000086f2 jz .+3 (Ox000086F7) .
_00008GFA Smn 150 (0v0000RAIR) encryption
r 000086f7 cmp byte ptr ss:[bp-646], 0x01 =J marker
B00086Tc Jb - +18 (Ox00008710) B 1 2 3 4 5 6 7 .89 et T
|OXUUUU?9?U 00 00 01 00 00 00 OO0 00y 00 IBE 88 DF CA C2 90 B1 ......... %.REA. =

0x00007980 6E BE 88 CO 8C EA EO BO 6C EF EA EB E2 ES5 D6 C2 n¥%.AEéa‘’lieeaadA
0x00007990 90 BD 86 E8 DC cCc A4 BC 84 4A 45 38 9a 95 74 9B . Mteulslk,JE83+t>
0x000079A0 33 68 74 74 70 3A 2F 2F 70 65 74 79 61 33 37 68 3http://petyvai’h
O0x000079B0 35 74 62 "7 70 00 "1 Z2E B6F B6E 69 6F 6E 2F 42 5tblsy ® .onion/B
0x000079c0 48 45 55 74 51 Op 0A 20 20 20 20 68 74 74 70 3A KEULQ.. http:
0x000079D0 2F 2F 70 65 74 79 61 35 6B 6F 61 68 74 73 78 7~ //petyaSkoahts{”
O0x000079e0 "2 0L 2E BF BE 69 6F BE 2F 42 4B 45 55 74 51 00 .onion/BKEUTQ.
0x000079F0 00 OO 00 00 00 00 00 OO0 OO0 OO0 00 OO0 OO 00 00 OO0 ... ... innann
0x00007A00 00 00 00 00 00 00 00 00 00 00 OO0 00 Q0 00 00 00 ................
0x00007A10 00 OO0 00 00 00 Q0 00 OO OO0 OO0 00 OO0 OO0 OO0 00 Q0 . ... ...
0x00007A20 00 66 61 52 79 45 32 52 70 56 62 32 31 69 43 71 .faRyEZ2RpvbZ2liCq
0x00007A30 48 4 78 41 56 6B 77 76 46 76 42 54 73 56 43 65 HNxAVkwvFvBTsVCe
0x00007A40 46 61 43 44 6A 4E 5A 73 59 62 4D 50 57 39 65 37 FaCDjNZsYbMPw9e7
0x00007A50 70 73 32 58 50 48 62 59 75 4B 45 39 52 42 59 51 psZXPHbYuKE9RBYQ
0x00007460 7A 55 4A 42 6D 77 4C 45 47 4A 33 48 6B 63 46 73 zUIBmwLEGI3HkcFs

0x00007A70 70 69 4A 41 39 58 66 56 34 6A 62 00 00 00 00 00 piJASxhvdjb.....
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Initial Display
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Initial Display
= Fake FDISK message (int 0x10, ah=0x0e — Write Character)

\ Continue [c] Il

@ Bochs for Windows - Display L.Ad... Mnemonic

LY B: €0 USER G POt g Reset SUSPEND Power 00008726 pUSh bp
EE@@ e B 5 Q@ 00008727 mov bp, Sp

00008729 mov bx, 0x0007

Repairing file system on C: 0000872c mov al, byte ptr ss:[bp+4]
0000872f mov ah, OxOe

The type of the file system is NTFS. 00008731 7mnt OxI10

One of your disks contains errors and needs to be repaired. This process 00008 3T Teave

may take several hours to complete.It is strongly recommended to let it

N P 00008734 ret
00008735 add al, cl

WARNING: DO NOT TURN OFF YOUR PC?! IF YOU ABORT THIS PROCESS, YOU COULD 00008737 add al, byte ptr ds:[bx+si]

DESTROY ALL OF YOUR DATA' PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGGED 00008739 add byte ptr ss:[bp-1171, d1

IN?

0000873c jbe .+4 (0x00008742)
0000873e jmp .+8 (0x00008748)
00008740 mov al, byte ptr ss:[bp-1]
push ax

‘7ca11%.-33 (0x00008726)

pop bx

00008748 Todsb al, byte ptr ds:[si]
00008749 mov byte ptr ss:[bp-1], al
0000874c or al, al

0000874e jnz .-16 (0x00008740)
00008750 pop si

00008751 leave
CTRL + 3rd button enables mouse IPS: 0.001M iU APS SCRL HEEGEN UHC 00008752 ret

& <= NONNQT7ED ~Add -1 = |
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Next,

= Reads again the content of sector 0x36

= Marks the first byte with 0x01 (encryption marker)

= Then, writes the content back to sector 0x36

Bochs Enhanced

Command  Miew Options Help

Continue [c]

|

Step [s]

Write sector

AH = 0x43, ESI=DAP

INT Ox13

Hex wvalue
00004300
55aa
00900ff
00000080
000eb71c
000067 2c
00006708
000066Te
00008d8f
00000246
0000
0000
0000
0000

L.Ad. ..

00008dbc
00008d70
0000&d72
00008d74
00008d76
0000&d79
00008d7d
00008d81
0000&d34
00008d&7
00008d8a
0000&d3d
00008d&f
00008d91

Mnemonic

cmp byte ptr ss:[bp+18], 0x01

sbb al,
and al,
add al,
mov byte
mov byte
mov byte
mov bx,
mov dl,
mov 51,
mov ah,
xor al,

nt Ox13

jnb .43

al

Oxff

0x43

ptr ss:[bp-2], al
ptr ss:[bp-6]1, O0x03
ptr ss:[bp-4], 0x00
Ox55aa

byte ptr ss:[bp+4]

word ptr ss:[bp+6]
byte ptr ss:[bp-
al

(0x00008d96)

Write sector

AH = 0x43, ESI=DAP
INT Ox13
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Looking for the active partition
= Reads the content of current MBR

= Locates the active partition

= Reads the boot sector of active partition at sector Ox3F(this PC)

7 | Bochs Enhanced Debugger sector Ox3F '
Command  View Options Help

[ Continue [c] Il Step [s] q\ Step N [s ###] Il

Re... Hex value L.Ad... Mnemonic »| P.Address 2 3 4 5 6 7 8 9 A B
eax 00004200 00008d84 mov dl1, byte ptr ss:[bp+4] .E| 0x00006280 3F 00 00 00 00 01 00 00 00
ebx 000055aa 00008d87 mov si, word ptr ss:[bp+6] — | 0x000062COJEC 62 00 00 00 00 00 00 00 00
ecx 013fab80 00008d8a mov ah, byte ptr ss:[bp-2] 0x00006200 00 00 00 00 36 67 56 92 80 a6 EC 62 3F 00 00 00
edx 00000080 00008d8d xor al, al 0x0000620 01 00 00 00 1F 00 AC FF 00 00 EC 606 00 00 00 00
esi 000e62bc 00008d8T 7nt Ox13 PAddress 0 1 2 3 4 5 6 7 8 9 A B C D E F_Ascii 00 00 00
edi 000062cc 00008d91 Frmb .+3 (Ox00008d496) 0x000062E0 01 00 00 00 1F 00 AC FF 00 00 EC 66 EB 52 90 4& ...... —...ifer.n OO 00 00
. 0x000062F0 54 46 53 20 20 20 20 00 02 08 00 00 00 00 00 O TFS  .........
ebp 900062&18 00008d93 mov byte ptr ss:[bp-4], ah (]::(]00063(]0 00 F8 00 00 3F 00 FF 00 3F 00 00 00 00 00 00 00 grTrre - 00 00 00
0x00006310 80 00 80 00 D8 A6 3F 01 00 00 00 00 00 00 OC 00 ....@!7........
0x00006320 00 00 00 00 6D FA 13 00 00 00 00 00 F6 00 00 00 ....md...... 6...
0x00006330 01 00 00 00 20 10 39 18 19 39 18 80 00 00 00 00 .... . 9..9......
0x00006340 FA 33 cO 8e DO BC 00 7C FB B8 CO 07 8E D8 E8 16 G3AZDA. |0 A.Zoe.
0x00006350 00 B8 00 0D 8E cO 33 DB C6 06 OE 00 10 E8 53 00 . ..ZA304....es.
0x00006360 68 00 OD 68 6A 02 CB 8A 16 24 00 B4 08 cD 13 73 h..hj.E5.5. .f.s
0x00006370 05 B9 FF FF 8A FL 66 OF B6 C6 40 66 OF B6 DL 80 .'..5Af.Y4GF.TN.

0x00006380 E2 3F F7 E2 86 CD €0 ED 06 41 66 OF BY C9 66 F7 a?:atiAi.af..Ef:
0x00006390 E1 66 A3 20 00 C3 B4 41 BB AA 55 8A 16 24 00 ¢D aff .A"A»?Us.§$.1
0x000063A0 13 72 OF 81 FB 55 AA 75 09 F6 C1 01 74 04 FE 06 .r..GU%udA.t.p.
0x00006380 14 00 C3 66 60 1 06 66 Al 10 00 66 03 06 1C 00 ..Af ..fj..f....
0x000063Cc0 66 38 06 20 00 OF 82 3A 00 1E 66 6A 00 66 50 06 f;. ..,:..fj.fpP.
0x000063Dp0 53 66 68 10 00 01 00 80 3 14 00 00 OF 85 OC 00 sth..... S
0x000063E0 E8 B3 FF 80 3 14 00 00 OF B84 61 00 B4 42 8A 16 &3..»....,a. BS5.
0x000063F0 24 00 16 1F 8B F4 CD 13 66 58 5B 07 66 58 66 58 §...<6T.FfX[.fxFfx
0x00006400 1F EB 2D 66 33 D2 66 OF B7 OE 18 00 66 F7 F1 FE .&-f30f.....f:hp
0x00006410 c2 8A CA 66 8B DO 66 C1 EA 10 F7 36 1A 00 86 D6 ASEf<DfAé.:6..10

0x00006420 8A 16 24 00 8A E8 €O E4 06 OA cC B8 01 02 CD 13 5.5.52A&..1...1.

. e 0x00006430 OF 82 19 00 8C cO 05 20 00 86 CO 66 FF 06 10 00 .,..EA. .ZAf....
active partition’s 0x00006440 FF OE OE 00 OF 85 6F FF 07 1F 66 61 C3 A0 F8 0l ......o...faA o.
boot sector 0x00006450 E8 09 00 A0 FB 01 E8 03 00 FB EB FE B4 01 88 FO &. G.2..0ep . <d
0x00006460 AC 3C 00 74 09 B4 OFE BB 07 00 CD 10 EB F2 C3 0D -<.t .»..I.c0A.

0x00006470 OA 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 72 .A disk read err

0x00006480 6F 72 20 6F 63 63 75 72 72 65 64 00 OD OA 4E 54 or occurred...NT
0x00006490 4C 44 52 20 69 73 20 6D 69 73 73 69 6E 67 00 OD LDR is missing..

0x000064A0 0A 4E 54 4C 44 52 20 69 73 20 63 6F 6D 70 72 65 .NTLDR is compre
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Looking for the MFT

= Master File Table (MFT)
= MFT is found in NTFS Boot Sector

" [t contains at least one entry for every file
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Setup For Encryption

= Reads 2 sectors starting at the first MFT entry

* The malware computes for the number of sectors for the entire

MFT table (e.g., 32320)

= Displays the initial counter

@ Bochs for Windows - Display
]ﬂ:: : B:: EEDi

Repairing file system on C:

Pogte

USER  Copy &% SUSPEND PO

=]
=

The type of the file system is NTFS.

One of your disks contains errors and needs to be repaired. This
may take several hours to complete.It is strongly recommended to
complete.

WARNING: DO NOT TURN OFF YOUR PCt IF YOU ABORT THIS PROCESS, YOU
DESTROY ALL OF YOUR DATAt! PLEASE ENSURE THAT YOUR POWER CABLE IS
INt

CHEDSEK is repairing sector 2 of 32320 (0x)

CTRL + 3rd button enables mouse IPS: 0.001M UM CAPS | SCRL

F::RTINET

e gy m

L.Ad...

000087e2
000087e5
000087eb
0000879
000087 ec
000087ed
=2 000870
000873
000874

=] =

process
let it

COULD
PLUGGED

Mnemonic
call .-175 (0§ “CHKDSK is repairing sector”
pop bx -

push word ptr ss;

call .-182 (0x00008736)
pop bx

push 0x9c26

call .-189 (0x00008736)

pop bx

push dword ptr ss:[bp+6] “2"

call .-167 (0x00008754) T
mov sp, bp

push 0x9c28

u Of”
call .-205 (0x00008736)

pop bx

push dword ptr ss:[bp+10]

call .-183 (0x00008754) 32320

mov sp, bp

“ (II

push 0x9c2e
call —221 (0x00008736) _

pop b
mov
mowv
mu 1
xor

dword ptr ss:[bp+6]
0x00000064

ecx

edx

eax,
ecx,
eax,
edx,

div eax, dword ptr ss:[bp+10]
push eax J “0”
call .-217 (0Ox00008754)

F

mov sp, bp

push 0x9c32 u%)"

call .-255 (0x00008736)




MFT Encryption

= Reads 8 sectors per pass

= Encrypts the sectors and writes them back to the harddrive

7 | Bochs Enhanced Debugger 8 sectors ' sector Ox600041
Command View Options Help

| JuEm——
[ Continue [c] I Step [s] \-QL Step N [s #t#] / Rei

|

Re... Hex vValue |[L.Ad... Mnemonic | P.Address 2 3 4 5 6 7 8 9 A /C D E F

eax 00604200 00008d84 mov dl, byte ptr ss:[bp+4] ‘E‘ 0x00004C60§10 00 08 00 90 4C 00 00 41 00 60 00 00 00 00 00

ebx 000055aa 00008d87 mov si, word ptr ss:[bp+6] [ 0x00004C70 41 00 60 00 00 00 00 00 94 5 F& 94 80 9C 90 4cC

ecx 00004 c90 00008d8a mov ah, byte ptr ss:[bp-2] 0x00004C80 41 00 60 00 08 00 00 00 02 00 4A 67 41 00 60 00

edx 00000080 00008d8d xor al, al 0x00004c90 00 00 00 00 00 00 00 00O 00 00 00 0O 00 00 00 00

es5i 000edco0 00008d&f 7mt Ox13 0x00004Ca0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=ahi NnnN4 70 NNNNRAAT  Fmh 3 (hAN8AGA) 0x00004ce0 00 00 00 Q0 00O 00 OO0 00 00 00 00 00 00 00 00 00
P.Address 0 1 2 3 4 5 6 7 8 9 A B C D E Accdd " lpaddress 0 1 ? 3 4 5 6 7 &8 9 A B C D Accdd
|0x00004c90 46 49 4C 45 30 00 03 00 2p OF 00 O1 00 00 00 OOQFILEO...-f4...... 0x00004C90 8D B9 4C 45 4c 11 03 00 A9 28 00 01 FC 90
0x00004CcAa0 01 00 01 00 38 00 01 00 58 01 00 00 00 04 00 . . ... 0x00004ca0 D5 04 01 00 E3 c& 01 00 4c ¢c9 00 00 2A DD
0x00004cB0 00 00 00 00 00O 00 00 00 04 00 00 00 01 00 00 00 ........ccoo..n.. 0x00004cB0 00 38 00 00 00 40 00 00 61 5A 00 00 DF 96
0x00004cc0 38 00 00 00 OO 00O OO0 OO0 10 00 00 0O B0 00 00 0x00004ccO 72 2E 00 00 7A 13 00 00 08 OC 00 00 8B CA .
0x00004Ccp0 00 00 18 00 00 00 00 00 48 00 00 00 18 00 00 00 ........H....... 0x00004cp0 €9 FO 18 00 7C 11 00 00 cC 27 00 00 64 93 00 00 E&d..|...I"..d*"..
0x00004CE0 EO 29 B8 37 EE F9 cc 01 EO 29 B8 37 EE F9 cC 01 &) 7fui.a) 74ui. 0x00004CEQ B4 6B B8 37 32 31 cC 01 F4 21 BB 37 €4 26 cC 01 'k 721i.8! 7A&I.
0x00004CFO EO 29 B8 37 EE F9 CC 01 EO 29 B8 37 EE F9 CC 01 a).7iuI.a). 7iul. 0x00004CF0 E2 51 B8 37 EE 7A CC 01 84 73 B8 37 BO 6F CC 01 40.77zI.,s . 7°ol.
0x00004p00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....vvevmunnennn 0x00004D00 cC 6E 00 00 7A 15 00 00 18 4C 00 00 EA CA 00 00 in..z....L..8E..
0x00004p10 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 .......coiniuennn 0x00004D10 cA FO 00 00 7c DO 00 00 84 27 00 00 FC 51 00 00 EB..[P..,"..0Q..
0x00004p20 00 00 00 00 OO0 OO OO 0O 30 00 0O 00O 70 00 00 Q0 ........ 0...p.-.. 0x00004D20 D4 02 00 00 DD C8 00 00 A4 BA 00 00 5A EB 00 00 O...VE..u3..Ze..
0x00004p30 00 00 18 00 00 00 02 00 52 00 00 00 18 00 01 00 ........ Revuvnnn 0x00004D30 04 38 18 00 80 80 02 00 31 5A 00 00 C6 96 01 00 .8...... 1z. . 85-..
0x00004p40 05 00 00 00 00 00 05 00 E0O 29 B8 37 EE F9 cC 01 ........ a) . 7iui. 0x00004D40 4F 6E 00 00 7A 15 05 00 F8 25 B8 37 05 33 ¢cC 01 on..z...e% 7.31.
0x00004D50 EO 29 BB 37 EE F9 cC 01 EO 29 B8 37 EE F9 CC 01 a) . 7iui.a). 7iui. 0x00004D50 26 D9 BB 37 92 ED CC 01 64 06 B8 37 92 AA CC 01 +0 7'4i.d. 7721.
0x00004D60 EO 29 BB 37 EE F9 CcC 01 00 10 00 00 00 00 00 00 &) 7i0I......... 0x00004pD60 34 6B B8 37 33 31 cc 01 14 58 00 00 2A DF 00 00 4k 731I..X..*R..
0x00004p70 00 10 00 00 00 00 00 00 06 00 00 00 00 00 00 00 ....vvvvmunnennn 0x00004pD70 06 28 00 00 80 03 00 00 65 5A 00 00 DE D6 00 00 .(...... eZ..pO..
0x00004D80 08 03 24 00 4p 00 46 00 54 00 4p 00 69 00 72 00 ..$.M.F.T.M.i.r. 0x00004D80 C2 ED 24 00 37 13 46 00 4C 89 4p 00 82 cA 72 00 Ai$.7.F.L%M.,Er.
0x00004p%90 72 00 00 00 00 00 OO0 80 00N 00 00 A8 00 00 00 r.o.......... H... 0x00004p90 BE FO 00 00 FC 13 00 00 04 2F 00 00 34 13 00 00 ¥B..0G..../..4...
0x00004pAa0 01 00 40 00 00 00 O 00 ..@............. 0x00004DA0 55 44 40 00 pC C8 0O 00 UD@.UE...E..*R..
0x00004p80 00 00 00 00 00 00 O MFT ent 00 ........ @. ...... 0x00004pB0 08 02 00 00 00 C3 0O MFT entry 00 ..... A..#Z..ps ..
0x00004pCcO 00 10 00 00 00 00 O ry 00 ... ... 0x00004DCO CA BE 00 00 7A 15 0 00 E%..z....Y..8E..
0x00004D00 00 10 00 00 00 00 O 00 ..oun... 1.mi.... 0x00004DD0 €9 EO 00 00 FC 13 O (encrypted) 00 Ea. _ii...p*mio. ..
0x00004DEQ FF FF FF FF 00 00 QOO 20 00 OO 00 2000200 00 ........ 0x00004DEQ 2B BD FF FF DD C8 Ob—weo——=r—ro—vo—wo—or—oo—we 00 +)%..VE..4H...Y..
0x00004DF0 01 02 00 00 00 00 00 05 20 00 00 00 20 02 00 00 ........ 0x00004DF0 0B 3C 00 00 80 43 00 05 44 5A 00 00 7E D4 00 00 .<...C..DZ..~0..
0x00004£00 80 00 00 00 48 00 00 00 01 00 40 00 00 00 01 00 ....H..... @a..... 0x00004E00 4A 2e 00 00 32 13 00 00 99 8 40 00 EB cA 01 00 J...2....E@.EE..
0x00004E10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....'veurunenn. 0x00004E10 9 FO 00 00 FC 10 00 00 84 27 00 00 7C D3 00 00 ED..G...,"..|0..
0x00004E20 40 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 @............... 0x00004E20 14 42 00 00 DC C8 00 00 14 98 00 00 2A DF 00 00 .B..UE...... R
0x0000430 00 10 00 00 OO0 00 00 00 OO0 10 00 OO0 0O 00 00 00 ....vviemmnnnnnn 0x00004E30 OC 14 00 00 00 03 00 00 62 4A 00 00 5e 95 00 00 ........ bl. . As..

——| 0x00004g40 31 01 6D FA 13 00 00 00 FF FF FF FF 00 00 00 00 1.md............ L | 0x00004E40 FB 2F 6D FA 69 15 00 00 67 B3 FF FF EA CA 00 00 G/mii...g%..8E.. L
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MFT Encryption
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2"d Reboot
= |nitializes the video screen

= Reads sector 0x36, and checks the encryption marker

" |f it is encrypted, it displays the blinking red skull
» Also uses int 0x10 ah=0x0e (Write Character)
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2nd Reboot
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Finale

= Petya: Stage 1
» Copies MBR and mini-kernel code to the harddrive
» Then, initiates reboot

= Petya: Stage 2
» Displays fake FDISK
» Encrypts MFT table
» |nitiates 2" reboot
» Displays ascii skull
» Waits for bitcoin payment
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Finale

=" Tools
» Disk Management
» diskpart
» OllyDbg/x64Dbg
» WinObj
» ProcMon
» HDHacker
» Bochs debugger
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Multumesc!
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