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#ME

Source:

CNET Arficle https://goo.gl/5Swédiu

| WEAR THE #WIFICACTUS

| PLAY A HACKER IN THE CYBER SPHERE
| CAN PROGRAM

| CAN COMPUTATE

FREELANCE INFOSEC
« HIT ME UP IF INTERESTED!

BS IN COMPUTER SCIENCE



HUGE THANK YOU TO SOOO MANY PEOPLE WHO
MADE THIS POSSIBLE!!!!

» HAK5 (DARREN, SEB, SHANNON, JAYSON,
SARAH, AND EVERYONE ELSE)

* BH (GRIFTER, STUMPER, L34N, NEMUS, CESAR,
AND EVERYONE ELSE |I'M FORGETTING)

« DEerFCON (DT, KAMPF, JEREMY, SOC GOONS,

AND EVERYONE ELSE |'M FORGETT|NG) 5 AND ESPEC'ALLY ALI_ OF
* RENDERMAN, SID AND THE DC WIRELESS

S YOUHI]

* LUXOR AND MANDALAY SECURITY

* AUSTIN, BRYAN, HENRY




#WHY MONITOR WIFle

* |T'S EVERYWHERE, EVERYONE USES IT AND NEARLY EVERY DEVICE HAS IT

* PEOPLE MAKE ASSUMPTIONS ABOUT SECURITY AND TRUST VENDORS/HARDWARE BLINDLY
* TO BETTER UNDERSTAND RISKS

» TO DETECT THE RISKS

* TO MONITOR FOR THREATS

* STUFF WORTH FINDING

* CURIOSITY




#PROJECT HISTORY: DEFCON23 WARWALKER

* BEAGLEBONE BLACK
* 2 ALFA RADIOS
12 HOURS OF BATTERY LIFE
*  SUPER INTERESTING STUFF
*  SAINTCON TALK IS ONLINE SOMEWHERE

* USED AIRCRACK-NG FRAMEWORK

* INSPIRED ME TO DO MORE




#PROJECT HISTORY PROJECT LANA

* TOOK LESSONS LEARNED FROM PREVIOUS YEAR
*  GOT SPONSORED BY MINNOWBOARD (INTEL)

* DEPLOYED 2 BOXES AT BH AND 12 AT DEFCON
* LEARNED ABOUT KISMET

*  SAINTCON TALK ONLINE SOMEWHERE




THE #WIFICACTUS: BACKGROUND

*  WANTED TO DO SOMETHING BIGGER THAN LAST
YEAR

*  GRIFTER MADE ME GO TO SHMOOCON
e MET WITH DARREN KITCHEN (HAKS)

e HAKS5 TOTALLY HOOKED IT UP!!I
#SPONSORED!!!!

Source: CNET Article https://goo.gl/5wédiu




#SPONSORED

THINGS GOT REAL, 40 HAKS
TETRA PINEAPPLES SHOWED UP

SUPPORT
HTTPS://HAKSHOP.COM

o I O
Clefo oo o e e I
ACARRERERL

WiFi Pineappl
WiFi Pineapple T
WiFi Pineapple TETRA

WiFi Pineapple TETRA

WiFi Pineapple TE /';';Jﬁ i




THE #MINI-CACTI

* PROOF OF CONCEPT

« 6 HAKS PINEAPPLE TETRAS
« 25 AH BATTERY

¢ MINNOWBOARD



THE #WIFICACTUSZTHE BUILD

* HARDWARE:

« 25 HAKS PINEAPPLE TETRAS
+ 50 ATHY RADIOS
* 100 ANTENNAS (2x2 MIMO)

« 2 CisCcO 16 PORT 10/100 SWITCHES

« INTELNUC 15 16GB RAM 512GB SSD
« 500 WATT 12v PSU

*  ARDUINO MICRO

« A LOT OF LEDs

 LEAD ACID SMALL CAR BATTERY
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THE #WIFICACTUS: THE BUILD
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THE #WIFICACTUSZTHE BUILD




18 scanned in 13871ms. DB Queue: 0
} Pineapple_165B
-68]00:13:37:a6:16:5b- 11 - [ESS]
'8 Pineapple_167B

ACCIDENTAL BEACON DDOS  ias5rasron. -5

38 Pineapple_128F

| 00:13:37:a6:12:8f- 11 - [ESS]
52 Pineapple_1673

| 00:13:37:a6:16:73 - 11 - [ESS]
i# Pineapple_164C

| 00:13:37:a6:16:4c - 11 - [ESS]
i3 Pineapple_1664

| 00:13:37:a6:16:64 - 11 - [ESS]

* TURNS OUT YOU CAN DDOS WITH ONLY £3 Pineapple_1640
BEACONS | 00:13:37:26:16:40 - 11 - [ESS]
B _ Pineapple_1290
e LESSON LEARNED: LOAD FIRMWARE AND POWER 100:13:37:26:12:90 - 11 - [ESS]
ON 1 AT A TIME &3 Pineapple_168B

| 00:13:37:a6:16:8b- 11 - [ESS]
: Pineapple_1693
| 00:13:37:a6:16:93 - 11 - [ESS]
$4 Pineapple_1667-5G
| 00:13:37:a6:16:68 - 36 - [ESS]
> Pineapple_1690 '

1 00:13:37:a6:16:90 - 11 - [ESS]

5:10:16

5:10:16

5:10:16

5:10:1(6

5:110:16

2:110:16

SR

SEE G

5:10:30

5:10:30

5:10

el ):3()



THE #WIFICACTUS: THE FRAME

*  CUSTOM ALUMINUM TOP AND BOTTOM PLATE
« CUSTOM DELRIN RAILS TO SUPPORT

ALTERNATING DIRECTION

* HANDLE
*  OPEN FRAME BACKPACK

« THANK YOU AUSTIN AND BRYAN!!I!




THE #WIFICACTUSTHE BINEAPPLE

* MET RICHARD AT BLACKHAT

* HE BOUGHT A PINEAPPLE ON AMAZON AND
HAD IT OVERNIGHTED TO A LOCKER ON THE STRIP

* |CONIC ADDITION TO THE PROJECT

e |TTAKES A COMMUNITY TO MAKE THIS STUFF
HAPPEN!

t richard_h

My favourite picture of me from #defcon this
year - it's got it all: beer, @d4rkm4tter's
pineapple, radios, and atomic blue face
reflection.




THE #WIFICACTUS: SOFTWARE

DEFAULT TETRA FIRMWARE, BECAUSE LAZY
* DEFAULT TETRAS BEACON DDOS

KISMET ON THE NUC

KISMET REMOTE CLIENT ON THE 25 TETTRAS

ANSIBLE AND VERY BAD BASH SCRIPTS TO
MANAGE EVERYTHING

ORGANIC, HAND FLASHED PINEAPPLE TETRAS BY
BRYAN AND HENRY

EVERYHING GOES TO IN A SINGLE KISMET
SESSION AND SINGLE PCAP FILE

=
3 Kismet Wireless

SUPPORT KISMET ON PATREON:
HTTP://GOO.GL/YX3RJT




THE #WIFICACTUS: FAQ

* HOW MUCH DOES IT WEIGH, IS IT HEAVY?
* HOW MUCH DATA DOES IT GET¢

* ARE YOU GETTING CANCER?

* ARE YOU PLANNING ON HAVING KIDS¢

e |SITHOT?



THE #WIFICACTUS: FAQ

* HOW MUCH DID IT COST?
* HOW MUCH TIME DID IT TAKE TO MAKE?
*  WHAT DID TSA THINK ABOUT IT2

HOW LONG DOES IT LAST ON BATTERY 2




MY WARWALK

4,274 FEET
~1,800 STEPS

14,805 TOTAL STEPS
THAT DAY

POWER STEPS!




THE #WIFICACTUS: THE BEACKHAT NOC

actus has arrived at the #blackhat
ckHatEvents Great job

Photo Credit: PCMag

Di92000®1 \

Photo Cradit: @ki34n




THE #WIFICACTUS: THE BEACKHAT NOC

“Can | haz the WiFig”

Photo Credit: @kl34n




THE THING ABOUT THE LUXOR....




THE #WIFICACTUS: VISITING BH VENDORS

a L34N
LY ©@ki34n

"I'm just a subtle reminder to be in airplane
mode" -




THE #WIFICACTUS: LOCATION DEFCON




THE #WIFICACTUS: DEMOLABS
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THE #WIFICACTUS z: CACEISC N

. CactusCon m
The #WiFiCactus has made an appearance

with @d4rkm4tter in the #CactusCon job
track &

mu IIIIIIIIII}"’//
il l'

PHOENIX
CONVENTION CENTER




THE DATAS




PREPARING FOR THE WIFI DROUGHT

Total Captured 138 GB 42 GB
PCAP Size

Total Unique Mac 104 thousand 253 thousand
Address

Total Unique SSIDs 309 thousand 237 thousand

280 MB

A few thousand

A few hundred




SHOW ME THE DATA

Blackhat NOC
Blackhat Vendors

Blackhat
WarWalk

DefCon Warwalk
DefCon Demolab
CactusCon

3 days
60 Min
30 Min

/ Hours
5 Hours
6 Hours

@_l Kismet-20170725-19-04-28-1.pcapdump
c,J Kismet-20170726-10-24-30-1.pcapdump
‘:,'._] Kismet-20170726-14-17-38-1.pcapdump
& | Kismet-20170726-15-46-24-1.pcapdump
.,J Kismet-20170726-16-10-47-1.pcapdump
@_l Kismet-20170726-16-12-39-1.pcapdump
& | Kismet-20170726-16-38-37-1.pcapdump
@;l Kismet-20170726-17-06-28-1.pcapdump
@_] Kismet-20170729-08-51-39-1.pcapdump
.;,_| Kismet-20170729-09-34-11-1.pcapdump
éj Kismet-20170729-10-09-57-1.pcapdump
& | Kismet-20170729-10-15-07-1.pcapdump
,,;-._-J Kismet-20170729-10-16-44-1.pcapdump
@_] Kismet-20170729-11-53-29-1.pcapdump
& | Kismet-20170729-12-04-16-1.pcapdump
@;] Kismet-20170729-12-28-21-1.pcapdump
@_] Kismet-20170729-13-27-10-1.pcapdump
c,J Kismet-20170729-13-52-11-1.pcapdump

1,227,104 KB

PCAPDUMP File

PCAPDUMP F

PCAPDUMP File




MAC ADDRESS SUMMARY

Total Unique Source Addresses (SA) 104,023
Total Unique Destination Addresses (DA) 96,133

Total Unique Receiver Addresses (RA) 104,151
Total Unique Mac Addresses 104,084




MOST NOISY AP'S TOP 20

CaesarsVillas 8,807,235 MGMResorts-WiFi 1,269,576
CAESARS 8,714,551 CDOBM 1,196,461
BETA 6,075,116 MPTS 1,184,613
ALPHA 6,051,288 MMD 1,180,436
DefCon-Open 2,996,732 Sca? 568,035
DefCon 2,899,050 Verizon-291LVW-3DB3 518,463
Caesars_Resorts 2,768,050 PirateBox - Share 394,499
DELTA 2,039,118 Freely

GAMMA 2,025,671 AMXA 345,147

BlackHatUSA2017 1,827,242 T-Mobile 280,779
Broadband19




THE FREQUENCIES (MHZ)

e 40 TOTAL CHANNELS MONITORED




THE ALERTS
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INTERESTING EVENTS

changed advertised encryption from none to WPA WPA-PSK AES-CCMP which may
Configure.Me-097930 indicate AP spoofing/impersonation

changed advertised encryption from WPA WPA-PSK AES-CCMP to WEP which may

indicate AP spoofing/impersonation

changed advertised encryption from WEP to WPA WPA-PSK AES-CCMP which may

indicate AP spoofing/impersonation

changed advertised encryption from WPA AES-CCMP to WPA WPA-PSK AES-CCMP
sca2 which may indicate AP spoofing/impersonation

changed advertised encryption from WPA AES-CCMP to WPA WPA-PSK AES-CCMP
DefCon which may indicate AP spoofing/impersonation

changed advertised encryption from WPA WPA-PSK AES-CCMP to WPA AES-CCMP
DefCon which may indicate AP spoofing/impersonation

changed advertised encryption from WPA WPA-PSK AES-CCMP to WPA AES-CCMP
OutboxScanners which may indicate AP spoofing/impersonation

changed advertised encryption from WPA WPA-PSK AES-CCMP to WPA WPA-PSK TKIP
360WiFi-7E6F9A-5G AES-CCMP which may indicate AP spoofing/impersonation

changed advertised encryption from WPA WPA-PSK TKIP AES-CCMP to WPA WPA-PSK
360WiFi-7E6F9A-5G AES-CCMP which may indicate AP spoofing/impersonation

changed advertised encryption from none to WEP which may indicate AP
WCTF_06 spoofing/impersonation




BROADPWN

975.. 32.97@922 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=8, Flags=........ C, BI=15, S55ID=broadpwn_test[Malformed.. 862.11b
975.. 32.974648 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=@, Flags=....R...C, BI=15, SS5ID=broadpwn_test[Malformed.. 862.11b
975.. 32.981137 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=@, Flags=....R...C, BI=15, S5ID=broadpwn_test[Malformed.. 882.11b
975.. 32.984135 Alfa_B84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=8, Flags=....R...C, BI=15, 55ID=broadpwn_test[Malformed.. 882.11b
975.. 33.881317 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=@, Flags=....R...C, BI=15, 55ID=broadpwn_test[Malformed.. 862.11b
975.. 33.884528 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=@, Flags=....R...C, BI=15, 55ID=broadpwn_test[Malformed.. 862.11b
975.. 33.889975 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=33, FN=@, Flags=....R...C, BI=15, S5ID=broadpwn_test[Malformed.. 862.11b
268.. 83.258614 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=498, FN=8, Flags=........ C, BI=15, SSID=broadpwn_test[Malforme.. 882.11b
268.. 83.268304 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=498, FN=0, Flags=....R...C, BI=15, S55ID=broadpwn_test[Malforme.. 882.11b
358.. 189.646219 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=718, FN=@, Flags=........ C, BI=15, S55ID=broadpwn_test[Malforme.. 862.11b
358.. 189.645734 Alfa_84:ba:b9 Apple_d9:4a:ba 882.11 131 Probe Response, SN=718, FN=@, Flags=....R...C, BI=15, S5ID=broadpwn_test[Malforme.. 862.11b
358.. 189.655216 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=713, FN=8, Flags=........ C, BI=15, SSID=broadpwn_test[Malforme.. 882.11b
3508.. 189.656323 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=713, FN=8, Flags=....R...C, BI=15, SS5ID=broadpwn_test[Malforme.. 882.11b
358.. 189.657426 Alfa_84:ba:b9 Apple_d9:4a:ba 882.11 131 Probe Response, SN=719, FN=8, Flags=....R...C, BI=15, S55ID=broadpwn_test[Malforme.. 882.11b
358.. 189.664499 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=719, FN=@, Flags=....R...C, BI=15, S55ID=broadpwn_test[Malforme.. 862.11b
358.. 189.665743 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=713, FN=8, Flags=....R...C, BI=15, SSID=broadpwn_test[Malforme.. 862.11b
3508.. 189.666888 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=713, FN=8, Flags=....R...C, BI=15, SSID=broadpwn_test[Malforme.. 882.11b
35@.. 189.668155 Alfa_B84:ba:bo Apple_d9:4a:ba 82.11 131 Probe Response, SN=719, FN=8, Flags=....R...C, BI=15, 55ID=broadpwn_test[Malforme.. 382.11b
41@.. 126.773385 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=86@, FN=@, Flags=........ C, BI=15, S55ID=broadpwn_test[Malforme.. 862.11b
41@.. 126.880871 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=861, FN=@, Flags=....R...C, BI=15, S55ID=broadpwn_test[Malforme.. 862.11b
418.. 126.881172 Alfa_84:ba:b3d Apple_d9:4a:ba 802.11 131 Probe Response, SN=861, FN=8, Flags=....R...C, BI=15, SS5ID=broadpwn_test[Malforme.. 882.11b
41@.. 126.882957 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=861, FN=8, Flags=....R...C, BI=15, SSID=broadpwn_test[Malforme.. 882.11b
418.. 126.884254 Alfa_84:ba:b9 Apple_d9:4a:ba 882.11 131 Probe Response, SN=861, FN=0, Flags=....R...C, BI=15, 55ID=broadpwn_test[Malforme.. 882.11b
41@.. 126.888996 Alfa_84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=861, FN=8, Flags=....R...C, BI=15, 55ID=broadpwn_test[Malforme.. 862.11b
587.. 152.268471 Alfa_s84:ba:b9 Apple_d9:4a:ba 802.11 131 Probe Response, SN=1835, FN=8, Flags=....R...C, BI=15, S5ID=broadpwn_test[Malform. 862.11b
587.. 152.269788 Alfa_84:ba:bo Apple_d9:4a:ba 8302.11 131 Probe Response, SN=1835, FN=B, Flags=. R...C, BI=15, 55ID=broadpwn_test[Malform.. 862.11b
587.. 152.271163 Alfa_84:ba:bo Apple_d9:4a:ba 802.11 131 Probe Response, SN=1835, FN=8, Flags=....R...C, BI=15, S5ID=broadpwn_test[Malform.. 882.11b
| = Y | b I el T o o T =K n1E£. DAl i N 1 At A b 200 11 k| kI o L n Bl 1A CRl_i = | o il DT 1L Thl A - EN T S 11l

Signal strength (dBm): -529 dBm
TSF timestamp: 3192708724
¥ [Duratiocn: 984 us]
v [Expert Info (Warning/Assumption): No preamble length information was available, assuming short preamble.]
[No preamble length infermation was available, assuming short preamble.]
[Severity lewvel: Warning]
lGraun: Assumntion]



1289561
1289568
1289569
1289578
1289571
1239577
1289578
1289579
1289588
1289581
1289582
1289583
1239584
1289585
1289586
1289587
1289588
1289589
1289598
1289591
1289592
1289593
1289685
1289618
1289611
1289612
1289613
1289R74

BROADPWN

Time

359.745863
359.752726
359.753419
359.753443
359.753469
359.755967
359.755994
359.756797
359.757499
359.757523
359.758166
359.758189
350.758551
359.7559473
359.759568
359.768219
359.768248
359.768676
359.761378
359.7614683
359.761421
359.761838
359.769928
359.771253
359.771752
359.772547
359.772571
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15
15
45
16
45
46
15
45
15
45
45
16
45
15
15
15
15
45
45
15
46
15
15
45
15
15
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Destination

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Rroaderast

Protocol
882.11
882.11
882.11
882.11
882.11
B82.11
882.11
882.11
582.11
882.11
882.11
882.11
B82.11
882.11
882.11
582,11
882.11
882.11
882.11
582.11
882.11
882.11
B882.11
B82.11
882.11
882.11
882.11
"A7 11

Length
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172
172

Info

Probe
Praobe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Probe
Praobe
Probe
Probe
Probe
Probe
Probe
Probe
Prabe
Probe
Probe
Probe
Praobe
Prohe

Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,

Renue=t.

SN=1974,
SN=1975,
SN=1976,
SN=1977,
SN=1978,
SN=1979,
SN=1938,
SN=1982,
SN=1983,
SN=1984,
SN=1985,
SN=1986,
SN=1987,
SN=1989,
SN=1998,
SN=1991,
SN=1992,
SN=1994,
SN=1995,
SN=1996,
SN=1997,
SN=1998,
SN=2815,
SN=2817,
SN=28183,
SN=2819,
SN=2828,
SN=2@272 .

FN=8,
FN=8,
Fl=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=B,
FN=8,
FN=8,
Fl=8,
FN=8,
FN=8,
FN=8,
FN=8,
Fl=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=8,
FN=f .

Flags=...cuu.s. C,
Flags=.....u.. C,
Flags=........ C;
Flags=...cuuu. C,
Flags=........ C,
Flags=........ E;
Flags=....uuu. C,
Flags= C,
Flags=........ C,
Flags=........ i
Flags=....uu.. C,
Flags=...cuuu. C,
Flags=........ C,
Flags=...cuuu. C,
Flags=.....uu. e,
Flags= C,
Flags=........ .
Flags=....uuu. =,
Flags=....uuu. C,
Flags=...ccun. C,
Flags=........ C,
Flags=....uuu. C,
Flags=........ C,
Flags= C,
Flags=...cuus. I,
Flags=.....uu. i
Flags=........ C,
Flamees oo e C

55ID=I
55ID=I1
55ID=I
55ID=I
55ID=I
55ID=I
55ID0=I
55ID=I
55ID=I1
55ID=I
55ID=I
55ID=I
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THE #WIFICACTUS: LIVE DEMO




THE #WIFICACTUSZTHE PRESS

You could have one WiFi
Pineapple and hop all of the
channels to capture traffic. But
you might miss something.
Better to have one for each

channel.

#wificactus




THE #WIFICACTUS: THE PRESS
*adafruit

AUGUST 2, 2017 AT 5:00 AM

#WiFiCactus: When You Need to Know About Hackers
#WearableWednesday #defcon #wearabletech #DIY
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THE #WIFICACTUSZTHE PRESS

REVIEWS - BEST PICKS~ HOW-TO- NEWS~- TIPS~ BUSINESS - EXPLORE- COUPONS [ £ )| o}

FastestVPNs DumbPasswords GoogleMemo NortonCoreRouter SaveOurData

What's Next?

Black Hat is done for another year, but with digital security more visible and

valuable than ever, the coming year is sure to have some interesting surprises.




THE #WIFICACTUSZTHE PRESS

The NOC, as it's called, is a dark room only lit by screens and a spotlight that looks
like Batman's Bat signal on the wall. It's a silhouette of a man in a trenchcoat and a
black hat, the conference's official symbol.

In one corner is a goofy but terrifying device called a Wi-Fi cactus, that looks like a

glowing tree with spiky antennas coming out. Theoretically, it can scan for

thousands of connections, but these hackers mostly use it as an amusing prop.

CNET Arficle: https://goo.gl/gXaiEi




THE #WIFICACTUS: THE PRESS

*  MENTIONED IN AN ARTICLE WITH SMART CITIES,
Al, DAVID BRUMLEY, GARY KASPAROV

* THANKS CNET'S @ALFREDWKNG!




THE #WIFICACTUS: DEFCON TWEETED!!!

1 Rick Farina and

DEF CON @ @d -Aug 7
@ Everything you w t v 4rkmdtter's crazy #wificactus rig. So
cool.

The Website is Downllll
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#ACHIEVEMENT: TAY !
@

what demon you people praying to %

“

58 Retweats 331 Likes Qg@* _,:jo & ﬂ‘erQ

L 1]




THE #WIFICACTUS: MOAR TWITTERS

s Darren Kitchen m

Yo dawg | heard you like pineapples so we
put a pineapple on yo pineapple so u can
pineapple while u pineapple! * ¥
#wificactus @d4rkmd4tter

#wificactus with @d4rkmd4tter

u 2017 j
T [ #Wlﬂﬂactus&BmIllmg
Better Risk Management




THE #WIFICACTUS: INTERVIEWS

¥ This guy hunted Wi-Fi hackers

using a giant backpack made out
of radios

It’s an extreme version of whart hackers call wardriving

/

RADIO CITY
A




Wesley McGrew @ McGrewSecurity - Jul 24

n
Ranlvina to
epiying Lo

THE TWITTERS

- - - a a -
o0 ** spookware ** g9 @frootware - Aug 13 v

/ Liz Henry While | wasn't at DEFCON, | love talking about the #WifiCactus. My non-techie
@lizhenry friends get very concerned at first.

Guy with giant wireless router backpack. Or 1 T2 W8 O

something. Wow! #defcon




THE TWITTERS

. Crypty McCryptoFace

Looking at this picture is making me tingly,
and I'm not sure if it's because of the RF

signals or my excitement.

3 Retweets 6 Likes a @ ”%..0

@ Brian Phillips m

#WIiFiCactus out and about in the wild
@BlackHatEvents. cc:@d4rkmdtter

§ -

Always wear your gear to cons. #wificactus is
creation of @d4rkm4tter @defcon
@hackaday




THE WINS

* |T ACTUALLY WORKED AND | PULLED OFF
MULTIPLE LIVE DEMOS

e DIDN'T GET DETAINED
« (GOT TONS OF DATA

* THE RESPONSE HAS BEEN AMAZING AND
HUMBLING

* INVITED TO SPEAK AT DEFCAMP IN ROMANIA




THE FAILS

» CRASHES CAUSED THE TETRAS TO ENABLE AP'S

* |T WAS SUPER HEAVY DUE TO LEAD ACID
BATTERY'S POWER DENSITY

* NO CAR ADAPTER

* DIDN'T HAVE A VOTING MACHINE ATTACHED TO
IT

=WEWILL BIIIHGI'I'IIE IIHI'I'EI_I_
'STATES T0 ITS KNEES




WHATS NEXTe

* MORE ANALYSIS

* MORE RADIOS

* MAYBE A SEGWAY

« LIPOS, LOTS OF LIPOS
* REALTIME DATA STATS
* DATA VISUALIZATIONS
* TACTLENECKS?

COWBELL

You need more of it,




THANK YOU!H!

* CONTACT INFOS:
#WIFICACTUS
PALSHACK.ORG
@D4RKMATTER

GITHUB.COM/DARKMATTERO




