
WHAT THE  
#WIFICACTUS?!?!?!11

MONITOR ALL THE THINGS!!!



#ME

• I WEAR THE #WIFICACTUS

• I PLAY A HACKER IN THE CYBER SPHERE

• I CAN PROGRAM

• I CAN COMPUTATE

• FREELANCE INFOSEC

• HIT ME UP IF INTERESTED!

• BS IN COMPUTER SCIENCE

Source: CNET Article https://goo.gl/5w6diu



HUGE THANK YOU TO SOOO MANY PEOPLE WHO 
MADE THIS POSSIBLE!!!!

• HAK5 (DARREN, SEB, SHANNON, JAYSON, 
SARAH, AND EVERYONE ELSE)

• BH (GRIFTER, STUMPER, L34N, NEMUS, CESAR, 
AND EVERYONE ELSE I’M FORGETTING)

• DEFCON (DT, KAMPF, JEREMY, SOC GOONS, 
AND EVERYONE ELSE I’M FORGETTING)

• RENDERMAN, SID AND THE DC WIRELESS

VILLAGE

• LUXOR AND MANDALAY SECURITY

• AUSTIN, BRYAN, HENRY

• AND ESPECIALLY ALL OF 
YOU!!!!!!!!!!!!!



#WHY MONITOR WIFI?

• IT’S EVERYWHERE, EVERYONE USES IT AND NEARLY EVERY DEVICE HAS IT

• PEOPLE MAKE ASSUMPTIONS ABOUT SECURITY AND TRUST VENDORS/HARDWARE BLINDLY

• TO BETTER UNDERSTAND RISKS

• TO DETECT THE RISKS

• TO MONITOR FOR THREATS

• STUFF WORTH FINDING

• CURIOSITY



#PROJECT HISTORY: DEFCON23 WARWALKER

• BEAGLEBONE BLACK

• 2 ALFA RADIOS

• 12 HOURS OF BATTERY LIFE

• SUPER INTERESTING STUFF

• SAINTCON TALK IS ONLINE SOMEWHERE

• USED AIRCRACK-NG FRAMEWORK

• INSPIRED ME TO DO MORE



#PROJECT HISTORY: PROJECT LANA

• TOOK LESSONS LEARNED FROM PREVIOUS YEAR

• GOT SPONSORED BY MINNOWBOARD (INTEL)

• DEPLOYED 2 BOXES AT BH AND 12 AT DEFCON

• LEARNED ABOUT KISMET

• SAINTCON TALK ONLINE SOMEWHERE



THE #WIFICACTUS: BACKGROUND

• WANTED TO DO SOMETHING BIGGER THAN LAST

YEAR

• GRIFTER MADE ME GO TO SHMOOCON

• MET WITH DARREN KITCHEN (HAK5)

• HAK5 TOTALLY HOOKED IT UP!!! 
#SPONSORED!!!!

Source: CNET Article https://goo.gl/5w6diu



#SPONSORED

• THINGS GOT REAL, 40 HAK5 
TETRA PINEAPPLES SHOWED UP

• SUPPORT

HTTPS://HAKSHOP.COM



THE #MINI-CACTI

• PROOF OF CONCEPT

• 6 HAK5 PINEAPPLE TETRAS

• 25 AH BATTERY

• MINNOWBOARD



THE #WIFICACTUS: THE BUILD

• HARDWARE:

• 25 HAK5 PINEAPPLE TETRAS

• 50 ATH9 RADIOS

• 100 ANTENNAS (2X2 MIMO)

• 2 CISCO 16 PORT 10/100 SWITCHES

• INTEL NUC I5 16GB RAM 512GB SSD

• 500 WATT 12V PSU

• ARDUINO MICRO

• A LOT OF LEDS

• LEAD ACID SMALL CAR BATTERY



THE #WIFICACTUS: THE BUILD



THE #WIFICACTUS: THE BUILD



ACCIDENTAL BEACON DDOS

• TURNS OUT YOU CAN DDOS WITH ONLY

BEACONS

• LESSON LEARNED: LOAD FIRMWARE AND POWER

ON 1 AT A TIME



THE #WIFICACTUS: THE FRAME

• CUSTOM ALUMINUM TOP AND BOTTOM PLATE

• CUSTOM DELRIN RAILS TO SUPPORT

ALTERNATING DIRECTION

• HANDLE

• OPEN FRAME BACKPACK

• THANK YOU AUSTIN AND BRYAN!!!!



THE #WIFICACTUS: THE PINEAPPLE

• MET RICHARD AT BLACKHAT

• HE BOUGHT A PINEAPPLE ON AMAZON AND

HAD IT OVERNIGHTED TO A LOCKER ON THE STRIP

• ICONIC ADDITION TO THE PROJECT

• IT TAKES A COMMUNITY TO MAKE THIS STUFF

HAPPEN!



THE #WIFICACTUS: SOFTWARE

• DEFAULT TETRA FIRMWARE, BECAUSE LAZY

• DEFAULT TETRAS BEACON DDOS

• KISMET ON THE NUC

• KISMET REMOTE CLIENT ON THE 25 TETTRAS

• ANSIBLE AND VERY BAD BASH SCRIPTS TO
MANAGE EVERYTHING

• ORGANIC, HAND FLASHED PINEAPPLE TETRAS BY
BRYAN AND HENRY

• EVERYHING GOES TO IN A SINGLE KISMET
SESSION AND SINGLE PCAP FILE

• SUPPORT KISMET ON PATREON: 

• HTTP://GOO.GL/YX3RJT



THE #WIFICACTUS: FAQ

• HOW MUCH DOES IT WEIGH, IS IT HEAVY?

• HOW MUCH DATA DOES IT GET?

• ARE YOU GETTING CANCER?

• ARE YOU PLANNING ON HAVING KIDS? 

• IS IT HOT?



THE #WIFICACTUS: FAQ

• HOW MUCH DID IT COST?

• HOW MUCH TIME DID IT TAKE TO MAKE?

• WHAT DID TSA THINK ABOUT IT?

• HOW LONG DOES IT LAST ON BATTERY?



MY WARWALK

• 4,274 FEET

• ~1,800 STEPS

• 14,805 TOTAL STEPS

THAT DAY

• POWER STEPS!



THE #WIFICACTUS: THE BLACKHAT NOC

Photo Credit: @kl34n

Photo Credit: PCMag



THE #WIFICACTUS: THE BLACKHAT NOC

“Can I haz the WiFi?”
Photo Credit: @kl34n



THE THING ABOUT THE LUXOR….



THE #WIFICACTUS: VISITING BH VENDORS



THE #WIFICACTUS: LOCATION DEFCON



THE #WIFICACTUS: DEMOLABS



THE #WIFICACTUS: CACTUSCON



THE DATAS



PREPARING FOR THE WIFI DROUGHT

2017 2016 2015

Total Captured 
PCAP Size

138 GB 42 GB 280 MB

Total Unique Mac 
Address

104 thousand 253 thousand A few thousand

Total Unique SSIDs 309 thousand 237 thousand A few hundred



SHOW ME THE DATA

Location Capture 
Time

Size

Blackhat NOC 3 days 65 GB

Blackhat Vendors 60 Min 4 GB

Blackhat
WarWalk

30 Min 3 GB

DefCon Warwalk 7 Hours 18 GB

DefCon Demolab 5 Hours 45 GB

CactusCon 6 Hours 3 GB



MAC ADDRESS SUMMARY

Count

Total Unique Source Addresses (SA) 104,023

Total Unique Destination Addresses (DA) 96,133

Total Unique Receiver Addresses (RA) 104,151

Total Unique Mac Addresses 104,084



MOST NOISY AP’S TOP 20

SSID COUNT

CaesarsVillas 8,807,235

CAESARS 8,714,551

BETA 6,075,116

ALPHA 6,051,288

DefCon-Open 2,996,732

DefCon 2,899,050

Caesars_Resorts 2,768,050

DELTA 2,039,118

GAMMA 2,025,671

BlackHatUSA2017 1,827,242

SSID COUNT

MGMResorts-WiFi 1,269,576

CDOBM 1,196,461

MPTS 1,184,613

MMD 1,180,436

Sca2 568,035

Verizon-291LVW-3DB3 518,463

PirateBox - Share 
Freely

394,499

AMX 345,149

T-Mobile 
Broadband19

280,779



THE FREQUENCIES (MHZ)

CHAN CHAN CHAN CHAN

2412 2417 2422 2427

2432 2437 2442 2447

2452 2457 2462 5180

5200 5220 5240 5260

5280 5300 5320 5500

5520 5540 5560 5580

5600 5620 5640 5660

5680 5700 5745 5765

5785 5805 5825

• 40 TOTAL CHANNELS MONITORED



THE ALERTS
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INTERESTING EVENTS

SSID EVENT

Configure.Me-097930
changed advertised encryption from none to WPA WPA-PSK AES-CCMP which may 
indicate AP spoofing/impersonation     
changed advertised encryption from WPA WPA-PSK AES-CCMP to WEP which may 
indicate AP spoofing/impersonation     
changed advertised encryption from WEP to WPA WPA-PSK AES-CCMP which may 
indicate AP spoofing/impersonation     

sca2
changed advertised encryption from WPA AES-CCMP to WPA WPA-PSK AES-CCMP 
which may indicate AP spoofing/impersonation    

DefCon
changed advertised encryption from WPA AES-CCMP to WPA WPA-PSK AES-CCMP 
which may indicate AP spoofing/impersonation    

DefCon
changed advertised encryption from WPA WPA-PSK AES-CCMP to WPA AES-CCMP 
which may indicate AP spoofing/impersonation    

OutboxScanners
changed advertised encryption from WPA WPA-PSK AES-CCMP to WPA AES-CCMP 
which may indicate AP spoofing/impersonation    

360WiFi-7E6F9A-5G
changed advertised encryption from WPA WPA-PSK AES-CCMP to WPA WPA-PSK TKIP 
AES-CCMP which may indicate AP spoofing/impersonation  

360WiFi-7E6F9A-5G
changed advertised encryption from WPA WPA-PSK TKIP AES-CCMP to WPA WPA-PSK 
AES-CCMP which may indicate AP spoofing/impersonation  

WCTF_06
changed advertised encryption from none to WEP which may indicate AP 
spoofing/impersonation       



BROADPWN



BROADPWN



THE #WIFICACTUS: LIVE DEMO



THE #WIFICACTUS: THE PRESS



THE #WIFICACTUS: THE PRESS



THE #WIFICACTUS: THE PRESS



THE #WIFICACTUS: THE PRESS

CNET Article: https://goo.gl/qXaiEi



THE #WIFICACTUS: THE PRESS

• MENTIONED IN AN ARTICLE WITH SMART CITIES, 
AI, DAVID BRUMLEY, GARY KASPAROV

• THANKS CNET’S @ALFREDWKNG!



THE #WIFICACTUS: DEFCON TWEETED!!!

The Website is Down!!!!



#ACHIEVEMENT: TAY!!!!



THE #WIFICACTUS: MOAR TWITTERS



THE #WIFICACTUS: INTERVIEWS



THE TWITTERS



THE TWITTERS



THE WINS

• IT ACTUALLY WORKED AND I PULLED OFF

MULTIPLE LIVE DEMOS

• DIDN’T GET DETAINED

• GOT TONS OF DATA

• THE RESPONSE HAS BEEN AMAZING AND

HUMBLING

• INVITED TO SPEAK AT DEFCAMP IN ROMANIA



THE FAILS

• CRASHES CAUSED THE TETRAS TO ENABLE AP’S

• IT WAS SUPER HEAVY DUE TO LEAD ACID

BATTERY’S POWER DENSITY

• NO CAR ADAPTER

• DIDN’T HAVE A VOTING MACHINE ATTACHED TO

IT



WHATS NEXT?

• MORE ANALYSIS

• MORE RADIOS

• MAYBE A SEGWAY

• LIPOS, LOTS OF LIPOS

• REALTIME DATA STATS

• DATA VISUALIZATIONS

• TACTLENECKS? 



THANK YOU!!!!

• CONTACT INFOS: 

#WIFICACTUS

PALSHACK.ORG

@D4RKM4TTER

GITHUB.COM/DARKMATTER0


