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Sharper than a Phisher’s hook

the story of an email autopsy

Alexandru Musat

Ionut Marin
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Pulling the right string

Thought process

Context

Headers

Data of 
interest
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Headers

• All e-mail communications leave 
footprints in the headers.

• Are there any red flags in the 
email headers? 

Caution!

• E-mail headers should always be 
viewed with caution by 
investigators as they can be 
easily faked

Why are we looking at the headers?
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Headers

Routing information
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Message-ID

Headers

Authentication Results



Classification: //SecureWorks/Confidential - Limited External Distribution:

Headers

SPF

DKIM

DMARC
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Reply-To

Headers

Fields that start with “X”
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Data Correlation

• Does the story behind the e-mail makes sense?

• What do the headers tell me?

• Is the data analyzed so far consistent? 
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Data of interest

File analysis
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Data of interest

Link analysis



Classification: //SecureWorks/Confidential - Limited External Distribution:

Thank you!


