"The supreme art of war is to subdue the enemy
without fighting"
--Sun Tzu
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/whoami

e MEng from Imperial College London in 2014
e Security Researcher @ Kaspersky Lab
e Master procrastinator



/whoami

Large scale DDoS attacks
... their economy

break things

... put them back together



GReAT - Elite Threat Research

e Global Research and Analysis Team

e Founded 2008

e Threat intelligence, research and innovation
leadership

e APTs, critical infrastructure threats, banking
threats, targeted attacks, finding zero-days in
popular OS’es and products



TARGETED ATTACKS

We discover and dissect the world’s most
sophisticated threats
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The Great Worm



The Morris Internet Worm

snurce code




Nowadays

... Is there a difference?






Estimated Internet-Connected Device Installed Base
Global

L Smartphones
B Tablets
B Personal Computers
Smartwatches
Connected TVs
M Nontraditional loT Remotes
¢ L Enterprise loT Devices
:.—’ B Government loT Devices
¢ | © Consumer loT Devices
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loT Remotes
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The ugly

User: 666666/ Pass: 666666
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The bad

e Their approach
 Attackers are pragmatic
e Will gofor easier wins, whenever possible




The bad

OM loT devices in major US cities




The bad
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DIGITAL FORENSICE & INCIDENT RESPONSE

Community  Training

SANS Digital Forensics and Incident Response Blog

24 Oct 2011

Atemporal time line analysis in digital forensics

2 comments Posted by Dave Hull

Filed under Computer Forensit ence Analysis, Incident Response, Timeline Analysis

As incident responders we often find that attackers compromise one host in a network and then pivot to others. In digital forensic
investigations involving intrusions, we can do our own pivoting from one piece of evidence to another. On October 19th, | had the good
fortune to speak at SECTor about one method of doing this via "atemporal” time line analysis. A version of the slides is available online,
though most of the talk was live demo so | recommend checking out the recorded version of the presentation. This post touches on some
of the ideas from that talk.

In Q1 of 2011, | responded to an intrusion in a Fortune 10K corporation. The intrusion was discovered by an internal team performing
daily log review (yes Josh Corman, there are corporations discovering intrusions daily thanks to log review). In this case, the system in
question was attempting to connect to an IRC server every two seconds.

In breach investigations, one common objective is to find the attacker's code. Once you've located the attacker's code, you can reverse
it, determine its capabilities, its command and control channels, persistence mechanisms and so on. This information can help you find
similarly compromised hosts in your environment.

After evidence acquisition, a file system time line was created using fls and mactime. The time line was over 600K lines and not having a
good grasp of when the breach occurred, | decided to begin at the end of the time line and work backwards. Here's what | saw:

2011 03 18 Fri 14:43:02|80528|. a..|r/rrw-r-r-|0|0| 708471 |/etc/id.so.cache

2011 03 18 Fri 14:43:02|47|mac. |r/rrw-r-r-|0|0| 709666} etc/. services.swpx (deleted-realloc)

2011 03 18 Fri 14:43:02|47|mac.|r/rrw-r-r-|0|0|709666)/ etc/mtab

2011 03 18 Fri 14:43:02|47|mac.|r/rrw-r-r-|0|0|709666) etc/mtab.tmp (deleted-realloc)

2011 03 18 Fri 14:43:02|47|mac. |r/rrw-r-r-|0|0| 709666} etc/sysconfiginetwork-scripts/.ifcfg-eth1.swpx (deleted-realloc)
2011 03 18 Fri 14:43:02|47|mac. |r/rrw-r-r-|0|0| 709666}/ etc/sysconfigine twork-scripts/ifcfg-eth1~ (deleted-realloc)
2011 03 18 Fri 14:43:02|0|mac.|-/rrw-r-r-|0|0|709692)/$CrphanFiles/OrphanFile-709692 (deleted)

2011 04 15 Fri 19:23:00|388262|m...|r/rmwxr-xr-x|1000| 1004572390/ usr/lib/popauth

2011 04 15 Fri 19:23:00|1092|m...|r/rrwxr-xr-x|1000|100[4572391 |/usr/local/lib/dsniff.services

2011 04 15 Fri 19:23:00|351|m... |/rrwxr-xr-x| 1000|100|4572392|/etc/cron. daily/dnsquery

Notice anything interesting?
If you're thinking dsniff, yes, that is noteworthy, but take another look, focus on the dates.

Recall that this breach investigation occurred during the first quarter of 2011. How are there three files on this system that have
modification times from Q2? Maybe we're dealing with the world's worst hacker.

You can check out the video of the talk to see the details on two of the three files. Suffice to say, dnsquery was a script run by cron every
day, it called popauth. A quick look at popauth with strings showed that it contained some common IRC commands as well as references
to dsniff. One might be tempted to remove popauth, dsniff and the dnsgquery script and put the system back into production, after all, we
know we are looking for an ircbot. That would have been a mistake in this case.
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The bad
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Web-based attack targeting home
routers, the Brazilian way

By Fabio Assolini on September 2, 2014. 6:53 pm

ANALYSIS

=Lam and phishi

CONTENTS

We spotted an interesting attack from Brazilian bad guys aiming to change the DNS settings of home routers
by using a web-based attack, some social engineering, and malicious websites. In these attacks the
remote adminisiraii

malicious DNS servers configured in the user's network device are pointed towards phishing pages of

Brazilian Banks, programmed to steal financial credentials.

Attacks targeting home routers aren't new at all; in 2011, my colleague Marta described malware targeting

network devices like these. In Brazil we documented a long and painful series of remote attacks that started
. o ~ . . PetrWrap: the new Petva-based
in 2011-2012 that affected more than 4.5 million DSL modems, exploiting a remote wulnerability and

changing DNS configurations. But this “web-based” approach was something new to Brazilian bad

ransomware used in targeted anacks




The good

Our approach

& RCS, RO- AS8708
eiom RO - AS9050
ltelecom;-RO---AS50244
UPC, RO - AS6830
BSKYB-BROADBAND-AS, GB - AS5607




Honeypot Unique IPs: 327
Honeypot Total hits: 14M




Our hits

eforce attacks - passwords (2011)
m-0 (2015)

a|lshock (2015)

e Apache Strutattack (2017)

e D-Link DIR8xx vulnerability (2017)




Att cks behaviour

RomPaggr exploit => change the DNS servers
Shellshock => execute commands
Apache Strut exploit => execute commands

D-Link DIR8xx vuln => Own the device
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Marketing
Team

Meet our web marketing team. Our marketing team is bringing best-practice marketing principles to the

process of network creation, by using modern marketing strategies that will give opportunity for everyone to
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SHAZ56:
File name:

Detection ratio:

Analysis date:

Statistics Documentation Abou ™ English

total

1b3fh479cf13197efTB059bc44a098c6h776634ea6535a1a0d3c250220901af3
adobe_flash_setup.exe
18/ 58

2017-03-09 16:40:46 UTC (3 weeks, 4 days ago )

E Analysis File detail @ Additional information ® Comments o

Antivirus

Ekav

CAT-QuickHeal

Result

Generic.F15

W32 HfsAdware 8CF1

PUA.Oookod.Gen

CrowdStrike Falcon (ML) malicious_confidence_100% (D)

Drweb
Emsisoft
Endgame
ESET-MOD32
KTAntivirus
K7GW
Kaspersky

MAMO-Antivirus

Trojan.InstallCore.2581

Application Adinstall (A)

malicious (moderate confidence)

avariant of Win32/InstallCore ARC potentially unwanted
Unwanted-Program (005004251 )

Unwanted-Program (005004251 )

not-a-virus: HEUR:AdWare Win32. DealPly.gen

Riskware Win32 Fakealert.ehyrlw

Join our community Sign in

Update

20170309
20170309
20170309
20170130
20170309
20170309
20170222
20170309
20170309
20170309
20170309

20170309




Apache Struts

'sco 8th of March
e First honeypot hits: 9th of March
e Total hitsinMarch: 10k
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E Don

not AEFR phpStud

REEEEE/Ptbat | 180.100.235.26(1680.100.235.26)

Windows NT WIN-KHA3M45MVB0 6.1 build 7601 (Windows Server 2008 R2 Enterprise Edition Service Pack 1) i586

Windows PI#RRE : NT
en-GB,en-UUS;q=0.8,2en;q0=0.6
WIN-KHA3M45MVEO
admin@phpStudy.nat

PHP{EE. ( phpinfo ) : PHPINFO
PHPIETRE. ¢ APACHEZHANDLER
PHP==Zf== ( safe_mode ) x
_FiEwritESREE | upload_max_filesize ) :

EIA£ERTRTIA] ( max_execution_time ) :

PHPTIEHEE R ( doc_root) :

dI{ )2 ( enable_dl) :

EEEER ( display_srmors)

SRR SIS ( magic_quotes_gpc ) :

"<%% %> "ASPFIFEERC ( asp_tags)

BEEEERHESE ( ignore_repeated_source )

BEfi=fEEY ( magic_quotes_gpc )

I ( allow_url_fopen ) :

Cookie =% .

SEEFIEE ( BCMath )

PDFZf=E

WMailMgrap{EaEE %

SMTP=z$% : v
ErxBEEF !

SRiATERIY ( enable_functions ) :

EESEsEEE Apachef2.4.10 (Win32) OpensSL/0.9.8zb PHP(5.3.29
Es=ssmO 80
ETTEEE C:/WWw

FEEEE C:/Wwwil.php

PHPEEE: ( php_version ) :
Bl SESEHAE ( memory_limit ) :
POSTAEIESEBARE ( post_max_size ) :
EERES RIS ( precision )
socketERTETE ( default_socket_timeout ) :
BFEBRE (user_dir) :
EEEEw#BR (include_path ) :

ENLETE ( register_globals) :

#rEE ( short_open_tag )
{ ignore_repeated_ermors ) :

ESATRRE ( report_memlsaks ) :
SMEfEREEENEEW ( magic_quotes_runtime ) :
BERargvFlargcs=E ( register_argc_argv )
#E#8E ( Aspell Library ) :
PRELIEEZISIE ( PCRE)
SNMPREIESERIMY %
Curlzz#s : v

SMTPHBIE : localhost

0 x

[ 404

LGW. LU, L3530 . L0 1NVEFSE NOST 1LOOKUD ralled- N_errno 11v8d- MU_VHIH
BRI LIk 2 nin b = 3




e oxonsion | Sis | Tmosiamp | s

2499KB  2017/3/8 6:54:55 155
IRelez 131 2409KB  2017/3/8 6:54:55 57
3 Home 2499KB  2017/3/8 6:54:55 64
2499KB  2017/3/8 6:54:55 35

0 folders, 25 file 249 9 KB 2017/3/8 6:54.55 94

%) search 35 2499KB  2017/3/8 6:54.55 2
2499 KB 2017/3/8 6:54.55 20

249 9 KB 2017/3/8 6:54:55

b Actions 12 2499 KB 2017/3/8 6:54:55

2499 KB 2017/3/8 6:54:55

¥ server information 14 2409 KB 2017/3/8 6:54:55
HitpFile or 2.3
Senver time: 2017/3/22 6:20:28
Sernver uptime: (6 days) 18:57:45 1 UpTips 2499 KB 2017/3/8 6:54.55

249 9 KB 2017/3/8 6:54:55

1 UpTips1 2499 KB 2017/3/8 6:54:55
1 UpTips2 249 9 KB 2017/3/8 6:54:55
1 UpTipk 2499 KB 2017/3/8 6:54:55
1 UpTips1 2499 KB 2017/3/8 6:54:55
1 UpTipe2 249 9 KB 2017/3/8 6:54:55
1 UpTips3 2499 KB 2017/3/8 6:54:55
1 UpTips4 2499 KB 2017/3/8 6:54:55
1 UpTip65 2499 KB 2017/3/8 6:54:55
1 UpTipe6 249 9 KB 2017/3/8 6:54:55
1 UpTips7 2499 KB 2017/3/8 6:54.55
1 UpTipes 2499 KB 2017/3/8 6:54:55
1 UpTip71 2499 KB 2017/3/8 6:54.55




7213KB  2017-3-22 3:26:14

[ —' Folder

v Home

0 folders, 1 files, 721.3 Kbytes

— ¥ Search

—H Actions

9 Server information

HitpFileSernver 2.3j
Senver time: 2017-3-22 6:22:30
Sener uptime: 15:53:25




o crsn | e | Tmsm e

626.9KB  2017-3-13 8:00:28

-+ Folder ;ﬂ 11 2499KB  2017-3-86:5455 876

’ B 7213KB 2017-3-22 3:26:14 048

137 MB  2017-3-19 14:01:46 1

0 folders, 7 files, 16.2 Mbytes 24909KB  2017-3-86:54:55

— % Search il lin 4102 KB 2017-3-24 15:36:47
‘:_“ﬂ LYLinuxTF 293.0KE 2017-3-26 9:13:25

—H Actions

— %9 Server information

HitpFileServer 2.3j
Senver time: 2017-3-28 20:43:48
Semver uptime: (7 days) 06:14:42




Fancy some FTP commands?




Targets



[Ps

Most probed networks

ASN Name

926832

KIXS-AS-KR Korea Telecom, KR

399831

CNNIC-ALIBABA-CN-NET-AP Hangzhou Alibaba Advertising Co.,Ltd., CN

344204

CHINANET-BACKBONE No.31,Jin-rong Street, CN

333688

CHINA169-BACKBONE CNCGROUP China169 Backbone, CN

182626

HINET Data Communication Business Group, TW

122263

BSNL-NIB National Internet Backbone, IN

119692

CHINA169-BJ China Unicom Beijing Province Network, CN

101609

CNIX-AP China Networks Inter-Exchange, CN

82500

VNPT-AS-VN VNPT Corp, VN

72328

CMNET-GD Guangdong Mobile Communication Co.Ltd., CN

64798

CNNIC-TENCENT-NET-AP Shenzhen Tencent Computer Systems Company Limited, CN

64297

ERX-CERNET-BKB China Education and Research Network Center, CN

55593

CTTNET China TieTong Telecommunications Corporation, CN

48369

SKB-AS SK Broadband Co Ltd, KR

47168

OCN NTT Communications Corporation, JP



Most probed countries

1929614 CN
1092938 KR
362662  US
340174 JP

279148 TW
251536 IN

164631 AU
152775 HK
144635 VN
103334 DE
72973  GB

64254 1D



at about now?



The curious case of D-Link
routers

12th of Sept 2017, Embedi

Unauthenticated retrieval of configs

Hits in honeypots: 20th of September



3ED| Solutions Blog Ournews About

is working on a solution for the report. Until they establish why it happens, a proposed solution, and the
 the issue (if it effects other models) we won't generally discuss the report.

have some updates early this week.

) authority on how you conduct your work. Once we have a fix we announce/disclose the details
dlink.com with accreditation to the 3rd party.

' the cycle of fixes is a couple of weeks for beta you can validate. Once validated we will offer it to the public
3, then it will move on to long term QA as an RC to be released. A full release cycle will usually take up to 90

oose to publish sooner please provide a URL that we can reference for the report. If you choose to request a

1at is all we will need to accredit your report. Cong ratZ, D_Lin k

1le of August, we visited support.dlink.com and found out the developer uploaded the very same
are. 2 bugs out of 3 are still to be patched.

bottom line of our research is:

Link has closed one of the detected vulnerabilities in the DIR890L router only, leaving other
vices unsafe.

vo other vulnerabilities were (and are still) ignored by the developer.

ne, D-Link!

Cot



The misterious case of one IRC
bothet



Buddies Accounts Tools tion  Options
~ Chats

) #triada

Account:
Please enter the appropriate information about t|

would like to join. #lorely 44 [+sntMu]
Htriada 36 [+smntMu]

Room List Cancel

5 Get List

Available

VVErengruppern =




Mon Oct 23, 21:33

Applications ~ Places ~ Terminal

Conversation Options
Account: | [ weebee@5.189.143.2 (IRC) #Lorely
#Lorely

#Lorely 94 [+sntMu]
$triada 52 [+sntMu]

Available &l Font opInsert

File Edit View Search Terminal Help

|°3z Buddy List [Z7] amnesia@amnesia: ~ I°&Z #Lorely

B2 Room List

amnesia@amnesia: ~

en -

Htriada

& W[d

2 people in room




Buddies Accounts Tools tion  Options
~ Chats

) #triada

Account:
Please enter the appropriate information about t|

would like to join. #lorely 44 [+sntMu]
Htriada 36 [+smntMu]

Room List Cancel

5 Get List

Available

VVErengruppern =




Buddies Accounts Tools Help
~ Chats

P enter the appropriate information about |

would like to join.

Account | 3/ daw@5.189.143.2 (IRC)
annel:

ord:

Room List Cancel

_) Available

VErengrupper

Conversation Options

&) #triada

Account:

Hlorely 44 [+sntMu]
Htriada 36 [+smntMu]

Info for abbore
Nick: abbore
Real name: albert

Ident name: skygun

E225E.IP

Server: gsm.ftp.sh {only authorized users.)
Idle for: 19 hours, 18 minutes

Online since: Tue 17 Oct 2017 07:05:08 PM

n in room




Buddies Accounts
~ Chats

() Available

Tools

Help

Please enter the appropriate information about t|
would like to join.

Account

Channel:

Account:

Info for GOV

Nick: GOV

Real name: a

Ident name: catalin

Host name: f4t4117y-CABBDS5A6.gov.in
Server: gsm.ftp.sh (only authorized users.)
Currently on: @#Lorely

Idle for: 13 days, 20 hours, 47 minutes
Online since: Wed 0+ t 2017 05:38:04 PM
utc

Conversation  Options

+ daw

#lorely 44 [+sntl
#triada

36 [+smntiMu]

Info for abbore
Nick: abbore

Real name: albert
Ident name: skygun

Host name:
9BBFOCI1E.439E6AAC.96FE225E.IP

Server: gsm.ftp.sh (only authorized users.)
Idle for: 19 hours, 18 minutes

Online since: Tue 17 Oct 2017 07:05:08 PM
uTcC

$triada




Hunting for hunters

Elastic Search + Kibana



Hunting for hunters

e |nteractive honeypots
= Python
e Tailored responses




1ting for hunters

Ir leaked passwords end up: Pastebin ™
~ GReAT KLara




GReAT KLara Current jobs New job My profile

vanced search Logged in as xdanx - Group: great [Logout]

Shareable Link: Not shared yet @ What is this?

xdanx

2017-10-24 13:06:18

rule leaked_pastebin_passwords {
meta:
description = "Searching for Leaked Pastebin passwords"
author = "Dan Demeter"
date = "2017-10-10"

strings:
$x1 = "root" nocase
$x2 = "admin" nocase
$x21 = "Administrator" nocase
GReAT KlLara
$x4 = "raspberry" nocase
$x5 = "telnet" nocase
$x6 = "123"
$x7 = "12345"
$x8 = "root:" nocase
$x9 = "xc3511" nocase
$x10 = "=zte9x15" nocase

$x11 = "VujMko@admin" nocase

/pastebin

Page made with % and {3, gen



Conclusions

IPVO
New exploits in the wild

Hey, this is interesting! => Let's get in touch



an Demeter

@ xdanx

Global Research and Analysis Team

¥ T
HANK YOl




