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Introduction and Facts




Would you let him do his job or interfere?

| am here to
steal in case
you didn’t
notice!
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What’s the
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Passive Defense vs Active Defense

Passive Defense (Detection)

Depends on frustrating the attacker and pushing him
to give up by making the network hard to exploit.

Relies on the Castle Approach to maximize defense in
critical environments, pricey but very reliable.

Not effective against sophisticated cyber attacks and
persistent threats which can operate, execute and
persist for years totally undetected.

A SPEeCITIC dertense

hetween hothl
ne between both!

Active Defense (Prevention)

Depends on luring, misleading, trapping and hacking
the attacker to understand and control the attack.

Relies on intelligence gathered to highlight the risk
from every aspect to implement the right control(s).

Very effective against sophisticated cyber attacks
and persistent threats since it can provide extremely
accurate intelligence and control in critical timings.



Active Defense Advantages

Active Defense increases the cost of sophisticated cyber-attacks significantly.

Active Defense increases the efficiency and accuracy of Passive Defense controls.

Active Defense provides complete in-depth security control all over the network.

Active Defense provides full risk and attack control in case of a security breach.

Active Defense minimizes investigation and tracking time for law enforcements.

Active Defense generates an extremely accurate risk and tactical intelligence.




Active Defense Challenges

Legal Complications

Financial Limitations »

Intelligence Analysis [¢

Active Defense

*» Technical Limitations

s Business implications




Attack is the secret of defense;
defense is the planning of an attack.




How to Implement Active Defense?




Active Defense in Action

Ring0 must be fully patched,
well-configured and hardened

Annoyance
Ring1 must be well-designed,

implemented and utilized L
Attribution

Ring2 must be weaponized as
per the company’s policy

Absolution

All Rings are aware of each
other and they exchange
intelligence and apply rules
to defend against potential
and active cyber-threats.



Examples of Active Defense Traps

Integrity Monitors

One of the simplest yet
sometimes it can be a game
changer as if an attacker
tried to dump/modify files or
directories into your systems,
the trap will trigger and
inform you with all needed
intelligence to take an action

Advantages:

* Breaches early alarm.
« Intelligence like a fox.
 APT enemy since ages.

Honeyfiles

Another simple trap which
focuses more on deception
by luring the attacker to
fetch and execute files from
your systems which can lead

to taking full control of his
machine and pinpointing his
accurate location information

Advantages:

* Threat and risk control.
* Intelligence level ninja.
* |dentification is easier.

Scraper Deceivers

Relies on the fact that to
discover a website, an
attacker needs to crawl it
and if this was automated,
unlimited dynamic pages will

be generated which will put ==
the scanner in infinite loop =
causing OS crash or fat drive

Advantages:

» Attack cost multiplier.
« Skiddies traffic filter.
ActiveRecon defender.



Examples of Active Defense Traps

Honeyinfo

Every successful cyber-attack
started with a detailed Recon
to identify used technologies
and patch level but if the
collected patch level was all

wrong, the attacker will run
all sort of triggers trying to
exploit the wrong service

Advantages:

» Attack cost multiplier.
« Skiddies traffic filter.
» ActiveRecon defender.

Honeyports

Ports are the entry point to
any computer system and
this is where the attacker
starts scanning for open ports
to attack services but what if
all ports where open and any
unauthorized connect triggers
a trap which bans and alerts

Advantages:

» Attack cost multiplier.
« Skiddies traffic filter.
* ActiveRecon defender.

Honeytokens

Fictitious words or records
that are added to legitimate
databases, documents, config
files and webpages which
once used by the attacker, it
triggers a trap which bans,
alerts and in some cases takes
full control of his machine

Advantages:

* Threat and risk control.
* Intelligence level ninja.
* |dentification is easier.




More Active Defense Traps




Final Thoughts and Closure
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