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IOT BOTNETS

HOW DO THEY 

WORK?
Mihai Vasilescu, Senior Security Research Engineer
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WHO AM I

• Senior Security Research Engineer

• Spend time researching botnets, malware, exploits in the wild

• Manage a gang of honeypots across the globe
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OUTLINE

• Mirai

• Components

• Analysis

• Tracking

• Stats
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MIRAI

• Last year krebsonsecurity.com got taken down by ‘stressers’

• 600 Gigabit DDoS

What is Mirai?!
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MIRAI

• Some helpful soul already had taken source code and uploaded to github (thanks jgamblin

whoever you are!)

• Lots of data released to play with

• Unique chance to see how this stuff works from the inside out

Source code released
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MIRAI

High level components

Bot

• Infected device

• Multi-architecture POSIX C

• MIPS, ARM, x86, SPARC, PPC

Loader

• Harvests successful logins/IP pairs

• Connects back to new devices

• Fingerprints and loads binaries

• Very minimal code

Website hosting bot malware
• Independent Web Server

• Hosts Mirai bot binaries

• Probably compromised server

C2 Server
• Serves as head end for bots

• Operator panel

• Works over telnet

• Written in Go
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Infected IoT Stuff

“My 

Stuff”

Report Results

Loader
C2 

Server

Binary Hosting Web
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THE BOT

• Deletes itself off disk

• Sets signal trap to change code execution

• Rewrites function pointers

• Forks, changes process name

• Connects to CNC server and waits for connections

• Starts scanning for new hosts to infect and reports back

Execution
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THE BOT

• Bot has an obfuscated table that is XOR’d

• Table entries need to be ‘encrypted’ with XOR encryption tools

• XOR key looks like it’s 4 bytes long (0xdeadbeef)
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• The XOR key is actually only one byte

• 0xDEADBEEF = 0x22 

• 1 Byte XOR key table a lot easier to brute force
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BOT SCANNING

• Bot comes with a telnet brute forcer

• Used to discover other devices that might be vulnerable

• Utilizes a two stage approach

• Raw socket TCP port scanner

• Brute forcers hosts that respond to raw socket port scanner

• Very effective scanner, can send thousands of packets a second



12© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |

Sets TCP Sequence 

number = destination 

IP address

Then checks later on 

if ACK is equal to 

destination IP + 1



13© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |

BOT SCANNING

• Brute forces any listening telnet servers discovered by first stage

• After login, fingerprints system as a busybox system

• If successful reports back IP, Port, and User/Pass combo that worked to loader 

(more on that shortly)
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LOADER

• reads from STDIN and connects back to IoT devices

• uses wget, tftp and then built in compiled bin to download a copy

• Does busybox discovery by looking for string “Applet not found”

• Discovers architecture by running cat on /bin/echo

• Attempts to download correct architecture from site hosting it

• changes filename to  dvrHelper and executes



15© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |



16© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |



17© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |

COMMUNICATION PROTOCOL
The handshake
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The heartbeat
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The attack
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The attack options



21© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |

Attack types

• We have these
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• Extract download URLs from honeypots

• Download binaries

• C&C info extraction from binaries

• Connect to C&C

• And…listen to the world

What can we do?



23© 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   |

SANDBOX EXECUTION

• Problem: Bot starts scanning for targets immediately

• Need to firewall VM

• Advantage: monitor C&C even if bot binary changes behavior

• Disadvantage: scaling & performance 
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JOIN THE C2C

• Advantage:

• low resources needed for tracker

• Can connect to lots of servers

• Can redeploy/change IP if blacklisted

• Disadvantage:

• Needs fine tuning in behavior changes
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TRACKING CNCS
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STATS

• 5K unique binaries collected

• 200 unique CnC servers identified

• Over 700K attacks against honeypots

6 months of data 
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WHERE TO FIND THESE GUYS

• PASTEBIN EVERYTHING
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• Github everything
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• Did I mention Twitter?
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QUESTIONS?

• @me_high4eva

• mvasilescu@ixiacom.com

• FOLLOW THIS GUY: @nobletrout
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