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> Agenda

- Intro

- Why this talk?

- What are Initial Access Brokers?
- Initial access techniques

- Live demo
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> whoami

Ex-fulltime pentester
« 15+ years of experience in offensive security
« Reformed programmer

Founder @Pentest-Tools.com

Associate professor @UPB

 Speaker at security events: hackej'
+ BlackHat UK inside
Hack.lu

« Hacktivity
« Defcamp, etc
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> Why this talk?

- Shed a light on bad guys’ attack techniqt
- We can reproduce them in attack simulatio
- Learn to better defend against them

- Offensive knowledge can be used for good or for bad
- Don’t go to the dark side

Pentest-Tools.com 4


https://pentest-tools.com

> What are Initial Access Brokers?

Ransomware gang

Gain access to Sell access info on
corporate networks Dark Web

Buy access to
corporate networks

Install ransomware
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> What are Initial Access Brokers?

LockBit

Conti

BlackMatter
Ransomware gang Hive

Alphv, etc

Gain access to Sell access info on
corporate networks Dark Web

Buy access to

Install ransomware
corporate networks
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> Where do we find them?

Underground forums & marketplaces like:

Exploit Forum

- XSS Forum N/ Xss.is

Breach Forum

- and many more
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https://exploitivzcm5dawzhe6c32bbylyggbjvh5dyvsvb5lkuz5ptmunkmqd.onion/register/
https://forum.exploit.in
http://xssforumv3isucukbxhdhwz67hoa5e2voakcfkuieq4ch257vsburuid.onion/
https://xss.is/
http://breached65xqh64s7xbkvqgg7bmj4nj7656hcb7x4g42x753r7zmejqd.onion/
https://breached.to/

> XSS.is - sheak peek

~/ XSS.is NeHTA ~ MOML30BATENW FAQ  PEKIAMA ~ TAPAHT ~

ObpaboTka SEED chpas, noros u Privat key
AudiA6: Mukcep + HHUK

YcTaHoBKa cHUda Ha Balum LWonbl

ToproBas nsolaaka

MpounTaxo

AOCTYNbI: ceTtw, rdp, wennsbl, ftp, sql-inj, DB's

MALWARE: BpefioHOCbI, KPUNT, MHXeKTbl, 0/1day aKcnbl

CIMAM: paccblIKu, OTK/IVKM, 6a3bl, mail-gamnbi
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> XSS.is - sheak peek

~/ XSS.is NeHTA ~ MOML30BATENW FAQ  PEKIAMA ~ TAPAHT ~

06y
AudiA6: Mukcep +

YcTaHoBka cHU(ha Ha Balum

Trade platform

ToproBas nsolaaka

MpounTaxo

AOCTYNbI: ceTtw, rdp, wennsbl, ftp, sql-inj, DB's

MALWARE: BpefioHOCbI, KPUNT, MHXeKTbl, 0/1day aKcnbl

CIMAM: paccblIKu, OTK/IVKM, 6a3bl, mail-gamnbi
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XSS.is - sneak peek

~/ XSS.is NEHTA ~ NOMb30BATENN ~ FAQ  PEKNAMA ~  TAPAHT ~ al

- ADUMP.

ObpaboTka SEED chpas, noros u Privat key
AudiA6: Mukcep + OBMEHHUK

YcTaHoBka cHU(ha Ha Balum

Trade platform

ToproBas nsolaaka

Access: Networks, RDP, Shells, FTP, SQL-Inj, DB's

AOCTYNbI: ceTtw, rdp, wennsbl, ftp, sql-inj, DB's
MALWARE: BpefioHOCbI, KPUNT, MHXeKTbl, 0/1day aKcnbl

CIMAM: paccblIKu, OTK/IVKM, 6a3bl, mail-gamnbi
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> Access selling example (1)

~/ XSS.is

NEHTA ~ NMONIb3OBATE/IN ~ FAQ PEK/IAMA ~ FTAPAHT ~

Hi,

« Offering Sonicwall VPN to 25 companies access, only 2K. ( no ZoomInfo, bulk sale !)
« Offering Conflu 25 « es access, only 2K. oomlinfo, bulk sale !)
o Offering Microsoft Exchange to 30 companies acce: no Zoominfo, bulk sale !)

Buying mix of Sonic + Confluence (50 access) only 3K (Limited time).

Before readling the list, make sure to understand what type of accesses we have here;

s / CobaltStrik ISF n.

lorl nobody ).

Pentest-Tools.com
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> Access selling example (2)

~/ XSS is NEHTA ~ NONL3OBATENU ~

Toprosas nnowagka > AJOCTYIbI: cetu, rdp, wennsl, ftp, sql-inj,...

Citrix

Ceexak.Citrix,USA
AD

B ceTn 160 xocTOB.
MeTtannyprus.
PeBeHo 256Kk

FAQ

PEKNTAMA ~

Pentest-Tools.com
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> Access selling example (2)

~/ XSS.is NEHTA - nMONb3OBATENM ~ FAQ  PEKIAMA ~  [APAHT ~

Toprosas nnowagka > AJOCTYIbI: cetu, rdp, wennsl, ftp, sql-inj,...
Citrix

Citrix, USA

AD

There are 160 hosts on the network.
Metallurgy.

Ceexak.Citrix, USA Rhound 256kk
AD

B ceTu 160 XOCTOB.

MeTannyprus.

PeBeHo 256Kk
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> Access selling example (3)

iruid.onion

~/ XSS.is 7NEHTA - NOMb3OBATENN ~  FAQ PEK/IAMA ~

Toprosas nnowagka > AOCTYIbI: cetu, rdp, wennsl, ftp, sql-inj,...

blog.archive.org for Sale

NO AVATAR : :
archive.org subdomain.

rice: $750
1877te

floppy-amck

21.07.2

FAPAHT

v
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X S I+

[. blog.archive.orq/wr

@ Intenet Archive Blogs

Dashboard

~/ XSS.is nNEHTA - NONMb3OBATENN ~ PEK/NIAMA ~  T[APAHT ~

Activity

ToproBas nnouiagka

[OCTYNbI: cetn, rdp, wennsbl, ftp, sql-inj,...

[ blog.archive.org for Sale ]

NO AVATAR

< Recent Comments
archive.org subdomain.

3 Meetug
Price: $750 S e R 5
1877te

Trial Against
floppy-amck

Monbsosarent

lc
Mor

voughts before xd to pass put My thoughts

good, less ideas/authors bad

21.07.2022
6

From Josie Johnson on What Does the Blockbuster Antitrust Tnal Against

Penguin Ra m House Mean for the Future of Libranes?
What the hell man
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> Most interesting access types being sold

- RDP

- VPN

Citrix

Web admin panels & CMSs

Pentest-Tools.com
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> How do we know their methods?

- By studying ransomware gangs:

CISA Advisory on Conti ransomware - March 2022 (1)

Threat Intelligence reports

- RecordedFuture - IAB Report - August 2022 (2)
- KELA - Ransomware report - October 2022 (3)
- Conti Leaks - February 2022 (4)

- Public breach reports:

CISCO hack - August 2022 )
Coloniab Pineline attack - May 2021 (9))

Pentest-Tools.com
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https://www.cisa.gov/uscert/sites/default/files/publications/AA21-265A-Conti_Ransomware_TLP_WHITE.pdf
https://go.recordedfuture.com/hubfs/reports/cta-2022-0802.pdf
https://ke-la.com/wp-content/uploads/2022/10/KELA-RESEARCH_Ransomware-Victims-and-Network-Access-Sales-in-Q3-2022.pdf
https://www.cisecurity.org/insights/blog/the-conti-leaks-a-case-of-cybercrimes-commercialization
https://blog.talosintelligence.com/recent-cyber-attack/
https://www.techtarget.com/whatis/feature/Colonial-Pipeline-hack-explained-Everything-you-need-to-know

> Common techniques for initial access

Spear phishing: malicious attachments 11566.001
Spear phishing: malicious links 11566.002
Valid accounts - from leaked credentials 11110.004
Valid accounts - from password brute-forcing 11110.001
Fake software promoted via SEO T1189
Exploit vulnerabilities in external assets T1190
Malware distribution networks (e.g. ZLoader) -

+ Installing infostealers like: RedLine, Vidar, Raccoon, etc
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https://attack.mitre.org/versions/v9/techniques/T1566/001/
https://attack.mitre.org/versions/v9/techniques/T1566/002/
https://attack.mitre.org/techniques/T1110/004/
https://attack.mitre.org/techniques/T1110/001/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/versions/v9/techniques/T1190/

> Common techniques for initial access

Spear phishing: malicious attachments 11566.001
Spear phishing: malicious links - 11566.002
Valid accounts - from leaked credentials 11110.004
Valid accounts - from password brute-forcing - 11110.001
Fake software promoted via SEO T1189
Exploit vulnerabilities in external assets - T1190
Malware distribution networks (e.g. ZLoader) -

+ Installing infostealers like: RedLine, Vidar, Raccoon, etc
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https://attack.mitre.org/versions/v9/techniques/T1566/001/
https://attack.mitre.org/versions/v9/techniques/T1566/002/
https://attack.mitre.org/techniques/T1110/004/
https://attack.mitre.org/techniques/T1110/001/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/versions/v9/techniques/T1190/

Live Demo

Simulate initial access attacks

with Pentest-Tools.com
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> Demo scenarios

1. RDP brute force
2. Exploit unpatched service
3. Spear phishing

Pentest-Tools.com
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> Spear phishing: malicious link

https://pentest-tools.com

1. Download ' 8. Evidence of successful
attack file (.doc) Q‘ent to PTT

2. Archive file + password
3. Upload file to G Drive 4. User downloads file from link
4. Send phishing email to 5. User extracts archive
victim + link 6. User opens document
7. User enables macros

Pentest-Tools.com oy
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> Conclusions

 Pentesters vs |IABs
« Same technigques
« Very different intent: ethical vs malicious

« |ABs are key to growth of ransomware attacks

« Don't go to the dark side

Pentest-Tools.com
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Pentest yourself, don’t get hacked.

Thank you!

https://pentest-tools.com
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