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On today’s agenda

● CVE-2022-24086 - a quick overview

● Magento - a TL;DR

● Product implications

●  Why we chose this CVE  

● What the impact for Magento is

● Live demo 



Whoami

● The name is: Cătălin Filip
● I’ve studied at:

ATM Ferdinand I UPB



Whoami ++

My passions are:

● Pwn

● Reverse Engineering

● Exploits

● Formula 1 (Hamilton Fan)

And currently I’m working at 



Let’s unpack CVE-2022-24086

Remote Code Execution
during the checkout process

in Magento shop

It’s all about an improper 

input validation vulnerability,

which leads to…



It all started with a lot of fakes…

Fake Endpoint 



Or content not publicly available

Hidden Endpoint



Ok, this is frustrating -_-

After all, what is Magento?

● Magento is an e-commerce platform written in PHP

● It’s open-source

● It was acquired by Adobe

● It has a 2.3% market share of the global ecommerce platforms 



The deal with Adobe

In May 2018, Magento was acquired by Adobe. 

After that, in 2021, Magento Commerce was integrated in Adobe 

Commerce and they released several versions:

● Adobe Commerce 2.3.7 

● Adobe Commerce 2.4.5

Both versions had 3 types of users:

● Guest

● Customer

● Admin



We chose CVE-2022-24086 because

Widely used



A mention before we dig in

All of this was possible with the 

commitment of the Sniper 
Auto-Exploiter team  that handles 
security research at Pentest-Tools.com 



What is Sniper? 

Sniper is the automated vulnerability 
exploitation tool that helps you validate the real 

impact of critical, widespread CVEs
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Scans for open ports Fingerprints web services

Looks for compatible exploits Checks if the target is vulnerable

Exploits and extracts all artefacts Cleans up



We love automated reporting



The steps we took

Magento deployment

Store configuration

Setting  the 
debugging environment

Research, testing and 
crashing



Following the patch



The regex gave up its secret



Exploit flow - part I



Exploit flow - part II



Exploit flow - part III



In the end

Thank you for your attention!
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