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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://aadinternals.com/aadinternals

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/
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@DrAzureAD

https://github.com/gerenios/aadinternals
https://aadinternals.com/aadinternals
https://attack.mitre.org/software/S0677/
https://twitter.com/DrAzureAD


• Hybrid authentication options

• Pass-through authentication (PTA)

• Abusing PTA

• Detecting & mitigation
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• Authentication via agent installed in on-prem server

• First one installed automatically on Azure AD Connect server

• A minimum of 3 agents recommended (max 40)

Pass-through authentication (PTA)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta
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High-level PTA architecture
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1. User enters credentials

2. Azure AD creates an authentication request

3. Agent passes credentials to LogonUserW (network logon)
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PTA agent start-up process
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PTA details: bootstrap

• Contains (usually) 8 SignalingListenerEndpoints

• Individual SharedAccessKey – doesn’t seem to change..
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PTA authentication process
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PTA details: Authentication request

• Contains encrypted passwords, one entry per agent certificate

• Key identifier:

<agent id>_<certificate thumbprint>
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PTA details: Authentication response

• Successful

• Failed
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Abusing PTA
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C:\PTASpy\PTASpy.csv

AADInternals: PTASpy

• Since Dec 2019

• Based on work of @_xpn_  

(Adam Chester)

• Requires local admin permissions

• Inject PTASpy.dll to PTA service

• Replaces LogonUserW

• Accepts all passwords

• Saves passwords to .csv

https://github.com/Gerenios/public/blob/master/PTASpy.cpp

https://aadinternals.com/aadinternals/#install-aadintptaspy
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What is a PTA agent?

• An object in Azure AD

• Represented by a certificate

• Issued to: <tenantid>

• Issued by: HISconnectorRegistrationCA.his.msappproxy.net
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AADInternals: Stealing PTA agent identity
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• Since 2022

• Export PTA agent certificate

• Requires local admin

permissions

• Impersonate the PTA agent

https://twitter.com/DrAzureAD


@DrAzureAD

https://twitter.com/DrAzureAD


Takeaways

• Don’t use PTA

• Treat PTA servers as Tier 0 servers

• MFA prevents using PTA as a back door *

• Monitor regularly PTA agent:

• IP changes (AADInternals / MS Graph API)

• Certificates (PTAAgentDump)

• Suspicious activity (sign-ins log)

• Contact Microsoft support to remove suspicious agents!
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Thank you! 

Questions?
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