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Detect obfuscated JavaScript

• Dataset


• 1477 obfuscated files


• 1898 not obfuscated files


Dataset



Detect obfuscated JavaScript
Model



Detect obfuscated JavaScript

• https://colab.research.google.com/drive/1qcA4rt1LawqCt59bGnKJiSLOMBVEVByX?
usp=sharing


Solution

https://colab.research.google.com/drive/1qcA4rt1LawqCt59bGnKJiSLOMBVEVByX?usp=sharing
https://colab.research.google.com/drive/1qcA4rt1LawqCt59bGnKJiSLOMBVEVByX?usp=sharing


Malware detection

• Dataset


• 5560 samples of malware android apps


• 9476 samples of benign android apps


•  215 features for each sample

Problem



Malware detection
Feature examples



Malware detection
Model



Malware detection

• https://colab.research.google.com/drive/1Yzcm5AFB-oGNdomjeo7frAlXxk7uHtEc?
usp=sharing


Solution

https://colab.research.google.com/drive/1Yzcm5AFB-oGNdomjeo7frAlXxk7uHtEc?usp=sharing
https://colab.research.google.com/drive/1Yzcm5AFB-oGNdomjeo7frAlXxk7uHtEc?usp=sharing


Features?



Malware detection
MalConv



Malware Detection

• Dataset


• Group B (provided by industry partner) 


• 200000 benign files


• 200000 malware files


• Group A 


• 21854 benign files (Clean Windows Install)


• 43967 malware files (VirusShare)

MalConv - Dataset



Malware Detection
MalConv - Model



Malware Detection

• MS-DOS Header: Constant position


• PE Header: Variable position 


• Functions can be rearranged in any order 


• The meaning of a byte is generated by the context (embeddings)

MalConv - Idea 



Malware Detection

• Already trained 


• https://github.com/j40903272/MalConv-keras


MalConv - Solution

https://github.com/j40903272/MalConv-keras


Generating Malware 
MalGAN



Generating Malware
MalGAN



Generating Malware

• Black Box Detector:


• LR


• SVM


• DT


• MLP (MalConv)


• …

MalGAN



Generating Malware

• https://github.com/yanminglai/Malware-GAN

MalGAN - Solution

https://github.com/yanminglai/Malware-GAN


Twitter Phishing

• Dataset 


• 1559 Elon Musk Tweets 

Dataset



Twitter Phishing
Model



Twitter Phishing

• https://colab.research.google.com/drive/14VRSahmz1g763_gIfunEfutpKcljkUih?
usp=sharing


Solution

https://colab.research.google.com/drive/14VRSahmz1g763_gIfunEfutpKcljkUih?usp=sharing
https://colab.research.google.com/drive/14VRSahmz1g763_gIfunEfutpKcljkUih?usp=sharing


Twitter Phishing

• https://github.com/borisdayma/huggingtweets


GPT-2

https://github.com/borisdayma/huggingtweets


Voice impersonation



Voice impersonation

• VCTK 


• 44 hours from 109 speakers 


• LibriSpeech


• 436 hours from 1172 speakers 

Dataset



Voice impersonation
Model



Voice impersonation

• https://github.com/CorentinJ/Real-Time-Voice-Cloning


Solution

https://github.com/CorentinJ/Real-Time-Voice-Cloning


Penetration testing 

• Reinforcement learning


• Improve efficiency 


• Continuous learning


 

DeepExploit



Penetration testing
DeepExploit - Architecture 



Penetration testing
DeepExploit - Learning



Penetration testing

• https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit


DeepExploit - Solution

https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit


Resources



Resources

• https://github.com/PacktPublishing/Machine-Learning-for-Cybersecurity-
Cookbook


• https://www.kaggle.com/datasets


• https://laurencemoroney.com

https://github.com/PacktPublishing/Machine-Learning-for-Cybersecurity-Cookbook
https://github.com/PacktPublishing/Machine-Learning-for-Cybersecurity-Cookbook
https://www.kaggle.com/datasets
https://laurencemoroney.com


Conclusions

• The lack of data


• Large models are needed sometimes


• Augument not automate 


• The security mindset 




Thank you!


