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1. What is the cloud and why?

2. What is the problem?

3. What did we do about it?

4. Question?
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Whoami



The cloud? What's that?



Instead of owning and managing physical 

hardware and software, users can rent or 

subscribe to resources and services from cloud 

providers. Cloud computing has become 

increasingly popular because it offers several 

advantages.

The cloud  ☁️



In simple words, someone's else computer. 

The cloud  ☁️



• On-Demand Resources

• Scalability 

• Service Models: IaaS, PaaS and SaaS 

• Deployment Models: Public, Private, ...etc 

• Cost-Efficiency 

• Accessibility

• Security and Compliance? What is this talk about then?

Why?



What is the problem?



Cloud squatting



Cloud squatting

When organizations rent cloud servers, these 

servers get assigned an IP address. 

Customers connect to this IP address to send 

data. When the organization no longer uses 

the server, the IP address is reassigned to 

another user (maybe an evil one).



DNS



DNS



Examples



Subdomain takeover

app.example.com

12.34.56.78

12.34.56.78

A record



Subdomain takeover

app.example.com

12.34.56.78

12.34.56.78

One year later

A record



Data leak



Motivaiton



Bug Bounty Reports



Extension



Subdomain takeover

blog.example.com

CNAME record

blog.example.com.s3-website-us-east-1.amazonaws.com



Subdomain takeover

blog.example.com

CNAME record

blog.example.com.s3-website-us-east-1.amazonaws.com/



What did we do?



TODO

What do we need to collect?

• Our domains 

• Our IP addresses that belong to 

cloud providers

• Cloud providers IP ranges 

• 3rd party services that is 

vulnerable to takeover attacks 



Our domains

• Too many to count!

• The savior: our DNS records



TODO

What do we need to collect?

• Our domains 

• Our IP addresses that belong to 

cloud providers

• Cloud providers IP ranges 

• 3rd party services that is vulnerable 

to takeover attacks 

✔



Our IPs that belong to cloud 
providers

• Too many to count as well!

• Two sources

System 1 System 2



Our IPs that belong to cloud 
providers

System 1

APIAPIAPI



Our IPs that belong to cloud 
providers

System 2



Problems!



Our IPs that belong to cloud 
providers

• Data redundancy: data deduplication

• Data discrepancy



TODO

What do we need to collect?

• Our domains 

• Our IP addresses that belong to 

cloud providers

• Cloud providers IP ranges 

• 3rd party services that is vulnerable 

to takeover attacks 

✔

✔



Cloud providers IP ranges



Problems!



Cloud providers IP ranges

• No formal format! 

• Not all providers have JSON list 



TODO

What do we need to collect?

• Our domains 

• Our IP addresses that belong to 

cloud providers

• Cloud providers IP ranges 

• 3rd party services that is vulnerable 

to takeover attacks 

✔

✔

✔



3rd party services

• https://github.com/EdOverflow/can-i-take-over-xyz

https://github.com/EdOverflow/can-i-take-over-xyz


TODO

What do we need to collect?

• Our domains 

• Our IP addresses that belong to 

cloud providers

• Cloud providers IP ranges 

• 3rd party services that is vulnerable 

to takeover attacks 

✔

✔

✔

✔



The workflow 



Data prepration 

• Pull data 

• Remove deuplication 



Data analyzing 

• Iterate through domains  

• If the domain has a vulnerable CNAME 

send an HTTP or a DNS request to find 

the fingerprint 

• If the domain has an IP that belongs to 

cloud providers check if it is in our records 

and it is not expired



Data analyzing 

• Iterate through IPs  

• If IP is expired check if we are using it in 

any code or configuration file



Communication

• Send an alert to a channel (Lark, Slack, 

email, ...etc)



You?



DIY

• Your domain mgmt, scraping and brute-

force

• Check for CNAME takeover with tools 

• Check if an IP address is not alive

• Automate everything! 



• CloudSquatting:The Risk of IP Reuse on Public Clouds
• Cloudsquatting berkeley
• Subdomain Takeover: Basics
• ....
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Questions?




