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Creating a Resilient
Red Team Infrastructure
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1. Intro
2. Presentation Expectations
3. Why is this needed

• What does a Red Teamer use during an 
engagement

• How would the infrastructure look like 
• “Traditional” way to build the 

infrastructure
4, The need of IaaC

• Problems for the “Traditional” way
• How to fix them using IaaC

5. Project Overview & Customization
• File Structure & Usage
• Dashboards overview
• Customization & IOC
• Costs

6. Automation Leftovers
7. Extra
8. Demo

Content



3 ofCopyright © TwelveSec 2022 www.twelvesec.com

� Senior Penetration Tester  
eJPT, PNPT, OSCP, OSEP, 
CRTO, CRTL certified

� In love with Red Teaming: 
Phishing, AD exploitation 
and Evading Defenses

� Poker Fanatic
� Music & Hi-Fi Systems 

addict

`whoami`
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� How to build a resilient red 
team infrastructure

� What resources are necessary 
to accomplish that 
considering modern state of 
cybersecurity protections

� How to protect your red team 
infrastructure

� How feasible is this approach 
from a financial perspective

� What aspects are yet to be 
manually required

What is this about ?
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� Deep dive into Terraform 
coding principles

� Line by line code analysis

� State of the art ideas & 
principles

� Bullet proof red team 
infrastructures

� Open source project (yet)

What is this not 
about ?
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� a host with public IP to deploy a C2
✔ Metasploit/Sliver (open-source) or 

CobaltStrike/BruteRatel (paid)

� a host with public IP to deploy a 
phishing framework
✔ Gophish

� A host with a public IP to 
store/manage phishing templates
✔ Evilginx

� multiple domains + custom DNS entries
✔ GoDaddy/Namecheap

� multiple redirectors (HTTP, SMTP, DNS, 
SMB)
✔ Socat/SSH tunneling

What does a RT 
requires ?
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Infrastructure Diagram
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Requirements

� on premise servers + 
management (e.g. ESXi)

OR
� cloud provider (e.g. 

DigitalOcean)

How Problems

� manually install each tool 
and set configurations 
options each time (e.g. 
firewall, Apache config)

OR
� do it manually once and 

then bundle the result 
(base image/packer) to 
simply reuse it

� You still need auxiliary 
scripts to set up images 
for each new engagement 
(set different whitelists, 
assign domain and 
subdomains)

� How do you hide your 
license keys/tokens if you 
want to automate 
installation through a 
script ?

� How much space do you need 
to store so many different 
bundles?

� What do you do when you 
want to replace and old 
tool with a new one ? (you 
have re-create the bundle)
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We need to:
• Spawn and destroy hosts with a simple command
• Configure each host via code that can be easily 

modified/updated
• Import secrets/tokens during 

installation/configuration in a secure way

Result = Infrastructure as a Code => Terraform

Solution ?
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• cloud-init: YAML configuration file for each droplet on their first boot
• configs: Contains custom software configuration files
• ssh_keys: SSH keys used to access the droplets
• tfstates: Local Terraform database (to be migrated on the cloud)
• variables: Global variables definition
• providers: Provider definition (Name, API Key/Token)
• setup: Define organization and workspace to be used for the project
• data: Defines data sources (local files, templates, DigitalOcean resources)
• c2-back: Configuration for the C2 server
• c2-front: Configuration for the C2 redirector
• evilginx: Configuration for the evilginx server
• wordpress: Configuration for the WordPress server
• gophish-back: Configuration for the Gophish server
• gophish-front: Configuration of the Gophish redirector
• firewalls: Define firewall rules (inbound and outbound) for the created 
droplets

• dns-main, dns-redirect, dns-relay: DNS records to be created for the acquired 
domains

• outputs: Verbose output to be generated at the end of a successful compilation

Solution ?



11 ofCopyright © TwelveSec 2022 www.twelvesec.com

Solution ?
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Solution ?
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Solution ?
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� SSL Everywhere
✔ self-signed certificates for back 

hosts (gophish, C2 server)
✔ let’s encrypt certificates (certbot) 

front facing hosts

� Remove IoC from Gophish and Evilginx

� Security through obscurity blacklisting

Customizations ?
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SSL Everywhere



16 ofCopyright © TwelveSec 2022 www.twelvesec.com

SSL Everywhere



17 ofCopyright © TwelveSec 2022 www.twelvesec.com

Gophish IoCs ?

� Modify default 404.html page
✔ Default page hash = gophish

� Modify default controllers/phish.go
✔ Overwrite net.https Error with a custom one to set our own headers
✔ Re-write gophish internal to allow templating of custom 404 pages

� Remove any strings associated with Gophish
    sed -i 's/X-Gophish-Contact/X-Contact/g’      models/email_request_test.go
    sed -i 's/X-Gophish-Contact/X-Contact/g' models/maillog.go
    sed -i 's/X-Gophish-Contact/X-Contact/g' models/maillog_test.go
    sed -i 's/X-Gophish-Contact/X-Contact/g' models/email_request.go
    sed -i 's/X-Gophish-Signature/X-Signature/g' webhook/webhook.go
    sed -i 's/const ServerName = "gophish"/const ServerName = "IGNORE"
    /' config/config.go
    sed -i 's/const RecipientParameter = "rid"/const RecipientParameter = "mailer"/g’ models/campaign.go

Or simply use https://github.com/puzzlepeaches/sneaky_gophish
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Evilginx2 IoCs ?
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Evilginx2 IoCs ?
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Evilginx3 IoCs ?
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Blacklisting the Internet ?
� [CONFIDENTIAL] Both Google and Microsoft scan the entire public range to discover IPs, 

domain and services
✔ easily detect phishing websites or suspicious/malicious services (e.g CobaltStrike 

server fingerprint, Metasploit listeners)
✔ collect and store data to be able to classify it later (e.g. domain reputation)

BUT …
� They have known public IP ranges for this scanners/protections 

BUT …
� [CONFIDENTIAL] Others do the same as Google and Microsoft (e.g. Threat Intelligence 

companies like Censys/Shodan)

BUT …
� We can configure strict firewall rules based on whitelist (block anything else).
� We can spin up evilginx and log every IP trying to access it and store it in a file. Then, 

create the actual phishing page and blacklist every captured IPs from before.
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Blacklisting the Internet ?
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� Terraform
✔ free for local deployment
✔ free for up to 500 resources/month 

for cloud deployment

� DigitalOcean
✔ current project uses 6 droplets, each 

with a cost of 6$/month (c2-back, 
c2-front,evilginx,wordpress,gophish-f
ront,gophish-back)

Costs ?
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� Find the right domains to purchase (API 
already existing)

� Change nameservers to DigitalOcean 
(mandatory requirement)

� Create/Configure SMTP relay

� Build domain reputation

� Link Gophish with evilginx database to 
keep track of captured credentials

What’s left ?
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SMTP Relaying ?
Initially, the gophish front droplet was installing and configuring it’s own SMTP relay to be 
used with the purchased domain. However, since last year, cloud providers have stopped 
supporting any SMTP traffic as it was widely abused by attackers for phishing scams. 
Therefore, we are left with the following options:

� Migrate the infrastructure from cloud to local provisioning with ansible
✔ Lack of infrastructure lifecycle
✔ Limited Windows support
✔ Limited Cloud providers support
✔ Does not scale as much as Terraform does

� SMTP relay using providers such as Microsoft/Google + business plan
✔ It might be easier for them to detect your malicious activities as they have full 

control over your emails

� SMTP relay + domain authentication using providers such as SendGrid
✔ Easy to use and Free up to 100 emails/day (20-90 dollars/month for up to 200k 

emails/day)
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SMTP Relaying ?
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Domain Reputation ?
[CONFIDENTIAL] When sending emails from a custom domain, one aspect that influences if the 
email will be classified as malicious/spam/phishing is its reputation. 

But how can you get a good reputation  ?

� Buy a domain with a good reputation (silly but it works)
✔ Monitor domain that are close to expiration
✔ Find expired domains using https://www.expireddomains.net/

� Build reputation on your own
✔ Create a landing website/blog using a CMS such as Wordpress
✔ Populate it with relevant data based on your desired category (health, banking, 

finance are the most used ones by attackers) – ChatGPT might help with proper content
✔ If you have time, use social media to promote your domain, send relevant emails, 

create blog posts about popular topics on the chosen category/field
✔ “Warm-up” your mailbox

https://www.expireddomains.net/
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Domain Reputation ?
How to build a decent reputation when you are short on time ?

Manually issue categorization requests to vendors to evade proxy categorization/filtering
� https://sitereview.bluecoat.com/#/
� https://urlfiltering.paloaltonetworks.com/
� https://support.sophos.com/support/s/filesubmission?language=en_US
� https://global.sitesafety.trendmicro.com/feedback.php
� https://www.brightcloud.com/tools/url-ip-lookup.php
� http://csi.websense.com/
� https://archive.lightspeedsystems.com/
� https://sitelookup.mcafee.com/

So wait, is there any tool that would automate domain categorization requests?

YES
https://github.com/mdsecactivebreach/Chameleon

BUT
� This tool has not been updated in 3 years
� None of the vendors behave the same as they did before + they all have some type of captcha

https://github.com/mdsecactivebreach/Chameleon
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Domain Reputation ?
The idea was there, so I just re-implemented 
everything

� Do everything with Selenium
� Use Mullvad VPN to switch IP to avoid getting 

blocked
� Implemented Captcha Solver using Ffmpeg

Vendor response?
� Talos Intelligence, Bright Cloud, Palo Alto 

simply classified it as requested (some 
approved via email, some just updated their 
records)

� Some are still marked as “Newly Observed”
� Some were classified simply as “IT”
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Domain Reputation ?
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Domain Reputation ?
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Extra ?

TBA…
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� 1. How complex is my Wordpress landing 
page ?

� 2. How do you send an email using an 
SMTP relay ?

� 3. How do you track emails opened and 
links clicked ?

� 4. How does the phishing framework 
integrates ?

� Special requests accepted

Demo ?



Thank you !


