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QUICK DISCLAIMER

•All research took place in The Netherlands under current 

ethical hacking guidelines of the country

• I got bored & went down a rabbit hole

•Used only FREE level tools, not a spokesperson 
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JARM & OSINT TOOLS

•Built from JA3S

•Virus Total

•Sales Force Github

•Censys.io

•Available is some other commercial tools
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VIRUS TOTAL

•Malware research, safe web, document, URL, malware 

network, and distribution study

•Graphing

• Link relationships

•Following a Propaganda network starting from 

Government.ru
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VIRUS TOTAL
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WHAT IS JARM FINGERPRINTING?

•Fingerprinting tool for TLS servers

•Same TLS configuration same JARM fingerprint

•Asset identification

•Tracking C2 malware & systems

Chris Kubecka @SecEvangelism



WHY NAUGHTY FOLKS USE IT 

•Attackers are lazy/automate

•Admin lots of systems, duplicate configuration 

•Distribution identification

•Tracking systems & control
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WHY NICE FOLKS USE IT 

•System Administrators are lazy/automate

•Certificates are awesome to pivot off

•Naughty asset identification

•Tracking attackers & spread
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SALESFORCE GITHUB

•https://github.com/salesforce/jarm

•Requires Python

•Could I use a JARM fingerprint to track naughty systems? 

•Systems setup to do naughty things by naughty groups?
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SOMETHING LOOKS FAMILIAR

•Familiar, unexpected tool name

•Tested tool previously

•Under export controls from the US

•Point and click to create safe malware for advanced 

testing
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SOMETHING LOOKS FAMILIAR

• JARM Fingerprint malware hunter list late 2022
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CENSYS.IO

• “services.jarm.fingerprint: C2 JARM”

•Or use the Censys ChatGPT search syntax

•Service port 443 – Loads of certificate servers

• Look for duplicates, filter out

Chris Kubecka @SecEvangelism



C2 JARMS

• “services.jarm.fingerprint: C2 JARM”

•Or use the Censys ChatGPT search syntax

•Service port 443 – Loads of certificate servers

• Look for duplicates, filter out
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TOOL C2 RESULTS SUMMARY

•40K Remote Access 

•28K File-Sharing

•26K Database

•477 IOT

•12 Scada

•Worldwide

•Many duplicates

•Multi-tennant web hosts

•Hosts listed with multiple 

tags
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TOOL C2 INTERESTING RESULTS

•UK/EU satellite – based 

precise positioning 

•GPS

•Transport

•Construction

•Agriculture

•Cloud

•Widespread

• Lots of exposed systems

•Exploits available 
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C2 JARMS BY LABELS
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C2 DEMO CERTIFICATE
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C2 JARMS BY TYPE
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C2 JARM LABEL OS REPORT
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CONCLUSION

•Tool company was unaware

•May the force be with you – Sales Force JARM Github

•Be proactive

•Find naughty things or use for asset tracking

•Make fancy pie charts to show to decision makers
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THANK YOU DEFCAMP ROMANIA

•Thanks to everybody with DefCampRO!!!!

•Available for hire

•Hack the World with OSINT & Censys

•Down the Rabbit Hole an OSINT Journey
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