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About me

● Hrishikesh Somchatwar (Twitter) @StorytelnHacker
● Bestselling Author on Amazon “Hacking the Physical 

World”
● Speaker/Trainer at various security cons such as 

Bsides Delhi 2019, c0c0n 2019, Bsides Ahmedabad 
2021, HackFest Canada 2021, Defcamp Romania 2019 
and a bunch of others

● Podcast on Apple Podcasts, Spotify, google podcast 
“StorytellingHacker”
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But!

There is one problem 
approach in a pentest.

Telematics Control Unit is 
ignored

That’s why Car Hacking!



WE will be mostly focusing on telematics control unit attacks!



Our target
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Telecom



Flowgraph

Attacking baseband chip

Fake BTS

Cloud

TCU

BTS



telecom
● FakeBTS
● Fake Cellphone networks
● Tricking the phones
● Named TEST PLMN 001-01
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telecom
● All connected devices 

to my tower
● IMEI, IMSI etc is open
● Can give calls
● Messages to anyone
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telecom
● Wireshark analysis
● Man in the Middle 

Attack
● Check for interfaces
● Find FOTA creds, 

Firmware Links, Web 
portals etc.



Hardware



tampering?
Before opening do we need to check that?



X-ray scans



Let’s open it up!
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Communication protocol
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Communication protocol
● System on Chip
● Plastic Sim

Bottom View
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● Jtagulator
● Finding pinouts
● Get a root!
● Beer ;)
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Hardware
● Jtagulator
● Custom Baud Rate
● UART Passthrough
● Pinout Scan
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gps
● Setup for GPS
● Jamming
● Spoofing
● Simulation

Refer: 
https://www.rtl-sdr.com/using-a-ha
ckrf-for-gps-spoofing-on-windows/
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Conclusion
● Telematics plays a major 

role in Car Hacking
● Companies should focus some 

attention on this component 
which can lead to havocs!

● Mitigation and security 
must be given a thought on 
this

● One must know the severity 
of these flaws.



q/a
Lets talk?



Thanks!
That’s all folks,

Connect me on LinkedIn ;)


