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But! Infotainment System

CD Player

. Telematics

There 1s one problem OBD Il

approach in a pentest.

Wireless
. . . Bluetooth
Telematics Control Unit 1s Cellular
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That’s why Car Hacking!
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WE WILL BE MOSTLY FOCUSING ON TELEMATICS CONTROL UNIT ATTACKS!
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SEND ME YOUR BANK DETAILS!

Hi Hrishikesh! You are hacked,
Kya chhee?
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e Wireshark analysis

6593 127,

593 1

1 : 89 (C CH) ( ) S stem ln\‘ormatlon Type 1
66 es 121.0.6. : 3

6516 127

- Frame 6593: 89 nytes on wire (712 bits), 89 bytes captured (712 bits) on interface 6
» Interface id: © (any)
Encapsulation type: Linux cooked-mode capture (25)
: Nov 4, 2022 1
shift for this packe

delta from previous captured fra 0.000049496 seconds]
delta from previous displayed fr. .018630107 seconds]

since reference or first frame: 46 87&799865 seconds]
Number: 6593

Length: 89 bytes (712 bits)

Capture Length: 89 bytes (712 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: slliethertype:ip:udp:gsmtap:gsm_a.ccch]
[Coloring Rule Name: UDP’
{Coloring Rule String: udp]

» Linux cooked capture

» Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.6.0.1

beal 63 04 00 06 60 00 00 00 66 0O 0O 00 68 60 -
800 zonabweo 148 11 ¢5 16 77 60 60 o1 E:iTwQ- 0

e_epoch)
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e Wireshark analysis
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PERING

Before opening do we need to check that?




X-RAY SCANS



LET"S OPEN TT UP!
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e Telecom Chip
e UART
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e Telecom Chip
e UART
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Telecom Chip
UART

SPI

SoC
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e Antenna
e Baseband Chip
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COMMUNICATION PROTOCOL

e System on Chip

Bottom View



COMMUNICATION PROTOCOL

e System on Chip
e Plastic Sim

Bottom View
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e Jtagulator
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e Jtagulator
e Finding pinouts




HARDWARE

e Jtagulator
e Finding pinouts
e Get a root!




HARDWARE

Jtagulator
Finding pinouts
Get a root!
Beer ;)
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Setup

TTL Data on UART
Custom baudrate
Jtagulator
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e Setup for GPS

[ |G 3 :
7 [ |- ey C
L= R TR TR i
Ao=/i=y) 8] =), == I

Refer:
https://www.rtl-sdr.com/using-a-ha
ckrf-for-gps-spoofing-on-windows/
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e Setup for GPS
e Jamming
e Spoofing
e Simulation
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Refer:

https://www.rtl-sdr.com/using-a-ha
ckrf-for-gps-spoofing-on-windows/




e Telematics plays a major
role in Car Hacking



e Telematics plays a major
role in Car Hacking

e Companies should focus some
attention on this component
which can lead to havocs!



e Telematics plays a major
role in Car Hacking

e Companies should focus some
attention on this component
which can lead to havocs!

e Mitigation and security
must be given a thought on
this



e Telematics plays a major
role in Car Hacking

e Companies should focus some
attention on this component
which can lead to havocs!

e Mitigation and security
must be given a thought on
this

e One must know the severity
of these flaws.



Lets talk?
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That’s all folks,

Connect me on LinkedIn ;)



