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ALL THE BUZZWORDS

EDR - Endpoint NDR - Network 
XDR – all together

Detection and Response -> Something is happening, and I can see it – and I will respond (automatically?)

DNS DR?
Things that you can see only on DNS level

And what this could be?



1

Reconnaissance
Harvesting email addresses, 
conference information, etc.

2

Weaponization
Coupling exploit with backdoor 

into deliverable payload

3

Delivery
Delivering weaponized 
bundle to the victim via 

email, web, USB, etc.

4

Exploitation
Exploiting a vulnerability to 

execute code on victim’s system

5

Installation
Installing malware on 

the asset

7

Actions on Objectives
With “Hands on Keyboard” 

access, intruders accomplish 
their original goal

6

Command & Control (C2)
Command channel for remote 

manipulation of victim

DNS Reconnaissance
DNS Resolution
DNS Infiltration

DNS Tunneling
DNS Exfiltration

DNS DDoS

DNS Resolution
DNS Callback

DNS Tunneling

DNS Protocol Anomalies
DNS Exploits

DNS Hijacking

HOW WILL APT GROUP/ATTACKER BEHAVE



TRADITIONAL THREAT INTELLIGENCE

WE NEED TO KNOW WHY TO BLOCK RIGHT?



Domain Lifecycle

Example IoC: pbxphonenetwork[.]com

12/26/22

Domain is 
registered

Passive DNS
Data

12/26/22



Domain Lifecycle

Example IoC: pbxphonenetwork[.]com

Window of Impact (12/26 – 3/20) 

84 Days

12/26/22

Domain is 
registered

First query

12/26/22

Security Advisories

03/20/23



NEW APPROACH 
SUSPICIOUS DOMAINS

• In order to prepare for attack, even attacker must start somewhere

• Having domain name  as it would be weird to send you mail with, please connect to this IP here

• Need to either highjack or register domain name.

• In domain zone you can hide the IP until the last minute

• You will simply change the IP as needed

• But the zone need to be hosted somewhere

• Cloudflare or similar, own name server …

• Such domain can be look-a-like, totally fresh or even strategically aged 



Lookalike Domains

● Visually similar
● Designed to trick 

human beings 

What is similar? 
● It depends. 

Let’s take a look! 



Infoblox.com and lnfoblox.com- try that at 7 point font! 



Everyone is a Target! Example Infoblox. 



Lookalike Domain Detection

Text

Punycode

pаypаl.com pąypąl.com paypal.com

xn--pypl-53dc.com xn--pypl-btac.com paypal.com

Text

Punycode

google.com gοοgle.com gооgle.com

google.com xn--ggle-0nda.com xn--ggle-55da.com



RDGA – Registered Domain Generation Algorithm

Example of “Prolific Puma” threat actor

• Use of ”.us” TLD

• Not attacker directly
only as a service

• Use of aging domain tactic

• Use of Registrar

• NameSilo (in most cases)

• Use of API and bulk regis



Domain Lifecycle

Example IoC: pbxphonenetwork[.]com

Newly observed domains revisited in an automated fashion; 
determined to be Suspicious_EmergentDomain

12/27/2312/26/22

Domain is 
registered

First query

12/26/22

Infoblox Threat Intel confirms it is a domain 
focused on malware command and control

03/30/2023

NOD block 
until 12/29 Suspicious Domain block Industry Known/Active Threat block

20





Example of local threat: hidroelectricaromania[.]info 



And how about traditional approach?

Lets wait for the threat to be seen!



T H A N K  Y O U !
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