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Building a private server

•Want to play the game without an internet 
connection
•First step?



Wireshark

•Authentication handled over kerberos

•Lobby

•P2P



Kerberos

•Patching it out
•Creating our own kerberos server



Patching

•Patching it out is not easy
•Developer abused kerberos in creative ways



Setting up Kerberos Server

- Success!



Lobby Packets

•Packets are not in a known format - looks compressed or encrypted
•Kerberos only handles Authentication, not encryption
• Find code in IDA that handles packets 



• Identify Objects that compress/decompress

•Assertions contain the string “Arithmetic Coding”



Arithmetic Coding



Where is the table (IDA)???

• FUCK IT, there’s no table

•Maybe it’s not Arithmetic Coding?

• Let’s just blindly implement it in python



It works!



But what about the table?

•There is none…



But what about the table?

•There is none…
•This “compression” scheme actually expands the data



Decoding packets

• Scrambled log
•WinDBG script that hooks logs before scrambling and prints them
•Also print data parsed from packets

• Start understanding the data structures being sent





Wireshark Plugin





Parse Packets

•Chat works!

• Joining rooms works!

• Invitations work!

•Accepting invitations work!

•… candidate packet?



How do two computers 
connect on the internet?



Candidate Packet (ICE)

•Describes a possible way for computers to connect (direct IP, NAT, 
both behind NATs, both behind same NATs, NAT holepunching, relay)

• Looks something like this

192.168.4.1:52668,SpyParty1.0,bG9senlvdXJzc28xMzM3

219.49.13.37:52668,SpyParty1.0,cGFzdGVud3Uxd3UzaTM3

•Data on wire is encrypted somehow on one end, sent to the server, 
changed somehow (?) before being sent to the second client

•Why is it encrypted? Why does it change between clients?

•I am stuck… for quite a while



And then… find encryption!



And then… find encryption!



• The function we’re looking at is actually part of Kerberos
• The candidate is encrypted using an internal mechanism called priv
• After the client connects, the server can use the functions rd_priv and 

mk_priv to decrypt/encrypt respectively
• Client 1 defines a candidate:

192.168.4.1:52668,SpyParty1.0,bG9senlvdXJzc28xMzM3

• Client 1 sends mk_priv(candidate)
• Server decrypts with rd_priv(candidate)
• Server sends to client2 mk_priv(candidate)
• Client2 decrypts with rd_priv



Using priv API
• Failure

• Invalid net ADDR

• What does that mean?



Using priv API
• Failure

• Invalid net ADDR

• What does that mean?

• Metadata when encrypting

• Check on decrypt

• When decrypting, kerberos checks that IP in metadata matches

• Kerberos logic is happening in .so wrapped in python code

• Attach gdb to python, skip the check



Using priv API
• Failure

• Invalid net ADDR

• What does that mean?

• Metadata when encrypting

• Check on decrypt

• When decrypting, kerberos checks that IP in metadata matches

• Kerberos logic is happening in .so wrapped in python code

• Attach gdb to python, skip the check

• The Candidate packet is decrypted



Why does IP check fail?

•Compares the IP in the packet - the correct IP is 10.0.0.1 at port 
52668, it is compared to
• 

•The second side should be 10.0.0.5 on port 10254, instead it’s
• 
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Why does IP check fail?

•Compares the IP in the packet - the correct IP is 10.0.0.1 at port 
52668, it is compared to
•1.2.3.4 on port 0x0102

•The second side should be 10.0.0.5 on port 10254, instead it’s
•5.6.7.8 on port 0x0506



Why does IP check fail?

•Compares the IP in the packet - the correct IP is 10.0.0.1 at port 
52668, it is compared to
•1.2.3.4 on port 0x0102

•The second side should be 10.0.0.5 on port 10254, instead it’s
•5.6.7.8 on port 0x0506

•WTF?!
•Developer misusing private API :(



Final touches

•Parse the rest of the packet types
• It’s working!
•End of story?



Later…











The end

•Play the game?
•Lobby story

•Fixing the internet



Questions?


