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WHAT? i, S

. -
-Deep Dive Into DLL Hijacking (or as deep as we can go e o G . S—
within a 30-minute window) i\ ! bt
Practical presentation including real-world examples "““‘f':‘-' . m
-Should help you find your first DLL Hijacking A LR falee
nt Myttt

vulnerability or help you improve your workflow . i ol ond vl




WHY?

-Popular technique

-Used, but not really understood

Actively exploited by Red Teams and Threat
Actors

-Found in popular software - VENDORS WILL
NOT FIX! >:)




WHAT ARE DLLS?

-Dynamic Link Libraries

-Microsoft's implementation of shared libraries
-Similar to executables - Portable Executable
format

‘Not directly executable - must be loaded by
other DLLs or EXEs
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kali@kali: ~/Documents/DLL

File Actions Edit View Help
~/Documents/DLL

PROOF OF CO
DLLINC

ﬂ




“=  C\Windows\System32\cmd.e X T | v

C:\Users\MateiJosephs>

RUNNING
THE DLL

ﬂ




LOADING :
D LLS kernel32 = ctypes.WinDLL(

kernel32.LoadLibraryW(

I N PYT H O N kernel32.LoadLibraryW(
‘ .




SEEING OUR POC
IN PROCMON
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Time of Day Process Name
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12...
12:59:47.12... IF®
12:59:47.12...
12:59:47.12...
12:59:47.12...

¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
¥ python exe
python.exe
¥ python exe
¥ python exe
¥ python exe

PID Operation
24980 ¢+ CreateFile
24980 s+ CreateFile
24980 s+ CreateFile
24980 ¢+ CreateFile
24980 ¢+ CreateFile
24980 s+ CreateFile
24980 s+ CreateFile
24980 ¢4 CreateFile
24980 ¢+ CreateFile
24980 s+ CreateFile
24980 s+ CreateFile
24980 ¢4 CreateFile
24980 ¢4 CreateFile
24980 s+ CreateFile
24980 ¢+ CreateFile
24980 ¢+ CreateFile
24980 ¢+ CreateFile
24980 s CreateFile
24980 s+ CreateFile
24980 ¢+ CreateFile
24980 ¢+ CreateFile
24980 s+ CreateFile
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Path
C:\Users\MateiJosephs\Anaconda3\envs\py39\relative.dll
C:\Windows\System32\relative.dll
C:\Windows\System\relative.dll
C:\Windowsl\relative.dll
C:\Users\MateiJosephs\PycharmProjects\LoadDL L\relative dll
C:\Users\MateiJosephs\Anaconda3\envs\py39\relative.dll
C:\Users\MateiJosephs\Anaconda3\envs\py39\Library\mingw-w64\bin\relative dll
C:\Users\MateiJosephs\Anaconda3\envs\py39\Library\usribin\relative.dll
C:\Users\MateiJosephs\Anaconda3\envs\py39\Library\bin\relative. dIl
C:\Users\MateiJosephs\Anaconda3\envs\py39\Scriptsirelative dll
C:\Users\MateiJosephs\Anaconda3\envs\py39\bin\relative.dll
C:\Users\MateiJosephs\Anaconda3\condabin\relative dll
C:\Program Files (x86)\VMware\VMware Workstation\bin\relative dll
C:\Program Files\Common Files\Oracle\Java\javapath_target_303561812\relative.dll
C:\Windows\System32\relative.dll
C:\Windowsl\relative.dll
C:\Windows\System32\wbem\relative.dll
C:\Windows\System32\WindowsPowerShelliv1.0\relative.dll
C:\Windows\System32\0OpenSSHirelative dll
C:\Users\MateiJosephs\AppData\Local\Microsoft\WindowsApps\relative.dll
C:\Users\MateiJosephs\PycharmProjects\LoadDLL\relative dll
C:\Users\full.dll

Result

NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
PATH NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND



FIRST DLL HIJACK

o~ e man v -
<0 .
e Main.py

ctypes

kernel32 ctypes.WinDLL( )
kernel32.LoadLibraryW( )
kernel32.LoadLibraryW(



CHECKPOINT - DLL
HIJACKING
PREREQUISITES

1) ProcMon filters

"

-Result contains “not found

-Path ends with “dll"
2) The path should be writable by the user

" - optional.






PYTHON SCRIPT - PARSE_LOGS

FUNCTION

log_file = pd.read_csv( )
log_file.fillna( = )
filtered = log_file[log_filel ].str.contains( ) & (lLog_filel[ ].str.endswith( ) | log_file[ ]
.str.endswith( )) ]

uniq = 1}

proc, path zip(filtered| ], filtered| 1)

test_writable( .join(path.split( Jlie =<0y ==
unig[path] = proc

potential_d1ll = { S E = L1}

dll unig:

potential_d1l1l[ ] .append(d1l)

potential_d1l1l[ ].append(uniq[dll])

potential_d1ll



PYTHON SCRIPT -MESSAGE_BOX_PRESENT AND
TEST_WRITABLE FUNCTION

message_box_present():

app = Application(

= app.connect(

test_writable(folder_path):

en(folder_path +
f.writelines (/[

os.remove(folder_path +




PYTHON SCRIPT - HIJACK

hijack(p

proc

otential_dl1l):
zip(potential_d11|
( ln proc)
int(proc, path)
0s.system(
t(

= subprocess.Popen([proc])

path

path

p.wait(2)
subprocess.TimeoutExpired:
message_box_present() ==
o )
(
f.writelines(/| proc
p.Kkill()
0s.system(

p.Kill()

path

]
(

potential_d1l1]

proc

1)

proc):




PYTHON SCRIPT IN ACTION - PESTUDIO

DLL Hijacking Project @

v

DLL Hijacking Project







TWEAKING THE DLL FOR PRIVESC

¥ ~/Documents/DLL/POC2/test_dll.c - Mousepad
File Edit Search View Document Help
+ I BMC x oc O Q & n £3
1
p
3
4
5
6
7 BOOL APIENTRY Dl1Main(HMODULE hModule, DWORD ul_reason_for_call, LPVOID lpReserved) {
8 (ul_reason_for_call) {
9 DLL_PROCESS_ATTACH:
10 HANDLE hToken;
11 DWORD dwiengthNeeded;
12 DWORD dwError;
13 PTOKEN_MANDATORY LABEL pTIL;
14
15 1 ri t : 1
16 ( topenProcessToken(GetCurrentProcess(), TOKEN_QUERY, &hToken)) {
17 dwError = GetLastError();
18 printf( “OpenP: : : ' rrol , dwError); 1
19 ; ~
20 }
21
22
23 (!GetTokenInformation(hToken, TokenIntegritylLevel, , ', &dwLengthNeeded)) {
24 dwError = GetLastError();
25 (dwError = ERROR_INSUFFICIENT_BUFFER) {
26 printf( Infor Ist 1) f , dwError);
27 CloseHandle(hToken);
28 3
29 }
30 }
31
32 pTIL = (PTOKEN_MANDATORY_LABEL )malloc(dwlLengthNeeded);
33 (pTIL = ) {
34 printf("m Y i tion faile );
35 CloseHandle(hToken);
36 -
37 t
38
39 (!GetTokenInformation(hToken, TokenIntegritylLevel, pTIL, dwLengthNeeded, &dwLengthNeeded)) {
40 dwError = GetlLastError();
% printf( | t , dwError);
42 free(pTIL);
43 CloseHandle(hToken);
44 :
45 }

I
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PRIVESC PESTUDIO VIDEO

» Downloads » pestudio-9.55 > pestudio (7

Yesterday

changes.log peparser.dll pestudio.exe xml
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DLL LOADING LOADS
DESIGN FLAW Q

IMPORTANT.DLL




MICROSOFT'S TRIAGING STRATEGY
FOR DLL PLANTING

-Application Directory Planting - MAY FIX
‘Requires Admin - Malicious binary planted in a trusted
application directory
-Does Not Require Admin - Malicious binary planted in an
untrusted application directory
-Current Working Directory (CWD) Planting - WILL FIX
-Malicious binary planted in the CWD
-Path Directories Planting - WILL NOT FIX
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