
A DEEP DIVE INTO DLL 
HIJACKING



WHO?
•Matei-Anthony Josephs

•Senior Penetration Tester

•Founder of HiveHack

•University of Portsmouth:

• BSc Criminology with Psychology

• MSc Cybercrime and Intelligence 

•OSCP, CRTO, eWPT and a few others

•Led the Security Analysis team at a large 

telecom company (see my LinkedIn)

•NATO CCDCOE Locked Shields 2023 

Blue Team Member

•Ex-competitive programmer

•Found a few CVEs



WHAT?
•Deep Dive Into DLL Hijacking (or as deep as we can go 
within a 30-minute window)
•Practical presentation including real-world examples
•Should help you find your first DLL Hijacking 
vulnerability or help you improve your workflow



WHY?
•Popular technique
•Used, but not really understood
•Actively exploited by Red Teams and Threat 
Actors
•Found in popular software – VENDORS WILL 
NOT FIX!!! >:)



WHAT ARE DLLS?
•Dynamic Link Libraries
•Microsoft’s implementation of shared libraries
•Similar to executables – Portable Executable 
format
•Not directly executable – must be loaded by 
other DLLs or EXEs



ADVANTAGES OF DLLS 

MODULARITY

CODE 
REUSABILITY

EFFICIENCY



PROOF OF CONCEPT
 DLL IN C



RUNNING 
THE DLL



LOADING 
DLLS 
IN PYTHON



SEEING OUR POC 
IN PROCMON



FIRST DLL HIJACK



CHECKPOINT – DLL 
HIJACKING 
PREREQUISITES
1) ProcMon filters
•Result contains “not found”*
•Path ends with “.dll”
2) The path should be writable by the user

* - optional…



PYTHON SCRIPT – PROCMON FUNCTION



PYTHON SCRIPT – PARSE_LOGS 
FUNCTION



PYTHON SCRIPT –MESSAGE_BOX_PRESENT AND 
TEST_WRITABLE FUNCTION



PYTHON SCRIPT – HIJACK



PYTHON SCRIPT IN ACTION - PESTUDIO



WHY WEREN’T ALL 

DLLS HIJACKABLE?

•The application implements signature 
checking
•The application checks for functions 
exported by the DLL



TWEAKING THE DLL FOR PRIVESC



PRIVESC PESTUDIO VIDEO





DLL LOADING 
DESIGN FLAW



MICROSOFT’S TRIAGING STRATEGY 
FOR DLL PLANTING

•Application Directory Planting – MAY FIX
•Requires Admin - Malicious binary planted in a trusted 

application directory
•Does Not Require Admin - Malicious binary planted in an 

untrusted application directory
•Current Working Directory (CWD) Planting – WILL FIX

•Malicious binary planted in the CWD
•Path Directories Planting – WILL NOT FIX



WHAT TO DO WITH

 DLL HIJACKS?

•Get CVEs
•Get $$$
•Add to Red Team Toolkit



THANK YOU


