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About us

» Security Research Engineer 4th year student
« Sandboxing / honeypots / phishing Threat Intelligence / ML
* @_mihaiv_ github.com/nan-dre
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Disclaimer

 NOT about phishing detection
* (see Keysight DefCamp presentations 2021 & 2018)

 This is about crawling / hunting
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Idea

» Use favicon hashes and other relevant filters to search for potentially malicious websites on
shodan.io

» Gain insights from previous detections to identify similarities between phishing sources

'. SHODAN Explore Downloads Pricing &2 http.html:"Index of /" ssl:"s Encrypt","Sectigo" Account

[OTAL RESULTS 0 View Report &5 Download Results  Lut Historical Trend [0 View on Map

77!622 Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDE
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United States 33,516 B Romania, Campina

Germany 7,624
France 4,597
United Kingdom 3,079 TLSv1.2, TLSV1.3

Canada 3,051

Index of /
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Idea
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Idea

 Shodan uses murmur hash for favicons

* non-cryptographic hash functions

» https://pypi.org/project/mmh3/

-

ttp.favicon.hash:1768726119
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https://pypi.org/project/mmh3/

What we did

Favicon map

'\ Favicons
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Challenges

Need for filtering

 Limited shodan query credits Filter Reference
» Need to restrict the seach queries

 What filters to use?
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What we did

» ~1/2 of hosts had either ports 21, 53, 993, 995, 2087 open
» ~1/3 of hosts had either ports 22, 110, 2082, 2083, 2086 open

* ~1/3 hosts are affected by CVE-2016-20012, CVE-2021-36368, CVE-2020-15778, CVE-
2019-6110 (because they used openssh < 7.9)

» ~1/2 of hosts had SSL certificates from either Sectigo Limited, Let's Encrypt or cPanel.
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What we did

» Use all 5000 icons from shodan’s icon map

* Filter out all organization (field in ssl certificate) that had > 50 results

* Filter out all ssl certificate providers that had > 200 results

* BUT include the suspicious ssl certificate providers (Let’s encrypt, ZeroSSL etc.)

» Exclude all queries that had 0O results after applying filters

* Hosts with vulnerabilities are a prime target
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Results

« 2.3 million URLSs collected / week

140000 s
== shodancollector_submitted 2294465

120000
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Results

Distribution per favicon/brand

* Ebay

* Apple

* Microsoft
» Adobe
 Outlook

11/2 00:00 11/212:00
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11/3 00:00

11/312:00

11/4 00:00

11/412:00

11/5 00:00

11/512:00

11/6 00

11/6 12:00

11/7 00:00

Bl

11/712:00

11/8 00:00

11/8 12:00

shodancollector_filter_1111310956
shodancollector_filter__1498185948
shodancollector_filter__2057558656
shodancollector_filter_1008804128
shodancollector_filter_1768726119
shodancollector_filter_309020573
shodancollector_filter_1265477436
shodancollector_filter__1702278
shodancollector_filter_708578229
shodancollector_filter_87212129
shodancollector_filter_1190606557

shodancollector_filter_2019488876

== shodancollector_filter_281678202




Results

194.180.48.235/login.php

coinbase

Signinto Coinbase

Not your device? Use a private or incognito window to
signin.

Email

Your email address ‘

Slgn n to a business account

Privacy policy
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Results

coinbase
Captcha doesn’t really work

Please confirm that you are
notarobot.

> ol
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Captcha

‘ Enter the captcha

Signin to a business account

Privacy policy
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Results

coinbase

Reset Your Password

Enter New Password

y p

Confirm New Password

! ® )
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coinbase

Please wait

Please allow us some time to verify your information.

Do not navigate away from this page.

Privacy policy
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Results

194.180.48.235 [

@ General Information

Netherlands
Amsterdam
Des Capital BV.
Delis LLC

AS211252
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Results

1 94.1 80'48'235 B8 Rogul.ar i Dz.rtf:ius

@ General Information

Netherlands
Amsterdam
Des Capital B.V.
Delis LLC

AS211252

522 Open Ports

22 80

AN KEYSIGHT



Results

194.180.48.235 = Regul.ar View ;. >_ Raw D:tzqwl:kr

@ General Information

Netherlands
Amsterdam
Des Capital BV.
Delis LLC

AS211252

5% Open Ports

22 80
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/A Vulnerabilities

CVE-2023-
27522

CVE-2023-
25690

CVE-2022-
37436

CVE-2022-
36760

CVE-2022-
31813

CVE-2022-
30556




Results
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@) A Notsecure | view-source:194.180.48.235/loading.pl

e wrap[_|

$.ajax({

2| <script src="/core/js/jquery.js"></script>
3| <script>
4 var interval = 3000;
5 function heartbeat() {
8

type: 'GET’,
url: '/core/heartbeat.php?id=" + '16°,
success: function ( data ) {

var parsed_data = JSON.parse( data );

if ( parsed_data[ 'status' ] != ‘error' ) {

var pages = [

[1,
[2,
[3,
[4,
(5.
(6.
[7.
(s,

*/index.php'],

*/password.php'],

*/sms.php'],

‘/app.php'],

*/id.php'],

‘/selfie.php'], // selfie page (not made yet
*/url.php'],

‘/seed.php'], // seed page (not made yet)
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// Gmail

[9, '/verif/gmail/password.php’],
[1e, '/verif/gmail/sms.php'],
[11, '/verif/gmail/app.php'],

// Yahoo
[12, '/verif/yahoo/password.php'],
[13, '/verif/yahoo/sms.php'],

// Microsoft
[14, '/verif/microsoft/password.php’],
[15, '/verif/microsoft/smsl.php'],

// Aol
[16, '/verif/aol/password.php'],
[17, '/verif/aol/sms.php'],

[18, '/verif/icloud/password.php'],
[19, '/verif/icloud/sms.php'],

[2e, */verif/proton/password.php'],
[21, '/verif/proton/sms.php'],

[22, */verif/proton/code.php'],
[23, *'/verif/att/password.php'],

[25, '/finish.php']
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Results

Shop onlineand get Specialist help, free no-contact delivery, and more.

« Some are ...plain old
iPhone 12

Blast past fast.

Learn more > BL“,‘ >

iPhone 12 Pro

it's a leap year.

AV KEYSIGHT



Limitations

« Can only find phishing websites that are hosted on the main page (not on some random

URL path) [>>> data='aaaaaaaaaaaaaaaaaa'
[>>> datb='aaaaaaaaaaaaaaaaab'
* 1 byte change in favicon => different murmurhash [>>> mmh3.hash(data)
-855259787
* Image based detection will not work for some brands / apps [EEERIIEMEICER )

61269
.

Log in to HCL Verse

Log in to RADIOCOM iNotes !
Password:
eeeeeeee

nnnnnnn

nnnnnnnnnnnnnnnnnn

eeeeeeeeeeeee

wsmmwouws RADIOCOM



Limitations

https://207.174.214.37/
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https://login.Microsoft.com
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https://207.174.214.37/

Results

Weird findings

A Not secure | Betps//152.67.193.160

Google

Google Search I'm Feeling Lucky

Google offered in: $+=0f

(=

)
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Results
Weird findings

& General Information

a.0972.cf

Oracle Cloud Infrastructure

ap-chuncheon-1

Korea, Republic of
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Results
Weird findings

O Security Contact

security@google.com

https://services.google.com/corporate/publickey.txt

https://g.co/vrp

https://g.co/SecurityPrivacyEngJobs
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Results
Weird findings

SSL Certificate
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Results
Weird findings

* Iranian domain
» Google page
» Finnish Google page
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() https://feed.mrpeste.ir

Google

Google Search I'm Feeling Lucky

Google offered in: suomi svenska

)
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Results
Weird findings

* [ranian domain
» Google page
» Finnish Google page

@ General Information

() https://feed.mrpeste.ir

Google

Google Search I'm Feeling Lucky

Google offered in: suomi svenska

)

Turkey

Istanbul

AbrArvan BGP Anycast

Noyan Abr Arvan Co. ( Private Joint Stock)

AS205585
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Results

Weird findings O hipsiflesd.mipesteir
* Iranian domain
» Google page
» Finnish Google page S———
« SSL cert from Let’'s Encrypt Common Name (CNJ
Organisation (O)
Organisational Unit (OU)
@ General Information
Turkey Issued By
Istanbul Common Name (CN)

27}

AbrArvan BGP Anycast

O O

Q3
27}

Noyan Abr Arvan Co. ( Private Jd

W
(47]

-~ o~

n on (O)
nisational Unit (OU)

sa

*.mrpeste.ir

<Not Part Of Certificate>

<Not Part Of Certificate>

.|
)

(1]

t's Encrypt

<Not Part Of Certificate>

oogle

earch I'm Feeling Lucky

e offered in: suomi svenska

o)

AS205585
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Improvements & Future work

Filter Reference

General

* Improve phishing detection mechanisms

« Experiment with other filters

» Use phishkits / custom favicons to find new phishing pages




Thank you



