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• Security Research Engineer    4th year student
• Sandboxing / honeypots / phishing Threat Intelligence / ML
• @_mihaiv_ github.com/nan-dre

About us
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• NOT about phishing detection 
• (see Keysight DefCamp presentations 2021 & 2018)

• This is about crawling / hunting

Disclaimer
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• Use favicon hashes and other relevant filters to search for potentially malicious websites on 
shodan.io

• Gain insights from previous detections to identify similarities between phishing sources

Idea
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Idea
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• Shodan uses murmur hash for favicons

• non-cryptographic hash functions

• https://pypi.org/project/mmh3/

Idea

https://pypi.org/project/mmh3/
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Favicon map

What we did
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Need for filtering

• Limited shodan query credits
• Need to restrict the seach queries
• What filters to use?

Challenges



9

• ~1/2 of hosts had either ports 21, 53, 993, 995, 2087 open
• ~1/3 of hosts had either ports 22, 110, 2082, 2083, 2086 open
• ~1/3 hosts are affected by CVE-2016-20012, CVE-2021-36368, CVE-2020-15778, CVE-

2019-6110 (because they used openssh < 7.9)
• ~1/2 of hosts had SSL certificates from either Sectigo Limited, Let’s Encrypt or cPanel.

What we did
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• Use all 5000 icons from shodan’s icon map
• Filter out all organization (field in ssl certificate) that had > 50 results
• Filter out all ssl certificate providers that had > 200 results
• BUT include the suspicious ssl certificate providers (Let’s encrypt, ZeroSSL etc.)
• Exclude all queries that had 0 results after applying filters

• Hosts with vulnerabilities are a prime target

What we did
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• 2.3 million URLs collected / week

Results
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Distribution per favicon/brand

Results

• Ebay

• Apple

• Microsoft

• Adobe

• Outlook
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Results
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Results

Captcha doesn’t really work
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Results
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Results
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Results
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Results
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Results
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• Some are …plain old

Results
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• Can only find phishing websites that are hosted on the main page (not on some random 
URL path)

• 1 byte change in favicon => different murmurhash
• Image based detection will not work for some brands / apps

Limitations



22

https://207.174.214.37/ https://login.Microsoft.com

Limitations

https://207.174.214.37/
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Weird findings

Results
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Weird findings

Results
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Weird findings

Results
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Weird findings

Results
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Weird findings

• Iranian domain
• Google page
• Finnish Google page

Results
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Weird findings

• Iranian domain
• Google page
• Finnish Google page

Results
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Weird findings

• Iranian domain
• Google page
• Finnish Google page
• SSL cert from Let’s Encrypt

Results
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• Improve phishing detection mechanisms

• Experiment with other filters

• Use phishkits / custom favicons to find new phishing pages

Improvements & Future work
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Thank you


