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About Us

• Security research engineers
• Sandboxing / exploits and tinkering all around
• Anything network related
• @_mihaiv_
• @cristi_done
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Motivation

• An undetected malware is a happy malware

• Many options to hide API calls from userland

• How can we catch this in sandboxes?
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Windows API Call Example 

• HELLO WORLD
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CreateFile

Windows API Call Example 
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CreateFile

Windows API Call Example 
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CreateFile (Simplified)

Malware User Space API Call Tracing
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Intercepted System calls through ntdll.dll

Malware User Space API Call Tracing
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Untracked behavior

Malware User Space API Call Tracing
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Tracked behavior

Kernel Space System Call Tracing
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Syscall Instruction

Kernel Space System Call Handling
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LSTAR content

Windows Kernel System Call Handling
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Nt!KiSystemCall64 internals

Windows Kernel System Call Handling
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SSDT entries

Windows Kernel System Call Handling
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Summary

Windows Kernel System Call Handling
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Core idea

SSDT Hooking
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Relative jump: How far can we jump?

SSDT Hooking
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Absolute jump

SSDT Hooking
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Absolute jump

SSDT Hooking
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System Call Number Mapping
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Public unofficial data

System Call Number Mapping
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Manual extraction by reverse engineering ntdll.dll 

System Call Number Mapping
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Hell’s Gate

System Call Number Mapping
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Driver Signature Check

Bypassing Protections
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Write Page Protection

Bypassing Protections
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Write Page Protection

Bypassing Protections
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Intel CET

Bypassing Protections
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Bypass Intel CET

Bypassing Protections

• Disable interrupts, Disable CET, Disable WP
• Write data into memory
• Enable WP, Enable CET, Enable interrupts
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PatchGuard

Bypassing Protections
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Disable PatchGuard using EFIGuard

Bypassing Protections
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Challenges

Summary

• Insufficient public documentation
• Reverse engineering required
• Some Kernel APIs were not exposed, had to rely on reverse engineering forums

• A lot of protections(Hardware and Software)
• System call numbers change across versions
• SSDT entries allow only small relative jumps
• Driver Signature Check
• Page Write Protection
• Intel CET from Intel gen 11
• PatchGuard
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Public CAPEv2 vs Kernel Syscall Tracing

Results
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Q&A
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Thank you
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