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Whoami?
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Disclaimer
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Norwegian Cyber Range
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Operational Cyber Security Exercises Infrastructure
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Operational Cyber Security Exercises Infrastructure
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Operational Cyber Security Exercises Infrastructure
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General Security Tactics and Techniques

https://attack.mitre.org/# 

https://attack.mitre.org/
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Artificial intelligence replacing 

natural stupidity?
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https://en.wikipedia.org/wiki/Trial_of_Socrates 

30 Tyrants Ruling Athens After Spartan Victory 

in the Peloponnesian Wars was the part of 500

https://en.wikipedia.org/wiki/Trial_of_Socrates
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Information Paradox : Drowning in Information, Starving for 

Knowledge

https://technologyandsociety.org/information-

paradox-drowning-in-information-starving-for-

knowledge/ 

https://deeplearning.mit.edu/ 

https://technologyandsociety.org/information-paradox-drowning-in-information-starving-for-knowledge/
https://technologyandsociety.org/information-paradox-drowning-in-information-starving-for-knowledge/
https://technologyandsociety.org/information-paradox-drowning-in-information-starving-for-knowledge/
https://deeplearning.mit.edu/
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Typosquatting 

https://medium.com/checkmarx-security/typosquatting-

campaign-targeting-12-of-pythons-top-packages-

downloading-malware-hosted-on-github-9501f35b8efb 

https://medium.com/checkmarx-security/typosquatting-campaign-targeting-12-of-pythons-top-packages-downloading-malware-hosted-on-github-9501f35b8efb
https://medium.com/checkmarx-security/typosquatting-campaign-targeting-12-of-pythons-top-packages-downloading-malware-hosted-on-github-9501f35b8efb
https://medium.com/checkmarx-security/typosquatting-campaign-targeting-12-of-pythons-top-packages-downloading-malware-hosted-on-github-9501f35b8efb
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General Attack Overview

https://arxiv.org/pdf/1804.05296.pdf 

https://arxiv.org/pdf/1804.05296.pdf
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AI Model Security Threats

EVASION IN EVASION, THE INPUT 
PROVIDED TO AI ALGORITHM IS 
SPECIFICALLY TAMPERED THAT 
ENABLES THEM TO BYPASS THE 

RIGHT CLASSIFICATION 
MECHANISM

POISONING IN POISONING, THE 
TRAINING DATA SUPPLIED TO THE 
AI CLASSIFIER IS ALTERED WHICH 

EFFECT THE CLASSIFICATION OF AI 
ALGORITHM

STEALING IN STEALING, THE AI 
ALGORITHM INPUT AND OUTPUT IS 

ANALYZED TO IDENTIFY THE 
MODEL PROPERTIES AND DEVELOP 

AN OWN MODEL TO COUNTER 
THOSE PROPERTIES
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AI Models Specific Tactics and Techniques

https://atlas.mitre.org/ 

https://atlas.mitre.org/
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Weaponized AI for cyber attacks
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Data Misclassification 

https://arxiv.org/pdf/1804.05296.pdf 

https://arxiv.org/pdf/1804.05296.pdf
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Synthetic Data Generation

https://arxiv.org/pdf/1804.02047.pdf 

https://arxiv.org/pdf/1804.02047.pdf
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Data Analysis

https://github.com/gyoisamurai/GyoiThon 

https://github.com/gyoisamurai/GyoiThon
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Virtual World Scenarios
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Simulacra 
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Memory Stream of Agents
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Agents Plans 
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Real or fake?
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Real World Scenario
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Visual Data
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Audio Data
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Textual Data



Mitigations and Counter Measures 

Limit Release of 
Public 

Information

Limit Model 
Artifact Release

Passive ML 
Output 

Obfuscation
Model Hardening

Restrict Number 
of ML Model 

Queries

Control Access 
to ML Models 

and Data at Rest

Use Ensemble 
Methods

Sanitize Training 
Data

Validate ML 
Model

Use Multi-Modal 
Sensors

Input Restoration
Restrict Library 

Loading

Encrypt 
Sensitive 

Information
Code Signing

Verify ML 
Artifacts

Adversarial Input 
Detection

Vulnerability 
Scanning

Model 
Distribution 

Methods
User Training
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Questions, Concerns, Comments?
muhammad.m.yamin@ntnu.no
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