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PREVIOUS PROFESSIONAL EXPERIENCE:

• The global CISO of Credorax (Nowadays 
Finaro);

• I act as board advisor for a couple of 
cybersecurity startups.



ONCE UPON A TIME
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THE NEXT BIG COMPUTER
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THE NEXT BIG COMPUTER
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Distributed Systems
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Distributed Systems
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PC                           😱😱😱
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New Architectures
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Scale-Out Capabilities
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Cloud
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Data Dimensions – Structured vs Unstructured



Data Dimensions – Structured vs Unstructured
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Data Dimensions – Logical vs Physical Medium

• Object level

▪ Managed by an application
▪ Custom metadata

• File level

▪ Managed by an operating system
▪ Fixed file-system attributes

• Block level

▪ Managed by an operating system
▪ Fixed system attributes



Data Dimensions – Logical vs Physical Medium
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Non-Volatile

• Hard Drive
• Flash Drive
• DVD

Volatile

▪ Random Access Memory
▪ Processor Registers



Data Dimensions – On-Premises vs Cloud

On-Premises                              Cloud

Image source: planetgeek.ch 
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Key Data Security Challenges in The
 Cloud
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Key Data Security Challenges in Cloud

Direct

▪ Data Leakage Detection and Prevention in Cloud
▪ Data Segregation and Protection
▪ Threat and Vulnerability Management
▪ Identity and Access Management
▪ Application Security
▪ Physical & Personnel Security

Source: "Data Security Challenges and Its Solutions in Cloud Computing Article" by R. Velumadhava Rao and K. Selvamani, 2015



Key Data Security Challenges in Cloud

Direct

▪ Data Leakage Detection and Prevention in Cloud
▪ Data Segregation and Protection
▪ Threat and Vulnerability Management
▪ Identity and Access Management
▪ Application Security
▪ Physical & Personnel Security

Indirect

▪ Ability to Support BCP & DR Requirements Securely
▪ Availability of Services and Data in the Cloud
▪ Incident Response Arrangements

Source: "Data Security Challenges and Its Solutions in Cloud Computing Article" by R. Velumadhava Rao and K. Selvamani, 2015





Data Security Solutions – Data Truncation

Shorten an object / datum so it wouldn’t disclose any sensitive information

Pros

✔ Full protection
✔ Relatively easy
✔ Negligible performance impact

Cons

x You can’t retrieve the full piece of data
x Uniqueness isn’t preserved deterministically



Map arbitrary size value to fixed-size value

Pros

✔ (Highly) impossible to retrieve the original data from the hash value
✔ (Highly) injective (preserve uniqueness)
✔ Low performance impact

Cons

x You can’t retrieve the cleartext data from the hash value

Data Security Solutions – Data Hashing



Data Security Solutions – Data Tokenization

Turning a piece of data to a random unique string, and use a dictionary to bind them

Pros

✔ Tokenized data is completely random, meaningless, and doesn’t provide even a small hint about 
the original data or it’s tokenization algorithm

✔ Helps to reduce the regulatory scope 
✔ Token can be format preserving

Cons

✔ Extra measures to protect the token dictionary
✔ High maintenance / performance impact with organizations dealing with huge sets of sensitive 

data
✔ Partial incompatibility due to the usage of non-standard algorithm to tokenize



Turning a piece of data to a random unique string, and being able to retrieve the original data 

only with a key

There are various dimensions which we need to take into 

consideration while choosing data encryption as a data protection strategy:

• Symmetric vs Asymmetric

• Transparent vs Payload

• Mode of Operation

• Encryption Algorithm

• Key Management

• Key Architecture

• Single vs Dual Control

• Hardware Security Modules

Data Security Solutions – Data Encryption



Pros

• Low performance impact

Cons

• A single key for both encryption and decryption

• Higher risk (Length / Excessive privileges)

• High maintenance

DATA SECURITY SOLUTIONS – DATA ENCRYPTION

Symmetric

AsymmetricPros

• Encryption key is public knowledge

• No need for extra controls if you only need to 

encrypt

Cons

• High performance impact



Pros

• Low performance impact

• Easy to implement

• No modifications need to be done on client side

• Effective low-level protection

Cons

• Ineffective for most attack scenarios

• Not applicable for all platforms

• Ineffective for OS level without TPM

DATA SECURITY SOLUTIONS – DATA ENCRYPTION

Transparent

PayloadPros

• Effective for most attack scenarios

Cons

• Mid-High performance impact

• Requires modification on client-side at most scenarios

• For most of the 3rd party solutions, not supported 

by-product



Turning a piece of data to a random unique string, and being able to retrieve the original data 

only with a key

There are various dimensions which we need to take into 

consideration while choosing data encryption as a data protection strategy:

• Symmetric vs Asymmetric

• Transparent vs Payload

• Mode of Operation

• Encryption Algorithm

• Key Management

• Key Architecture

• Single vs Dual Control

• Hardware Security Modules

Data Security Solutions – Data Encryption



Conclusions and Takeaways
• From data security perspective, On-Prem and Cloud are different – both 

on the attack vector level, and the type of solution which needs to be 

effective

• There are different motivations for data protection

▪ Complying with any regulation or standard
▪ Having the right security maturity level to engage with specific partners or 

customers
▪ Different Constraints to consider

• Don’t use an ineffective “checking-the-mark” solutions



Thank You


