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Don’t Let Them Know
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k. ABOUT ME

Senior Manager - Data Sec‘urity at Booking.com,
part of the Booking Holdings group of brands.

PREVIOUS PROFESSIONAL EXPERIENCE:

* The global CISO of Credorax (Nowadays
Finaro);

( * | act as board advisor for a couple of
cybersecurity startups.
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THE NEXT BIG COMPUTER

AS/400-HOOFDMENU
Systeem: BIZIBITP

Kies uit het volgende:

Gebruikersfuncties

Office-functies

Algemene systeemfuncties

Bestanden, bibliotheken en folders gebruiken
Programmeerfuncties

Communicatiefuncties

Het systeem definieren of wijzigen

Problemen verwerken

Een menu afbeelden

Opties voor AS/400 Information Assistant

F O VW ©® 9 600 1 » W N =

1
1

Functies voor Client Access/400

Zich afmelden van het systeem

e of opdracht:

F3=Afsluiten F4=Aanwijzingen F9=Terughalen Fl2=Annuleren
Fl3=Information Assistant F23=Beginmenu instellen

(C) COPYRIGHT IBM CORP. 1980, 1998.
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I B Distributed Systems

PRESENTATICN BUSINESS LOGICS DATA MANAGEMENT
TIER TIER TIER

Middleware

client
Mozilla Firefcx,
Internel Explorer

Web server
+ Database server

Application server

Apache + :'—E']d engine H:VISOL
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New Architectures

SITE #1

Data Warehouse Accelerator
Physical Server (~256Gb RAM)

i | Datawarehouse "flash" DB

Primary DB Server i Replica DB Server 1
Physical Server (~256Gb RAM) V4 Physical Server

Virtual DB Host #1

S _I Datawarehouse DB

¢ | App. Metadata

£ 4 Mirror DB #3

Application S;rver | f Application Server
Physical Server (~32 Gb RAM) I Physical Server (~32 Gb RAM)

Virtual App. Host #1 | Virtual App. Host #1

i
i

. | Apps. Server #1 | Apps. Server #2 ! | Apps. Server #3 .| Apps. Server #4
1
|
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Image source: docs.oracle.com

SITE #2

Backup
Server
#1

Backup
Server
#2

Backup
Server
#3

Backup
Server
#4

Backup
Server
#5

Customer Site

a

Clients

AP| Gateway

Container Orchestration
Container

Microservice 1 (Java)

Container Container

Microservice 2 (Python) Microservice 3 (Go)

Data Store

&
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INBOUND TRAFFIC

DNS RESOLVER

NGINX BALANCER 1 NGINX BALANCER 2

| X |

VPS 1 VPS 2

BALANCER (NODE CLUSTER / PM2) BALANCER (NODE CLUSTER / PM2)

3y 3§ 3 3 $y 3§ 3 3
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Pizza as a Service

Traditional Infrastructure Platform Software
On-Premises | as a Service | as a Service ‘ as a Service
(On Prem) (laa$) (Paa$s) (Saas)

’ » Pizza
Take & Bake ‘ Delivered

@ You Manage [T Vendor Manages
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MEYER IS M Structured vs Unstructured

- <ROWSET>
- <ROW?>
<SMNumber>SM12232</SMNumber>
<Status>Active</Status>

#, Name, POS, HT , Wt Exp Ccﬂ'lege Birth City
57, ‘ac s, Ked , P 11 ,223,4,Clemson, ' At'lanta, GA
"ake , Dawvi i 5 lO 200 a, L0u1svﬂ1e, Leangton,
79,"A' n, Iar ,OT, 6,4 ,310,3,Purdue "atlanta, GA
"B rum, 0 e ",TE/LS,"6,4",245,11,marshall, "Pomerg
"B’ e, Jﬁf ",QB,"6,1",223 13,East Ca;‘]ohna_l Day’tori'l
n, She on ",cB; "%;10" 200 3,south Caro 1na, R 25
ess, [ rick ",DE, "6, >N 266 4 M1ss1ss1pp1, Gree <Type>In-house</Type>
lek, 1 vy ",G/T,"6,4" 301 R, Texas—E1 Paso, 'san

Jak, 1 ¥ ST, IS4l 300 R, TarAs Bl Fasc, "aaly <SubjectMatter>Grants/Funding</SubjectMatter>

Ss »F5, 0, ac Vv A < 2

er, K¢ ",QB,"6,1",195,8,Univ. of colorado, "san <Particulars>City Partners sin

las, + h ",DE,"6,2",281,10,Central state (ohig funding with To pedestria

aim, J nzo ",C,"6,4",312,2,alabama, "Birmingham - - '#title':

ey, ",%/G, "6,2",300,5,Robert Morris, "Gaith provide the community w

man1s paul ",pT,"6,3",288,9,NOotre Dame, "lenis i ' . .

n, Jan 1 ",DE,"6,2",272,2,miami (FL), "Camden, ygars+.</Part|cu|ars> #type': textfield
<InitialApprovalDate>2008-09- ” ivadls &
<EffectiveDate>2012-01-18</ wit ol

'#default value':

s, Art s 5T gAY 4" 318, 3,memphis, "Jackson, TN"

, Rode ck CB 5 11",196, 2, Auburn, "Ccolumbus, |
<ProposedStartDate/ >
<ProposedEndDate/> amails

name:

'Your Name'

on, D*
s, Dh: LB i{

6 '[current-user:display-name]’
se, J¢ n ", DE, ?‘ "business_id": "PK6aSij

ns, bt ey ",RB, f’5_,
"full _address": '"400 Wg
"hours": {},
"open": true,
"categories": [
"Burgers",
"Fast Food",
"Restaurants"
ie
"city": "Homestead",
"review_count": 5,
"name": "McDonald's",
"neighborhoods": [
"Homestead"
]l
"longitude": -79.910032,
"state": "PA",
*stars": 2,

- <Registrant>

<RegistrationNUmber>1257
<RegistrationNUmberWithSc
<Status>Active</Status>
<EffectiveDate>2012-06-0
<Type>In-house</Type>
<Prefix>Ms.</Prefix>
<FirstName>Christa</First|
<Middlelnitials/>
<LastName>Kroboth</Last
<Suffix/>

'#title': 'Your Email'
'#type': email
'#required': true

'#default value': '[current-user:mail]'

subject:

'#title': 'Subject'’
'#type': textfield
'#required': true

'#test': 'Testing contact form from [site:name]’

message:

'#title': 'Message’
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Unstructured
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VEIER I 0 Logical vs Physical Medium

= Managed by an application
» Custom metadata

= Managed by an operating system
= Fixed file-system attributes

= Managed by an operating system ’
= Fixed system attributes
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VEYCII NN ) M Logical vs Physical Medium

 Hard Drive (@ .
* Flash Drive S (w
« DVD
i Stack Ptr [__] o] i
i Prog CounterlIll ] i
; 1|
= Random Access Memory i SRR | — )
. : Regl | FA | [_LDI Reg1, OxE2 | I
= Processor Registers ; Reg2[E2 ] | -+[ADDRegl.Rez -] | || i
i Reg3[ 00 1] I | | | !
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VEYCED N On-Premises vs Cloud

On-Premises Cloud
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K&Y. Data Security Challenges i
Cloud

-

Image source giphy.com/animalsfacingleft:




GV BY:IdIg14 Challenges in Cloud

= Data Leakage Detection and Prevention in Cloud
= Data Segregation and Protection

= Threat and Vulnerability Management

= |dentity and Access Management

= Application Security

= Physical & Personnel Security

ziii: BOOKING HOLDINGS
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Source: "Data Security Challenges and Its Solutions in Cloud Computing Article" by R. Velumadhava Rao and K. Selvamani, 2015 wui BOoEpBAaOnn



GV BY:IdIg14 Challenges in Cloud

= Data Leakage Detection and Prevention in Cloud
= Data Segregation and Protection

= Threat and Vulnerability Management

= |dentity and Access Management

= Application Security

= Physical & Personnel Security

= Ability to Support BCP & DR Requirements Securely
= Availability of Services and Data in the Cloud
= |ncident Response Arrangements
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Source: "Data Security Challenges and Its Solutions in Cloud Computing Article" by R. Velumadhava Rao and K. Selvamani, 20105  uns s frfofcl«]of
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Shorten an object / datum so it wouldn’t disclose any sensitive information

Pros

v/ Full protection “
v/ Relatively easy
v/ Negligible performance impact

Cons

X You can’t retrieve the full piece of data
X Uniqueness isn’t preserved deterministically

@i BOOKING HOLDINGS
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Data Security Solutions [DE1e-Wa X} g}e.

Map arbitrary size value to fixed-size value

Pros

v (Highly) impossible to retrieve the original data from the hash value ¢ B oad
v/ (Highly) injective (preserve uniqueness) O e
v Low performance impact RN -
i N '
Cons g L G i
: - 7. :‘3”..,' 1 .' { L | ‘ l 4 |
X You can’t retrieve the cleartext data from the hash value U\ Rl AN A
: ',..0 : ".’ '
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I ER ALt Data Tokenization

Turning a piece of data to a random unique string, and use a dictionary to bind them

Pros

v/ Tokenized data is completely random, meaningless, and doesn’t provide even a small hint about
the original data or it’s tokenization algorithm

v/ Helps to reduce the regulatory scope

v/ Token can be format preserving

Cons

v/ Extra measures to protect the token dictionary

v/ High maintenance / performance impact with organizations dealing with huge sets of sensitive
data

v/ Partial incompatibility due to the usage of non-standard algorithm to tokenize

2. BOOKING HOLDINGS
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HEVERY sty A Us -0l Data Encryption

Turning a piece of data to a random unique string, and being able to retrieve the original data
only with a key
There are various dimensions which we need to take into

consideration while choosing data encryption as a data protection strategy:

.
« Symmetric vs Asymmetric = -
« Transparent vs Payload R -
* Mode of Operation B\
“ -

* Encryption Algorithm
» Key Management

» Key Architecture
 Single vs Dual Control

« Hardware Security Modultes
i BOOKING HOLDINGS
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- . Pros _

—r N . . * Low performance impact

Cons
» Asingle key for both encryption and decryption

LR

Iss

» §

s et

» Higher risk (Length / Excessive privileges)
* High maintenance

» Encryption key is public knowledge

* No need for extra controls if you only need to
encrypt

Cons

. ) . BOOKING HOLDINGS
» High performance impact HI CENTERS OF EXCELLENCE



Pros

—

* Low performance impact Ne—— . ‘5;%7

> N —— - T e
. i N N
Easy to implement | = Seseta—za ag\\\”\»
« No modifications need to be done on client side \\ A\
 Effective low-level protection ) e “:\‘!\
Cons -

* |neffective for most attack scenarios

* Not applicable for all platforms . BOOKING HOLDINGS

- Ineffective for OS level without TPM e mmmm

» Effective for most attack scenarios

Cons

* Mid-High performance impact

* Requires modification on client-side at most scenarios

» For most of the 3rd party solutions, not supported »
by-product




HEVERY sty A Us -0l Data Encryption

Turning a piece of data to a random unique string, and being able to retrieve the original data
only with a key
There are various dimensions which we need to take into

consideration while choosing data encryption as a data protection strategy:

.
« Symmetric vs Asymmetric = -
» Transparent vs Payload R -
* Mode of Operation B\
_ -

« Encryption Algorithm
» Key Management

* Key Architecture
 Single vs Dual Control

« Hardware Security Modutes |
. BOOKING HOLDINGS
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Conclusions and Takeaways

From data security perspective, On-Prem and Cloud are different - both
on the attack vector level, and the type of solution which needs to be

effective
There are different motivations for data protection

= Complying with any regulation or standard
= Having the right security maturity level to engage with specific partners or

customers
= Different Constraints to consider

Don’t use an ineffective “checking-the-mark” solutions

it BOOKING HOLDINGS
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