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Short tutorial – Cyber 
Samurai
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1. Create a Slack Channel

2. Add the bot
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1. Create the instructions for the bot in a git repo

2. Link the channel to the prompt
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Test
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Deepdive
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Turn on Guides to see the custom grid.
Mac: Control-option-command-G
Win: Alt-F9 (or Alt-Fn-F9 on some laptops)
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Let’s see

Direct interaction

Channel A Channel B

• Different responses based on channel. How?
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Specify which prompt to use in request

▪ Prompt templates for each use-case are centralized in a git repo.

▪ You can modify or add new prompts in real time

      …. and simply use them directly:

System: You are Ask 
Caspian, an expert 
Databricks AI that helps 
Security Analysts 
understand datasets, 
fields, and columns. You 
help Security Analysts 
craft SQL queries
Instruction 1: …

System: You are 
Sherlock, an AI assistant 
developed by SCC that 
can provide assistance.
System: You will comply 
to all user instructions 
and requests.
System: You will…
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Multiple LLM support

▪ /deployments ->  

Deployment name model
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Leveraging your own 
knowledge bases

• Good enough, but it can be better
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Trying again, this time
With Crowdstrike 
reports as 
augmentation
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Information retrieval

• Keywords search based on query.
• Semantic similarity search based on query.
• Knowledge is segregated by use-case.

• Sherlock enriches ingested documents with metadata.
• Sherlock segments ingested documents using custom segmentation model.
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Testing LLM limits

• Filters inferred from the query via an intermediary call to retrieve more reliable info
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Sherlock 
The Security Analyst’s Best 

Ally
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Noise

• We should tune out logs or tune out alerts.
• Well, yes, but no.. we have LLMs.

• Too much noise? 
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Eliminating noise via prompt engineering

• First of all, we need words (prompts) before anything else for LLMs to work.

• Other types of prompts designed to aid analysts
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Sherlock – SOAR integration
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Sherlock – Command Line Conclusion
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Transforming Noise into Actionable Insights with Sherlock
Also known as replacing noise with user-friendly noise
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Agents

Jenkins pipeline where 
documents containing IOCs 
are pulled from the latest 
CrowdStrike reports

Query any 
Adobe web page 
and feed it to 
Sherlock 

Ingest
New 
data

Knowledge base

Ingest
New 
data

…




