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oSenior Software Engineer @ Payhawk;
CInfosec junkie;

>Clean code fanatic;

CDevOps evangelist;

OSpeaker;
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> Karaoke enthusiast;
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NPM supply-chain attack impacts hundreds of websites and apps

By Sergiu Gatlan July 5,2022 01:55 PM 2
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https://www.bleepingcomputer.com/news/security/npm-supply-chain-attack-impacts-hundreds-of-websites-and-apps/

Npm Supply Chain Attack Targets
Germany-based Companies with

Dangerous Backdoor Malware

The JFrog Security Research team identified and quickly disclosed new npm malicious packages aimed at
compromising leading industrial organizations

By Andrey Polkovnychenko and Shachar Menashe | May 10, 2022

® 9 min read SHARE: @ @ @

(’ De-fcaMP/ source: jFrog Blog
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https://jfrog.com/blog/npm-supply-chain-attack-targets-german-based-companies/
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—(toto® TMacbookPro)-[~]-[]

npm install
up to date 167ms

3 packages are looking funding
run “npm fund® details

up to date, audited 1270 packages 5s

176 packages are looking funding
run “npm fund’ details

15 vulnerabilities (9 moderate, 6 high)

To address all issues possible (including breaking changes), run:
npm audit fix --force

C’ De-fcaMP/ @totollygeek



15 vulnerabilities (9 moderate, 6 high)
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npm
substitution
(dependency
confusion)
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Public
Package
Repository

Private
Package

Install package @

Repository

Client

“console-utils” “console-utils”:
1.5.4 1.5.3

W W

“console-utils”: 1.5.3
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'we prevent it?

Use strict versions. No wildcards
Use only scoped packages

Do not leave vulnerability
warnings unattended

Validate checksums

Include "package lock” in your
repositories

Use auditing during installation
with tools like

C’ De_I:aMP/ ~ @totollygeek



https://github.com/lirantal/npq

typosquatting
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Threat Research | October 4, 2023

Typosquaiting campaign delivers r77 rootkit via npm

ReversinglLabs discovered that one “s” was all that separated a
legit npm package from a malicious twin that delivered the r77
rootkit — and was downloaded more than 700 times.

(’ De-fcaMP/ source: ReversingLabs Blog @totollygeek


https://www.reversinglabs.com/blog/r77-rootkit-typosquatting-npm-threat-research

node-hide-console-window
2.1.1 + Public ¢ Published 2 years ago

B Readme B code & 0Dependencies & 1Dependents @ 10 Versions
Current Tags Install
Version Downloads (Last 7 Days) Tag » npm i node-hide-console-window
2.1.1 250 latest
Repository

g A @ github.com/hetrodoo/hetrodo-hide-con...
Version History

Homepage

Version Downloads (Last 7 Days) Published ; y
& github.com/hetrodoo/hetrodo-hide-con...

2.5.% 250 2 years ago

+ Weekly Downloads

2.0.2 0 2 years ago 251 W

(’ De-fcaMP/ source: ReversingLabs Blog @totollygeek


https://www.reversinglabs.com/blog/r77-rootkit-typosquatting-npm-threat-research

node-hide-console-windows
0.0.1-security e« Public « Published 2 months ago

[3 Readme B code & 0 Dependencies & 0Dependents @ 1Versions

Security holding package install

. . - . . * npm i node-hide-console-windows @@
This package contained malicious code and was removed from the registry by the npm security b '

team. A placeholder was published to ensure users are not affected in the future.
¥ Weekly Downloads

Please refer to www.npmjs.com/advisories?search=node-hide-console-windows for more AA
information. 0
Version License
0.0.1-security none
Keywords
Unpacked Size Total Files
none 456 B 2

(’ De-fcaMP/ source: ReversingLabs Blog @totollygeek


https://www.reversinglabs.com/blog/r77-rootkit-typosquatting-npm-threat-research

node-hide-console-window
2.2.0 ¢« Public < Published a month ago

node-hide-console-windows
0.0.1-security e« Public « Published 2 months ago

(' De-fcaMP/ source: ReversingLabs Blog @totollygeek


https://www.reversinglabs.com/blog/r77-rootkit-typosquatting-npm-threat-research

localforage-memoryStorageDriver
0.9.2 + Public +« Published 7 years ago

localforage-memorystoragedriver
0.0.1-security + Public + Published 2 years ago

6" Defca NP/ source: Checkmarx Blog @totollygeek



https://checkmarx.com/blog/a-new-stealthier-type-of-typosquatting-attack-spotted-targeting-npm/

“crossenv malware on the npm registry

On August 1, a user notified us via Twitter that a package with a name very similar to the popular cross—env
package was sending environment variables from its installation context out to npm.hacktask.net. We
investigated this report immediately and took action to remove the package. Further investigation led us to
remove about 40 packages in total.

(’ De’fca \1l P/ source: npm blog @totollygeek


https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry

e

babelcli: 42
cross—-env.js: 43
crossenv: 679
d3.7s: 72
fabric-Js: 46
ffmepyg: 44
gruntcli: 67
http-proxy.js: 41
\jquery.js: 136)

(dDefcamp/

source: npm blog
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https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry

(babelcli:

Cross—env.js:

42
43

~N

crossenv: 679
d3.7s: 72
fabric-Js: 46
ffmepyg: 44
gruntcli: 67
http-proxy.js: 41
quuery.js: 136)

(dDefcanmp/

source: npm blo
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https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry

'we prevent it?

Package managers need to do
some work (and they do!)

Don’t write the names yourself,
use copy-paste

Do not ignore the warnings

Use npm install” with --ignore-
scripts flag

Educate your developers

C’ De_I:aMP/ ~ @totollygeek
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I’'m harvesting credit card numbers
and passwords from your site.
Here’s how.

e David Gilbertson - Follow
10 minread - Jan 6, 2018

&y 224k Q) 306 RO
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https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5

Step 1

Create a b arssaioitii i
seemingly

harmless e
the Trojan horse

inside...
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https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5

S t Q Z , - Leok na, [I’mn
e contributing to
OpPen SOUrce!

Open PRs in hundreds

of frontend packages:
“Hey | fixed issue X

and added some
logging”

(dDefcanmp/ source: Medium @totollygeek



https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5

Step 5

Profit

(’ DefCal\llP/ source: Medium ©@totollygeek


https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
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https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
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https://en.wikipedia.org/wiki/Bran_Castle
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'YOUWONT BE AFRAID OF PACKAGES

5IF YOU DON'T USE ANY

(’ De-fcal\IIP/ @totollygeek




‘'we prevent it?

Do not use any packages on
sensitive parts of your
application

Do an insight of your packages
with tools like

« Keep dependencies up-to-date
 Know and limit hosts you
contact (zero-trust)
 Runtime scanning with

C’ De_I:aMP/ * @totollygeek


https://deps.dev/
https://medium.com/@cloud_tips/container-runtime-security-tools-3297484cb363
https://medium.com/@cloud_tips/container-runtime-security-tools-3297484cb363

TELLME HOW

YIIII IIIIH"I'JJIS -3
EXTERNAL DEPENDENCIES

1 AR D
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“Open-source projects
have an average of 180
package dependencies.”

- GitHub State of the Octoverse Report, 2019

6" De-fcaMP/ source: Microsoft whitepaper @totollygeek



https://octoverse.github.com/
https://azure.microsoft.com/mediahandler/files/resourcefiles/3-ways-to-mitigate-risk-using-private-package-feeds/3%20Ways%20to%20Mitigate%20Risk%20When%20Using%20Private%20Package%20Feeds%20-%20v1.0.pdf

Visual Studio Code

(’ DefCa MP/ @totollygeek



!ISU8| LU!IO lo!e

(2 )
@ELECTRON

(dDefcamp/



electron
27.0.3 ¢+ Public « Published 3 days ago

[ Readme B code & 3 Dependencies & 1,256 Dependents ® 1,107 Versions

ZDELECTRON "o -

Repositor
%) build [ passing | @ chat 2285 online P y

@ github.com/electron/electron

Crowdin project. Homepage

& github.com/electron/electron#readme
The Electron framework lets you write cross-platform desktop applications using JavaScript,

HTML and CSS. It is based on Node.js and Chromium and is used by the Atom editor and many + Weekly Downloads
other apps. 635,911 v
Follow @electronjs on Twitter for important announcements. Version License
27.0.3 MIT
This project adheres to the Contributor Covenant code of conduct. By participating, you are
expected to uphold this code. Please report unacceptable behavior to coc@electronjs.org. Unpacked Size Total Files
. 828 kB 8
Installation
Issues Pull Requests
To install prebuilt Electron binaries, use npm . The preferred method is to install Electron as a 801, -
development dependency in your app:
Last publish
npm install electron —--save-dev 2 days ago

(’ DefCa MP/ @totollygeek



electron
27.0.3 + Public e« Published 3 days ago

@ Readme E Code 9 3 Dependencies & 1,256 Dependents @ 1,107 Versions

D ELECTRON T
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https://npmgraph.js.org/
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VS Code }-@: 1Password
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~ How can'we prevent it?
Utlllze tooling for
scanning, insight

& monltorlng

N

@ DefCaI\IIP/



‘We prevent it?

EDUCATE YOUR
DEVELOPERS!

/1///51/ % 1
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