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todor@defCamp:~$ whoami

⌘Senior Software Engineer @ Payhawk; 
⌘Infosec junkie;
⌘Clean code fanatic; 
⌘DevOps evangelist; 
⌘Speaker; 
⌘Father of 3 boys; 
⌘Karaoke enthusiast;
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@totollygeeksource: BleepingComputer

https://www.bleepingcomputer.com/news/security/npm-supply-chain-attack-impacts-hundreds-of-websites-and-apps/


@totollygeeksource: jFrog Blog

https://jfrog.com/blog/npm-supply-chain-attack-targets-german-based-companies/
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Types of 
attacks
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npm
substitution
(dependency 

confusion)
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Public 
Package 

Repository

Private 
Package 

Repository
Proxy

Client

Install package

“console-utils”: ^1.5.3 “console-utils”: 
1.5.3 

“console-utils” 
1.5.4 
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• Use strict versions. No wildcards
• Use only scoped packages
• Do not leave vulnerability 

warnings unattended
• Validate checksums
• Include ”package lock” in your 

repositories
• Use auditing during installation 

with tools like npq

https://github.com/lirantal/npq
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typosquatting



@totollygeeksource: ReversingLabs Blog

https://www.reversinglabs.com/blog/r77-rootkit-typosquatting-npm-threat-research
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@totollygeeksource: ReversingLabs Blog

https://www.reversinglabs.com/blog/r77-rootkit-typosquatting-npm-threat-research


@totollygeeksource: Checkmarx Blog

https://checkmarx.com/blog/a-new-stealthier-type-of-typosquatting-attack-spotted-targeting-npm/


@totollygeeksource: npm blog

https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry
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babelcli: 42
cross-env.js: 43
crossenv: 679
d3.js: 72
fabric-js: 46
ffmepg: 44
gruntcli: 67
http-proxy.js: 41
jquery.js: 136

source: npm blog

https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry
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babelcli: 42
cross-env.js: 43
crossenv: 679
d3.js: 72
fabric-js: 46
ffmepg: 44
gruntcli: 67
http-proxy.js: 41
jquery.js: 136

source: npm blog

https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry
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• Package managers need to do 
some work (and they do!)

• Don’t write the names yourself, 
use copy-paste

• Do not ignore the warnings
• Use `npm install` with `--ignore-

scripts` flag
• Educate your developers
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Open-source 
dependency 
injection



@totollygeeksource: Medium

https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
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Step 1
Create a 
seemingly 
harmless 
package with 
the Trojan horse 
inside…

source: Medium

https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
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Step 2
Open PRs in hundreds 
of frontend packages:
“Hey I fixed issue X 
and added some 
logging”

source: Medium

https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
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Step 3

Profit !!!
source: Medium

https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
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@totollygeeksource: Medium

https://david-gilbertson.medium.com/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5


@totollygeeksource: Wikipedia

https://en.wikipedia.org/wiki/Bran_Castle
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• Do not use any packages on 
sensitive parts of your 
application

• Do an insight of your packages 
with tools like deps.dev

• Keep dependencies up-to-date
• Know and limit hosts you 

contact (zero-trust)
• Runtime scanning with security 

tools

https://deps.dev/
https://medium.com/@cloud_tips/container-runtime-security-tools-3297484cb363
https://medium.com/@cloud_tips/container-runtime-security-tools-3297484cb363
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“Open-source projects 
have an average of 180
package dependencies.”

- GitHub State of the Octoverse Report, 2019

source: Microsoft whitepaper

https://octoverse.github.com/
https://azure.microsoft.com/mediahandler/files/resourcefiles/3-ways-to-mitigate-risk-using-private-package-feeds/3%20Ways%20to%20Mitigate%20Risk%20When%20Using%20Private%20Package%20Feeds%20-%20v1.0.pdf
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@totollygeeksource: https://npmgraph.js.org

https://npmgraph.js.org/
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@totollygeeksource: https://npmgraph.js.org

https://npmgraph.js.org/
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Don’t trust 
people on 
the 
Internet
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Know your 
depencencies
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Use less, when 
possible
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Utilize tooling for 
scanning, insight 

& monitoring
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EDUCATE YOUR 
DEVELOPERS!
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Image sources: 

todor.todorov.bg
x.com/totollygeek
infosec.exchange/@totollygeek
linkedin.com/in/totollygeek
github.com/totollygeek


